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Attackers Target Cloud

b | 0IAd® | )1BO19IA UBBS

Suttons Law: What does this mean?
When diagnosing, one should first consider Cloud security often misunderstood
the obvious.

Cloud is where the data is
See also Occam’s Razor ("entities should not
be multiplied without necessity“)



On-premises apps

Non-Microsoft cloud apps

On-premises HR

Cloud HR

Ne

e e

identities identities

https://learn.microsoft.com/en-us/entra/identity/hybrid/what-is-provisioning
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#1 & #2 Secure Entra ID
User & Guest Defaults
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Unfortunate Defaults

®

Users: Guests/External Accounts
Can register applications Guests have the same view rights as users
Can consent to applications Guests can invite other guests

Can create new tenants

Canjoin/hybrid join devices to the tenant & no
MFA is required
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Default user role permissions Defa U ltS

Learn more [

Users can register applications (D m Yes

Restrict non-admin users from 0 @ Mo

creating tenants

lUsers can create security 0 m Yes
groups

Guest user access

Learn more [&

Guest user access restrictions (1) @ Guest users have the same access as members (most inclusive)
O Guest users have limited access to properties and memberships of directory objects

O Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

https://portal.azure.com/#view/Microsoft AAD_UsersAndTenants/UserManagementMenuBlade/~/UserSettings
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Default user role permissions

Recommended Settings

Learn more [

Users can register applications (1) D MNo

Restrict non-admin users from

creating tenants

Users can create security

groups

Guest user access

Learn more [&

Guest user access restrictions (1) O Guest users have the same access as members (most inclusive)

O Guest users have limited access to properties and memberships of directory objects

https://portal.azure.com/#view/Microsoft AAD_UsersAndTenants/UserManagementMenuBlade/~/UserSettings
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Users may join devices to Microsoft Entra 0] D efa u lts

/d ™
Ik All Selected Mone ,,-'

Selected

Users may register their devices with Microsoft Entra ()

e ™,
| All MNone )
\. ; J

ﬁ Learn more on how this setting works

Require Multifactor Authentication to register or join devices with Microsoft Entra (D
.'I'-

"1“'
| |
s

A\ We recommend that you require Multifactor Authentication to register or join devices with Microsoft Entra using
Conditional Access. Set this device setting to Mo if you require Multifactor Authentication using Conditional Access,

Maximum number of devices per user ()

|5u V|

https://portal.azure.com/#view/Microsoft AAD_Devices/DevicesMenuBlade/~/DeviceSettings/menuld~/null
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Recommended

Users may join devices to Microsoft Entra (D

[ Al Selected None )

%,
", iy

Selected
1 member selected

Users may register their devices with Microsoft Entra (1)

/ "

I" il | I‘- one "I
fal )

h i\ WA J

0 Learn more on how this setting works

Require Multifactor Authentication to register or join devices with Microsoft Entra (1

f Yes Mo )

%, )
b -

A\ We recommend that you require Multifactor Authentication to register or join devices with Microsoft Entra using
Conditional Access. Set this device setting to Mo if you require Multifactor Authentication using Conditional Access.

https://portal.azure.com/#view/Microsoft AAD_Devices/DevicesMenuBlade/~/DeviceSettings/menuld~/null
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Defaults

Guest invite settings

Guest invite restrictions (1)

Learn more

@ Anyone in the organization can invite guest users including guests and non-admins (most inclusive)

O Member users and users assigned to specific admin roles can invite guest users including guests with member permissions
O Only users assigned to specific admin roles can invite guest users

O Mo one in the organization can invite guest users including admins {most restrictive)

Collaboration restrictions

A\ Cross-tenant access settings are also evaluated when sending an invitation to determine whether the invite should be allowed or blocked. Learn more.

@ Allow invitations to be sent to any domain (most inclusive)
O Deny invitations to the specified domains

O Allow invitations only to the specified domains (most restrictive)

https://portal.azure.com/#view/Microsoft AAD_IAM/AllowlistPolicyBlade
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Recommended Settings

Guest invite settings

Guest invite restrictions (1)

Learn more

O Anyone in the organization can invite guest users including guests and non-admins (most inclusive)

O Member users and users assigned to specific admin roles can invite guest users including guests with member permissions

O Mo one in the organization can invite guest users including admins (most restrictive)

Collaboration restrictions

A\ Cross-tenant access settings are also evaluated when sending an invitation to determine whether the invite should be allowed or blocked. Learn more.

O Allow invitations to be sent to any domain (most inclusive)

O Deny invitations to the specified domains

https://portal.azure.com/#view/Microsoft AAD_IAM/AllowlistPolicyBlade
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e #3 Secure Entra ID
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ada

| Application Consent Defaults
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Illicit Consent Grant Attack: MDSec 0365 Attack Toolkit

Architecture 0365-attack-toolkit

Exposed

Attacker Infrastructure

.

Microsoft Graph API

b

0st running the oolkit == 6

B Sign in to your account - Google Chrome =
& https/Mogin.microsoftonline.com/common/oauth2/v2.0/muthorize?s

&F Microsoft

joe.bloggs@mdsec.co.uk

S o
Permissions requested
- @ HTTPS Redirector J g :
This is a legit app

kptedu.al
This app would like to:
v Read your contacts
Sign you in and read your profile

Read your mail

Read and write to your mallbox settings

A4
v
v Read all OneNote notebooks that you can access
A4
v

Have full access to all files you have access 1o

Maintain access 10 data you have given it access to

Accepting these permissions means that you aliow thes app to use your

‘ data as specified in thelr Terms of Service and Privacy Statement. The

Attacker

https://www.mdsec.co.uk/2019/07/introducing-the-office-365-attack-toolkit/
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has not provided links to their Terms for you to review. You

can change these parmissions at httpsy//myapps.microsoft.com. Show

o

werosoftonng. com/commaon/oauthd v2 J/authorze frresponse_type=|

X
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Once Upon aTime...

£53 Consent and permissions | User consent settings

« Save >< Discard Rj Got feedback?
Manage

When a user grants consent to an application, the user can sign in and the application may be granted access to the organization's data.
¢32 User consent settings Learn more about consent and permissions
By Permission classifications User consent for applications
Configure whether users are allowed to consent for applications to access your organization's data. Learn more
i, Do not allow user consent
An administrator will be required for all apps.

O Allow user consent for apps from verified publishers, for selected permissions (Recommended)
All users can consent for permissions classified as "low impact"”, for apps from verified publishers or apps registered in this organization.

#®) Allow user consent for apps

All users can consent for any app to access the organization's data.

Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com 16



Defaults

o Consent and permissions | User consent settings

% e 5] save X Discard 2y Got feedback?

~ Manage
Control when end users and group owners are allowed to grant consent to applications, and when they will be required to request

I3 User consent settings administrator review and approval. Allowing users to grant apps access to data helps them acquire useful applications and be productive, but
can represent a risk in some situations if it’s not monitored and controlled carefully.

{% Admin consent settings

User consent for applications

o . - - .
iss Permission classifications Configure whether users are allowed to consent for applications to access your organization's data. Learn more

O Do not allow user consent
An administrator will be required for all apps.

@ Allow user consent for apps from verified publishers, for selected permissions
All users can consent for permissions classified as "low impact”, for apps from verified publishers or apps registered in this organization.

@ 2 pemissions dassified as low impact

O Let Microsoft manage your consent settings (Recommendead)
Automatically update your organization to Microsoft's current user consent guidelines. Learn more

https://portal.azure.com/#view/Microsoft AAD_IAM/ConsentPoliciesMenuBlade/~/UserSettings

Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com 17
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Recommended Settings

o Consent and permissions | User consent settings

Ead

“ Save >< Discard R'_'f Got feedback?

~ Manage
Control when end users and group owners are allowed to grant consent to applications, and when they will be required to request

23 User consent settings administrator review and approval. Allowing users to grant apps access to data helps them acquire useful applications and be productive, but
can represent a risk in some situations if it's not monitored and controlled carefully.

{# Admin consent settings

User consent for applications

o . - - .
iss Permission classifications Configure whether users are allowed to consent for applications to access your organization's data. Learn more

O Do not allow user consent
An administrator will be required for all apps.

O Allow user consent for apps from verified publishers, for selected permissions
All users can consent for permissions classified as "low impact”, for apps from verified publishers or apps registered in this organization.

@ Let Microsoft manage your consent settings (Recommended)

Automatically update your organization to Microsoft's current user consent guidelines. Learn more

https://portal.azure.com/#view/Microsoft AAD_IAM/ConsentPoliciesMenuBlade/~/UserSettings
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H4 Secure
Entra ID

Roles




There are
>100

Entra ID
Roles!
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Microsoft’s Privileged Azure AD Roles List (28) [PRIVILEGED]

e Application Administrator

* Application Developer

» Attribute Provisioning Administrator

* Attribute Provisioning Reader

* Authentication Administrator

e Authentication Extensibility Administrator
* B2C IEF Keyset Administrator

* Cloud Application Administrator

* Cloud Device Administrator

e Conditional Access Administrator

* Directory Writers

* Domain Name Administrator

e External Identity Provider Administrator
* Global Administrator

Global Reader

Helpdesk Administrator

Hybrid Identity Administrator
Intune Administrator

Lifecycle Workflows Administrator
Partner Tierl Support

Partner Tier2 Support

Password Administrator
Privileged Authentication Administrator
Privileged Role Administrator
Security Administrator

Security Operator

Security Reader

User Administrator

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference

Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com
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Microsoft’s Privileged Azure AD Roles List (28) [PRIVILEGED]

e Application Administrator

* Application Developer

» Attribute Provisioning Administrator

* Attribute Provisioning Reader

* Authentication Administrator

e Authentication Extensibility Administrator
* B2C IEF Keyset Administrator

* Cloud Application Administrator

* Cloud Device Administrator

e Conditional Access Administrator

* Directory Writers

* Domain Name Administrator

e External Identity Provider Administrator
* Global Administrator

Global Reader

Helpdesk Administrator

Hybrid Identity Administrator
Intune Administrator

Lifecycle Workflows Administrator
Partner Tierl Support

Partner Tier2 Support

Password Administrator
Privileged Authentication Administrator
Privileged Role Administrator
Security Administrator

Security Operator

Security Reader

User Administrator

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference
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Level O Entra ID Roles (5)

Effective Full Admin Rights or Capability to Gain Full Admin to Entra ID

Global Administrator

* Fulladmin rights to the Entra ID, Microsoft 365, and 1-click full control of all Azure subscriptions
From Azure AD to Active Directory (via Azure) — An Unanticipated Attack Path (2020)

Hybrid Identity Administrator

* “Can create, mana?e and deploy provisioning configuration setu# from Active Directory to Microsoft Entra ID using Cloud
Provisioning as well as manage Microsoft Entra Connect, Pass-through Authentication (PTA), Password hash synchronization
(PHS), Seamless Single Sign-On (Seamless SSO), and federation settings.”
Z}l:gns:é/ngggguom.com/tenable-techblog/roles-allowing—to-abuse-entra-id—federation-for—persistence-and-privilege—escalation-

cabe

Partner Tier2 Support

* “The Partner Tier2 Support role can reset passwords and invalidate refresh tokens for all non-administrators and administrators
(including Global Administrators). “

“not quite as powerful as Global Admin, but the role does allow a principal with the role to promote themselves or any other
rincipal to Global Admin.”
he Most Dangerous Entra Role You’ve (Probably) Never Heard Of

Privileged Authentication Administrator

* Microsoft: “do not use.”
“Set or reset any authentication method (including passwords) for any user, including Global Administrators. ...
Force users to re-register against existing non-password credential (such as MFA or FIDO) and revoke remember MFA on the
device, prompting for MFA on the next sign-in of all users.”

Privileged Role Administrator

. I‘\‘/IUsers with this role can manage role assignments in Microsoft Entra ID, as well as within Microsoft Entra Privileged Identity
anagement. ...
This role grants the ability to manage assignments for all Microsoft Entra roles including the Global Administrator role. “

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference
Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com 23
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Level 1 Entra ID Roles (1 of 2)

Highly Privileged Rights that have Privilege Escalation Potential Depending on Tenant Configuration or
ability to reconfigure the security posture of the tenant

_ S

Application Administrator

Authentication Administrator

Domain Name Administrator

Microsoft Entra Joined Device Local
Administrator

Cloud Application Administrator

Conditional Access Administrator

Directory Synchronization
Accounts

Directory Writers

This is a privileged role. Users in this role can create and manage all aspects of enterprise applications, application registrations, and
application proxy settings.

This is a privileged role. Set or reset any authentication method (including passwords) for non-administrators and some roles. Require
users who are non-administrators or assigned to some roles to re-register against existing non-password credentials (for example, MFA
or FIDO), and can also revoke remember MFA on the device, which prompts for MFA on the next sign-in.

Perform sensitive actions for some users.

This is a privileged role. Users with this role can manage (read, add, verify, update, and delete) domain nhames. Can be used in
federation attacks.

During Microsoft Entra join, this group is added to the local Administrators group on the device.

This is a privileged role. Users in this role have the same permissions as the Application Administrator role, excluding the ability to
manage application proxy. This role grants the ability to create and manage all aspects of enterprise applications and application
registrations.

This is a privileged role. Users with this role have the ability to manage Microsoft Entra Conditional Access settings.

This is a privileged role. Do not use. This role is automatically assigned to the Microsoft Entra Connect service, and is not intended or
supported for any other use.

Privileged rights: Update application credentials, Manage hybrid authentication policy in Microsoft Entra ID, Update basic properties on
policies, & Update credentials of service principals

This is a privileged role. Users in this role can read and update basic information of users, groups, and service principals.
Privileged rights: Create & update OAuth 2.0 permission grants, add/disable/enable users, Force sign-out by invalidating user refresh

tokens, & Update User Principal Name of users. Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com
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Level 1 Entra ID Roles (2 of 2)

Highly Privileged Rights that have Privilege Escalation Potential Depending on Tenant Configuration or
ability to reconfigure the security posture of the tenant

Exchange Administrator

External Identity Provider
Administrator

Helpdesk Administrator

Intune Administrator

Password Administrator

Partner Tier1 Support

Security Administrator

User Administrator

Users with this role have global permissions within Microsoft Exchange Online.
Trimarc flags this role since it is a role that threat actors target.

This is a privileged role. This administrator manages federation between Microsoft Entra organizations and external identity providers. With this
role, users can add new identity providers and configure all available settings (e.g. authentication path, service ID, assigned key containers).
This user can enable the Microsoft Entra organization to trust authentications from external identity providers.

This is a privileged role. Users with this role can change passwords, & invalidate refresh tokens, Invalidating a refresh token forces the user to
sign in again.

This is a privileged role. Users with this role have global permissions within Microsoft Intune Online, when the service is present. Additionally,
this role contains the ability to manage users and devices in order to associate policy, as well as create and manage groups.
Privileged rights: Read Bitlocker metadata and key on devices

This is a privileged role. Users with this role have limited ability to manage passwords.

This is a privileged role. Do not use. The Partner Tier1 Support role can reset passwords and invalidate refresh tokens for only non-
administrators.
Privileged rights: Update application credentials, Create and delete OAuth 2.0 permission grants, & read and update all properties

This is a privileged role. Users with this role have permissions to manage security-related features in the Microsoft 365 Defender portal,
Microsoft Entra ID Protection, Microsoft Entra Authentication, Azure Information Protection, and Microsoft Purview compliance portal.

This is a privileged role. Can reset passwords for users.

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference 25
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Global
Administrator
Privileged
Authentication
Administrator

Helpdesk
Administrator

Authentication
Administrator
User
Administrator

Password
Administrator

(No Role)

Yes

Yes

Yes

Yes

Yes

Yes

Azure Privilege Escalation via
Service Principal Abuse

€

Can a User with Role in Column A reset a password for a user with a Role in Row 27
Privileged

Andy Robbins -
Published in Posts By SpecterOps Team Members -

Follow

10 minread - Oct12, 2021

Global - Helpdesk Authentication User Password Directory ; Message Center Privileged Role
Administrator %‘::::s";::‘ Administrator Administrator Administrator Administrator Readers Guest Inviter Reader Administrator Reports Reader
Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
No No Yes Yes No No Yes Yes Yes No Yes
No No Yes Yes No No Yes Yes Yes No Yes
No No Yes No Yes No Yes Yes Yes No Yes
No No No No No Yes Yes Yes No No No

https://posts.specterops.io/azure-privilege-escalation-via-service-principal-abuse-210ae2be2a5
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Groups

Administrator

Yes

Yes

No

No
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(Any Other Role)

Yes

Yes

No

No
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#5 Secure Privileged Role
Membership

Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com
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Highly Privileged User Accounts

» Global Administrator | Assignments

P'u.'lle:_;ed Identity Management | Azure AD roles

-+ Add assignments E@:B Settings C_) Refresh i' Export F? Got feedback?
Manage

Eligible assignments Active assignments  Expired assignments

=

ai. Assignments

|2 Description S Search by member name or principal name
£ Role settings Name Principal name Type Scope Membership State St... End time

Global Administrator

Shayla Young Shayla Young@BigMegaCorp.com User Directory Direct Assigned 9/... Permanent
Seana Brennan Seana.Brennan@BigMegaCorp.com User Directory Direct Assigned 9/... Permanent
Janeya Craig Janeya.Craig@8igMegaCorp.com User Directory Direct Assigned 9/... Permanent
Annalina Herman  Annalina.Herman@BigMegaCorp.com User Directory Direct Assigned 9/... Permanent
Cadence Sparks Cadence.Sparks@BigMegaCorp.onmicrosoftcom  User Directory Direct Assigned 9/... Permanent
Sean Metcalf sean@bigmegacorp.com User Directory Direct Assigned - Permanent
Chrissa Bradley Chrissa Bradley@BigMegaCorp.com User Directory Direct Assigned 9/... Permanent
Kenya Bryan Kenya Bryan@BigMegaCorp.com User Directory Direct Assigned 9/... Permanent
Aafiyah Rodgers Aafiyah.Rodgers@BigMegaCorp.com User Directory Direct Assigned 9/... Permanent
238

Showing 1- 9 of 9 results,. Sean Metcalf | @Pyrolek3 | sean.metcalf@trustedsec.com



PIM Members are Permanent, Not Eligible

» Global Administrator | Assignments

oA
-
“ Pr =,‘Je;»§d Identity Management | Azure AD roles
—+ Add assignments £S5 Settings () Refresh & Export 27 Got feedback?
Manage

; ligi i
&. Assignments Eligible assignments

= Description S Search by member nar
3% Role settings Name
Global Administrator

Shayla Young
Seana Brennan
Janeya Craig
Annalina Herman
Cadence Sparks
Sean Metcalf
Chrissa Bradley
Kenya Bryan

Aafiyah Rodgers

Active assignments  Expired assignments

me or principal name

Principal name

Shayla.Young@BigMegaCorp.com

Seana.Brennan@BigMegaCorp.com
Janeya.Craig@8igMegaCorp.com
Annalina.Herman@BigMegaCorp.com
Cadence.Sparks@BigMegaCorp.onmicrosoft.com
sean@bigmegacorp.com
Chrissa.Bradley@BigMegaCorp.com

Kenya Bryan@BigMegaCorp.com

Aafiyah.Rodgers@BigMegaCorp.com

Type

User
User
User
User
User
User
User
User

User

Scope

Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory

Directory

Membership

Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct

Direct

Showing 1 -9 of 9 results. Se€an Metcalf | @Pyrolek3 | sean.metcalf@trustedsec.com

State

Assigned
Assigned
Assigned
Assigned
Assigned
Assigned
Assigned
Assigned

Assigned

St...

End time

Permanent

Permanent

Permanent

Permanent

Permanent

Permanent

Permanent

Permanent

Permanent
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Admin Accounts without MFA

The Following Global Admin Account(s) have MFA Successfully Configured:

UserDisplayName UserPrincipalName IsMfaCapable IsMfaRegistered IsPasswordlessCapable MethodsRegistered

Sean Metcalf seanbigmegacorp . com True {microsoftAuthenticatorPasswordless,

The Following 7 Global Admin Account(s) don't have MFA Configured:
Cadence.Sparks@BigMegaCorp.onmicrosoft. com
Kenya.Bryan@BigMegaCorp. com

Janeya.Craig@BigMegaCorp.com

Annalina.Herman@BigMegaCorp.com

Seana.Brennan@BigMegaCorp.com

Chrissa.Bradley@BigMegaCorp.com

Shayla.Young@BigMegaCorp. com

Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com 30



Overprivileged User

Application
Administrator

‘ Member of N
— Conditional Access
- Administrator
User
Account

User Administrator

@ Partner Tier2
(Q} Azure AD Support

Attacker
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Role Assignable Groups (RAGs)

* Role Assignable Groups are Security or Microsoft 365 group with the
iIsAssignableToRole property set to true and cannot be dynamic.

* Created to solve the potential issue where groups are added to an Entra ID role and a
group admin could modify membership.

* Only Global Administrators or Privileged Role Administrators can create Role
Assignable Groups and manage them (membership).

* Role Assignable Group owners can manage them.

* There is an application permission (Graph:RoleManagement.ReadWrite.Directory)
that provides management rights as well.

* 500 role-assignable groups maximum in an Entra ID tenant (creation maximum).

NOTE:
Only a Privileged Authentication Administrator or a Global Administrator can change the credentials or reset MFA or

modify sensitive attributes for members & owners of a role-assignable group.

Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com 33



Privileged Roles with Group Nesting

2, Global Administrator | Assignments

Privileged |dentity Management | Azure AD roles

Manage

. Assignments

»

=] Description

€82 Role settings

-+ Add assignments 3¢ Settings () Refresh & Export A7 Got feedback?

Eligible assignments Active assignments  Expired assignments

52 Search by member name or principal name

Name

Global Administrator
Shayla Young
Seana Brennan

laneya Craig

Principal name

Shayla.Young@B8BigMegaCaorp.com
Seana. Brennan@BigMegaCorp.com

Janeys.Craig@BigMegaCorp.com

‘ BigMegaCorp Global Admins

Annaling Herman
Cadence Sparks
Sean Metcalf
Chrissa Bradley
Kenya Bryan

Aafiyah Rodgers

Showing 1 - 10 of 10 results

Annalina. Herman@8igMegaCorp.com

Cadence Sparks@BigMegaCorp.onmicrosoft.com
sean@bigmegacorp.com

Chrissa Bradley@BigMegaCorp.com

Kenya Bryan@BigMegaCorp.com

Aafiyah Rodgersi@BigMegaCorp.com

Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com

Type

User
User
User
User
User
User
User
User

User

Scope

Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory

Directory

Membership

Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct

Direct

State

Assigned
Assigned
Assigned
Assigned
Assigned
Assighed
Assigned
Assigned
Assigned

Assigned

Start time

9/11/202...

9/11/202..

9/11/202

9/11/202

9/11/202..

9/11/202...

9/11/202..

9/11/202..

End time

Permanent
Permanent
Permanent
Permanent
Permanent
Permanent
Permanent
Permanent
Permanent

Permanent
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Group Nesting — Have to Open Groups

Home > BigMegaCorp Global Admins

2a|BigMegaCorp Global Admins | Members

+- Add members X, Re C) Refresh l\ Bulk operations ~ == Columns ,‘;'«;"1 Got feedback?
O Overview

A Diagnose and solve problems Direct members Al members

Manage O Search by name Tz Add filters

! Properties I Twe Email

& Members ] Aadit White User Aadit White@BigMegaCorp.com

& Owners D Cadence Mclean User Cadence Mclean@BigMegaCarp.com
& ‘Roles:and administrators D Dane Pineda User Dane Pineda@BigMegaCorp.com

i Adehinistathie Units D Dirk Lester User Dirk Lester@BigMegaCorp.com

- Gloug membkships [:] Tyrek Miller User Tyrek Miller@BigMegaCorp.com

& /\S9ghed roles D Wilson Merntt User Wilson Merntt@BigMegaCorp.com

8 Applications

Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com

User type
Member
Member
Member
Member
Member

Member
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Role Assignable Group Owners

Home > BigMegaCorp Global Admins

2a BigMegaCorp Global Admins | Owners

-+ Add owners C) Refresh == Columns 27 Got feedback?

@ Overview
X Diagnose and solve problems ' Search by name ¥ Add filters

Name Type Email User type
Manage
Il Properties Ij @ Kate Pena User Kate Pena@BigMegaCorp.com Member
28 Members I:] . Robert Marquez User Robert.Marquez@BigMegaCorp.com Member
& Owners

Role Assignable Group Owners can manage group membership

Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com 36



Compromise Azure AD through Role Assignable Group Owner Rights

O

® s
i

Add Member
Account — ember of clopa
Owner Role 10
Assignable Administrator

Azure AD

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com
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Permissions Structure

Examples:
Application.ReadWrite.All
Calendars.ReadWrite
Calendars.ReadWrite.All
Directory.ReadWrite.All
Mail.ReadWrite

Mail.Send
User.ReadWrite.All

OBJECT . ACCESS . CONSTRAINT

Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com
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Permissions Structure: Constraint

|

grants permission grants permission grants permission the app is limited to
for the app to for the app to for the app to read performing the
perform the perform the and write filesina operations on the
operations on all of operations on dedicated folderin resources owned by
the resources of the resources that other OneDrive. This the signed-in user.
specified type in a users have shared constraintis only
directory. with the signed-in exposed on Files

user. This constraint permissions and is

is mainly used with only valid for

Outlook resources Microsoft accounts.

like mail, calendars,
and contacts.

Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com 40
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Level O Applications

Effective Full Admin Rights or Capability to Gain Full Admin to Entra ID

. . ¢ “Directory.ReadWrite.All grants access that is broadly equivalent to a
Directory.ReadWrite.All T

¢ Allows the app to manage permission grants for application permissions to
any API & application assignments for any app, on behalf of the signed-in
user. This also allows an application to grant additional privileges to
itself, other applications, or any user.

AppRoleAssignment.ReadWrite.All

* Allows the app to read & manage the role-based access control (RBAC)
settings for the tenant, without a signed-in user. This includes instantiating
directory roles & managing directory role membership, and reading
directory role templates, directory roles and memberships.

RoleManagement.ReadWrite.Directory

¢ Allows the calling app to create, & manage (read, update, update
application secrets and delete) applications & service principals without a
signed-in user. This also allows an application to act as other entities & use
the privileges they were granted.

Application.ReadWrite.All

Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com 41



Reviewing Azure AD Permissions with PowerShell

PS C:\> Get-AzureADPSPermissions -ApplicationPermissions

ClientDisplayName

Trimarc
Trimarc
Trimarc
Trimarc
Trimarc
Trimarc

Irimarc
Trimarc
Trimarc
Trimarc
Trimarc
Trimarc
Trimarc

RD
RD
RD
RD
RD
RD

Ooffice 365%
Office 365%

TestApp
TestApp
TestApp
TestApp
TestApp
lesTApp
TestApp
TestApp
TestApp
TestApp
TestApp
TestApp
ASI App
AST App

ResourceDisplayName

Windows
Windows
wWindows
Windows
Windows
Windows
OTTiCe
Office
Office
Office
Office
Office
Office
Office
Office

AZure
AFure
AZure
AZure
Azure

Active
Active
Active
Active
Active
Active

Directory
Directory
Directory
Directory
Directory
Directory

33
365
365
365
365
365
365
365
365

https://gist.github.com/psignoret/9d73b00b377002456b24fcb808265c23

Exchange
Exchange
Exchange
Exchange
Exchange
Exchange
Exchange

oniine
Online
online
Online
online
Online
online

Management APIs
Management APIs

Permission

Device.ReadwWwrite.All
Member .Read.Hidden
Directory.Readwrite.All
Domain.ReadWrite.All
Application.Readwrite.OwnedBy
Application.Readwrite.All
User.Kead.All
Mail.ReadWrite
MailboxSettings.Readwrite
Contacts.Readwrite
Mailbox.Migration
Calendars.ReadWrite.All
Mail.Send
ServiceHealth.Read
ActivityFeed.Read

Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com

| select ClientDisplayName,ResourceDisplayName,Permission
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Who are the Application Owners for TestApp?

PS C:\> Get-AzureADApplication -Objectid $appid | Select displayname,Objectid,appid

DisplayName Object1d

Trimarc RD TestApp c8e9b6fe-cc98-4e90-8b7b-15fba500d49c 2f337e5f-8414-45a4-b48f-elec2014ald4

PS C:\> Get-AzureADApplicationowner -Objectid $AppId
Objectid DisplayName UserPrincipalName UserType

71575fad-39b2-475a-b519-314ddeb65e7cf Sean Metcalf sean@trimarcrd.com

13cf788e-baf0-4ble-b9fa-46128a6468d0 Joe User Joeuser@rrimarcRD.com Member
f4d30f9e-0837-4e3f-974e-ef282a2fcefe Darth vader Darthvader@TrimarcRD.com Member
f2a0fb99-bdaf-49ce-9192-9488ea5d3dae Boba Fett BobaFett@TrimarcRD.com Member

Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com
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Application Escalation

PS c:\Data\_MCSA> get-azureadpspermissions -ApplicationPermissions|select ClientObjectID,ClientDisplayName,ResourceDisplayName,Permission

Clientobjectid ClientDisplayName ResourceDisplayName Permission

9211cb77-c065-4fd9-a80b-bb3a3015caee Lots ‘o Privs! Microsoft

9211cb77-c065-4fd9-a80b-bb3a3015caee Lots 'o Privs! Microsoft

01438f2c-8d6d-4f11-9f76-f179fd3246fa overpermissioned Microsoft
01438f2c-8d6d-4f11-9f76-f179fd3246fa overpermissioned Microsoft
01438f2c-8d6d-4f11-9f76-f179fd3246fa overpermissioned Microsoft De legated m onGrant .Readwrite.All
01438f2c-8d6d-4f11-9f76-f179fd3246fa overpermissioned Microsoft
01438f2c-8d6d-4f11-9f76-f179fd3246fa Overpermissioned Microsoft

m https://gist.github.com/psignoret/9d73b00b377002456b24fch808265¢c23

Attacker Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com
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Application Escalation: Find the App Owner

PS C:\Data\_MCSA> Get-AzureADApplication -Searchstring 'overpermissioned’
object1d DisplayName

fbed4eabc-0ae4-46b2-a6f0-5f96e3f4858F 5e356a56-1302-4987-923a-0e282ea31d39 overpermissioned App

PS C:\Data\_MCSA> get-azureadapplicationowner -oObjectId 'fbed4eabc-0ae4-46b2-a6f0-5f96e3f4858f"
object1d DisplayName UserPrincipalName UserType

rosoft.com Member

70d9a5f5 7190 4452 - a743 4f2bede82c06 shayla Santana Shay1a Santana@B1gMegaCorp com Member
7d8afa78-d799-4bdc-8e33-3dff42fbbac3 cadence Mclean|Cadence.Mclean@BigMegaCorp.com Member

Attacker Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com



Compromise Azure AD through Application Permissions

Application

Owner

—

‘ Add Credential

Attacker

O
I )

Add Member

Global
Administrator

Azure AD
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Compromise Azure AD through Application Permissions

Add Credential I

‘ Member

Account l

Application
\ Administrator

Attacker

Add Member

Global
Administrator

Azure AD
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Conditional Access Policies

Policies apply after (first-factor) authentication Signal ‘

Increase D Remediate
Assurance Risk

Requires P1 licensing

_ Allow
Allow limited Block
full access Acoass sccess

e Rules based on:

e \Where are they connecting (from)?
e \What app and/or device is connecting?

e When does this apply? &l
i Ll 1
= =

e \Who is connecting?
Decision '

Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com Enforcedi%ent
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Microsoft Entra ID

Overview

Policies

Insights and reporting
Diagnose and solve problems
Manage

4> Named locations

[®] Custom controls (Preview)
% Terms of use

4% VPN connectivity

i2: Authentication contexts
Q) Authentication strengths
= Classic policies
Monitoring

Troubleshooting + Support

Conditional Access | Policies

4 New policy = New policy from template T Upload policy file 2 what if O Refresh

55 Preview features

Microsoft Entra Conditional Access policies are used to apply access controls to keep your organization secure, Learn more [

All policies Microsoft-managed policies

8 Qo

Total out of 8

2 Search 7 Add filter

8 out of 8 policies found

Policy name State

CA001: Require multi-factor authentication for admins Report-only
CA003: Block legacy authentication Report-only
CAO00S5: Require multi-factor authentication for guest access Report-only
CA007: Require multi-factor authentication for risky sign-ins Report-only
Require compliant or hybrid Azure AD joined device or multifactor authentic...  Report-only
Require multifactor authentication for Azure management Report-only
Require multifactor authentication for all users Report-only
Securing security info registration Report-only

Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com

Creation date

5/29/2022, 11:10:03 PM
5/29/2022, 11:10:15 PM
5/29/2022, 11:10:28 PM
5/29/2022, 11:10:39 PM
1/19/2024, 3:13:25 PM
1/19/2024, 3:13:13 PM
1/19/2024, 3112:52 PM

1/19/2024, 3:12:31 PM

R'j Got feedback?

Modified date

5/29/2022, 11:19:17 PM
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Common Conditional Access Policies

Require users to use MFA Require MFA for users

when connecting outside @ with certain
of the corporate network administrative roles
Block legac
.g y Block/Grant access from
authentication (username . .
specific locations

& password auth)

Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com

51



CA Policy Gap #1:

Users Require
MFA Outside of
Corp Network

CAP requires users to MFA when they are
working remotely (not on the corporate
network or connected via VPN)

Assumes no attacker would be on the
corporate network

Attacker can use username/password
without having to MFA

Fun Fact: Attackers love SSO!
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CA Policy Gap #2:
Admins don’t require MFA

MFA is required for certain users to access specific applications
However, there is no CAP that requires MFA for Admins

Or... CAP only requires members of a few roles use MFA

Attacker can use username/password without having to MFA

 Fun Fact: Attackers love SSO!
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CA Policy Gap #3:
Exclusions

* CAP includes several security controls
* MFA required
* AAD Joined &Compliant device
* Location based access

* However, there are exclusions:
 Admins
* VIPs

Executives

* HR

* Etc

* This creates a significant gap in security posture
 Attackers love being excluded from security controls!



Microsoft Provided Conditional Access Policies

V . e Dotic:
Conditional Access Templates

M Microsoft Managed Policies
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Microsoft Managed Policies (MMP)

Deployed automatically in reporting mode

Modification is limited:

* Exclude users

* Turnon or setto Report-only mode

* Can'trename or delete any Microsoft-managed policies
* Can duplicate the policy to make custom versions

Microsoft might update these policies in the future
MMPs turn on (set to enabled) 90 days after introduced to the tenant

Currently focuses on 3 areas:
* MFA for admins accessing Microsoft Admin Portals

* MFA for per-user MFA configured on users
* MFA and reauthentication for risky sign-ins

https://learn.microsoft.com/en-us/entra/identity/conditional-access/managed-policies

Sean Metcalf | @Pyrolek3 | sean.metcalf@trustedsec.com
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Key Conditional Access Policies

b | 0IAd® | )1BO19IA UBBS

Require MFA for accounts with administrative roles (preferably FIDO2)
Block legacy authentication (username & password authentication)
Block location by geography
Block device code flow*

Enforce Enforce device compliance on all devices

Restrict Restrict access to apps by location

Require Require MFA for guest users
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Partner Relationships — aka Delegated Administration

* A configured partner can have admin rights to a customer tenant (“delegated administration”).

* This is provided when the partner requests access to the customer environment.
* When the customer accepts this request:

 “Admin agent” role in partner tenant is provided effective “Global Administrator” rights to
customer tenant.

* “Helpdesk Agent" role in partner tenant is provided effective "Helpdesk Administrator"
(Password Administrator) rights to customer tenant.

* These are the only options.

* They apply to all customer environments — there is no granular configuration.

* A partner with dozens of customers will result in all partner accounts in these groups having
elevated rights in all customer environments.

Shift to granular delegated admin privileges (GDAP) ASAP!

Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com
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Customer Tenant 1

Partner 1 Tenant f GDAP M/D365 relationship

Move to Granular . B

. g % Dicectory Reader IE))

De legated Ad m I n ‘ CcSP ) St|on1 |
. . Member of @

Privileges (GDAP) '

CSP Azure Subscription 2

Role : Owner

Admin
4

Customer Tenant 2

( CSP Azure Subscription 3
i Role : Owner

\ CSP Azure Subscription 4

GDAP Azure relationship

T - Directory Reader
el Tl Azure group Customer 2y )

GDAP M/D365 relationship

Member of | : )

https://learn.microsoft.com/en-us/partner-center/gdap-introduction
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y. Trimarc RD - BIG MEGA CORP | Delegated admin partners

kS & ;{Tf‘ Got feedback?

o IVidinayge

. @ Delegated admin partners are Microsoft partners that you have authorized to administer Microsoft services in your tenant using
4L Users delegated administration privileges.
A Groups
BE External Identities Partner Mame Relationship type Roles

ai, PRoles and administrators

_ Mo partner relationships
& Administrative units

Delegated admin
partners

Check Partner Configuration for your tenant here:
https://portal.azure.com/#view/Microsoft AAD IAM/ActiveDirectoryMenuBlade/~/PartnerRelationships
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Compromise Active Directory

. . OU admin rights
Get adm|n I’IghtS on Local admin rights

Entra Connect server GPO modify rights

Compromising (or SQL db) e i
I Entra Connect
(O n - p re m ) Gain control of Microsoft SCCM (or similar)

management System Vulnerability scanner

Compromise VMware (or other virtual

platform)
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From Entra Connect to Active Directory

A

Impersonate Entra
Connect Service Account

Entra
Connect

Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com
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From Entra Connect to Entra ID

Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com

Entra ID
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Treat the Azure AD Connect server, SQL server/database, &
service account as Tier O (like Domain Controllers).

Ensure that the Azure AD Connect server & SQL

Ensure server/database is in a top-level admin OU.

Defending Azure
AD Connect

Limit the group policies that apply to Azure AD Connect
related systems.

Restrict local admin rights on Azure AD Connect related
systems.

Restrict
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Securing Seamless Single Sign-0On (SSSO)

Contoso Corpnet

Office365, SaaS
R and LoB apps

LD Microsoft Azure
: Active Directory

User sign-in from AD -
domain-joined machine "

Identity synchronization &
¥ managed authentication
* wsing Azure AD Connect

Azure AD does Kerberos Authentication
against Windows Server Active Directory

l' Windows Server

Active Directory
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Attacking Azure AD Seamless Single Sign-On

* Managed by Azure AD Connect

* “Azure AD exposes a publicly available endpoint that accepts
Kerberos tickets and translates them into SAML and JWT tokens”

* Compromise the Azure AD Seamless SSO Computer Account
password hash (“AZUREADSSOACC “)

* Generate a Silver Ticket for the user you want to impersonate and
the service ‘aadg.windows.net.nsatc.net*

* Inject this ticket into the local Kerberos cache

* Azure AD Seamless SSO computer account password doesn’t
change

https://www.dsinternals.com/en/impersonating-office-365-users-mimikatz/
Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com 69




Securing
Seamless
Single Sign-0On
(SSSO)

For Windows 10, Windows Server 2016,
and later versions, it’s recommended to

use SSO via primary refresh token
(PRT).

For Windows 7 and Windows 8.1, it’s
recommended to use Seamless SSO

Ensure the Azure AD Seamless Single

Sign-On key (password) changes
several times a year.
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Microsoft Pass-Through Authentication (PTA)

- Office365, SaaS
B and LoB apps

Microsoft Azure g
Active Directory

'y Identity synchronization
+ using Azure AD Connect

Pass-through
authentication

Password validation requests are sent to
Windows Server Active Directory ; :
via Pass-through authentication ‘. & Windows Server

Active Directory

Pass-through
authentication agent

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta
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Attacking Microsoft PTA

Managed by Azure AD Connect

il

Compromise server hosting PTA (typically Azure AD Connect server)

Azure AD sends the clear-text password (not hashed!) to authenticate the
user.

A -

Inject DLL to compromise credentials used for PTA

https://blog.xpnsec.com/azuread-connect-for-redteam/
Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com
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Securing Pass Through
Authentication (PTA)

* Treat Azure AD Connect as a Tier 0 asset (like
a Domain Controller)
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Attack Tools

AADInternals
Evilginx2

GraphRunner

GraphSpy

Microburst
MEASweep
MSOLSpray
O365Recon
Onedrive_user_enum
ROADTools

Teamfiltration

TokenTactics/TokenTactics2
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https://aadinternals.com/
https://aadinternals.com/
https://github.com/kgretzky/evilginx2
https://github.com/kgretzky/evilginx2
https://github.com/dafthack/GraphRunner
https://github.com/dafthack/GraphRunner
https://github.com/RedByte1337/GraphSpy
https://github.com/RedByte1337/GraphSpy
https://github.com/NetSPI/MicroBurst
https://github.com/NetSPI/MicroBurst
https://github.com/dafthack/MFASweep
https://github.com/dafthack/MFASweep
https://github.com/dafthack/MSOLSpray
https://github.com/dafthack/MSOLSpray
https://github.com/nyxgeek/o365recon
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https://github.com/Flangvik/TeamFiltration
https://github.com/Flangvik/TeamFiltration
https://github.com/rvrsh3ll/TokenTactics
https://github.com/rvrsh3ll/TokenTactics
https://github.com/f-bader/TokenTacticsV2

Password Spray Attack

o » A
-, o >

Account Account Account Account

Entra ID

Password
Spray

&

Attacker
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Token Theft & Replay
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Consent Phishing

]
-

Entra ID
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Token Theft with evilginx

https://aad.portalazure.com/

ome Corporation - Qvervi »
it el Microsoft Azure
0 Acme Corporatlon - Overview

https://aad.portal.azure.com/:
Microsoft Azure

& switch directory @ Oelete directory

B® Microsoft

theacme.io

Acme Corporation
Azure AD for Office 265 Approve sign in request

sean@theacmeio.onmicrosoft.com

Auth

Auth

Be Microsoft
Sign-ins O We've sent a notification to your mobile device

Please respond to continue sean@theacmeio.onmicrosoft.com

Hawving trouble? Sign In another way

Approve sign in request

Evil Proxy

To see sign-in data, your organization needs More information

Premium P1 or P2

Start a free trial

© We've sent a notification to your mobde device
Please respond to continue

Having trouble? Sign In another way

Moare information

Token

Azure AD Connect sync
Status Not enabled
What's new in Azure AD Last sync Sync has hever run TO ke N

Stay up to date with the |atest releace notes and blog posts.

Create
26 entries since April 20, 2018. View archive of e
e User
& Guest usar

New featuro B
V| Al services wM Lroup

denbity Protection - kdentity Bl Enterprae apofication
Securty & Protection

Identity Sacurity &

B App régstration

(8) lune 20, 2013 i l i
Jrgd Party Integration 3) Other taplbiliﬁu e \’ g ' lH -

New riskDetections
NMantonng & Reporting (5) Identity Protection

API for Microsoft A Wt https://github.com/kgretzky/evilginx2

Identity Lifecycle Graph {Public preview)

Protection

Anty
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MFA Downgrade Attack

Authentication o .
‘ — (g) Authentication using SMS
C— ) (— o 4

—_— — Attacker — Entra ID
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Device Code Flow Attack

User enters code, user name, pw, & MFA

EE—— A
(s

[ ]
7]
-

Entra ID
Attacker

Attacker recovers access
token
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Salesforce Oauth Attack

from Salesforce via
OAuth app

|
|
|
|
—— )] Exfiltration of CRM data
|
|
|
\

= r r

P D e g \ / ”
> —> === ' 4=\ ! | H_
. ol . | | a\ -
Social engineering- collecting MFA Data loader Sa.le'sforce highly : " \(_‘// : | q -bl r.
Phone call, codes, and IdPs application is privileged OAuth ! | [ :
impersonation as IT credentials added to app cot.\se.nted =8 "’: Saas . :“ " ’l Laster:l mo'vement tto ?ther
personal Salesforce by victim " Enu.meratnon : | faa envu'.onmen s (inc.
| (via IdPs) | | mailboxes, files storage and
| | : direct messages services) and
| . \ exfiltrating data
S 7/

https://techcommunity.microsoft.com/blog/microsoftthreatprotectionblog/protect-
against-oauth-attacks-in-salesforce-with-microsoft-defender/4450584
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Securing Entra ID - Microsoft Summary

Manage from Cloud controlled Devices

‘ Use Azure AD Join and cloud-based mobile device management (MDM) to eliminate
dependencies on your on-premises device management infrastructure, which can
compromise device and security controls.

Privileged on-premises software must not be capable of impacting Azure AD privileged

u No on-prem account has Azure AD / Microsoft Office 365 privileges
accounts or roles.

Always use strong authentication, such as Windows Hello, FIDO, the Microsoft Authenticator,

a Use Azure AD cloud authentication to eliminate on-prem credential dependencies.
or Azure AD MFA.

https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-on-premises-attacks/ba-p/1751754
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On-Prem: Entra Password Protection

* Prevent users from selecting
known bad passwords

e Startin auditmode to getan  Frrcsseniste

idea how bad itis

Custom smart lockout

Lockout threshold @ 10
Lockout duration in seconds @ | 70

Custom banned passwords

seahawks
marnners
sounders
Custom banned password list @ | redmond
washington

Password protection for Windows Server Active Directory

Enable password protection on Windows Server Active Directory @ No

Mode @

Enforced

https://aka.ms/deploypasswordprotection

Sean Metcalf | @PyroTek3 | sean.metcalf@trustedsec.com
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Phishing Defensive Layers

Require Users to MFA, preferably FIDO2

e Microsoft Authenticator app recommended

Conditional Access Policy

e Enforce MFA
e For specific apps
e | ocation based grant/block rules

Risk Based Policy

 Only prompt the user to take action whenrisk is detected
People will fall to Phishing no matter what so we must monitotr...
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Key Cloud Administration Security Controls

What are the most resilient MFA methods?

. Folks, the Azure MFA enforcement will soon start
e Use admin systems for cloud colliig out and theré will be for
emergency access accounts!

administration
* Enforce FIDO2 for Level O roles e

* FIDO2 keys for Emergency “Break Glass”
Accounts

* Leverage Conditional Access policies to
enforce MFA for admins from all locations

https://x.com/merill/status/1821027962864726249/
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Common
. Review lllicit Consent Grants
https://docs.microsoft.com/en-us/microsoft-
Pe rS I Ste n C e 365/security/office-365-security/detect-and-remediate-illicit-
consent-grants?view=0365-worldwide
Method Checks

Review Exchange Forms/Rules for potentially malicious settings.
https://docs.microsoft.com/en-us/microsoft-
365/security/office-365-security/detect-and-remediate-outlook-
rules-forms-attack?view=0365-worldwide

Review Exchange Online mailbox permissions for
unusual/unintended configuration (Get-ExoMailboxPermission)

https://docs.microsoft.com/en-
us/powershell/module/exchange/powershell-v2-module/get-

exomailboxpermission?view=exchange-ps
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Key Mitigations

* Disable Device Code Flow
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-block-
authentication-flows

* Leverage the Microsoft Authenticator app for MFA

* Disable Text/SMS as an MFA option

* Ensure cloud admins use a different system from standard web browsing
* Another browser (at a minimum)
* Remote into a cloud admin server
 Use a separate computer for admin actions

* Ensure all Windows computers have VBS backed by a TPM

* Remove local admin rights from standard users on AAD Joined devices

* Do not allow users to join their own devices

* Don’tlet users consentto application permissions (or at least use Microsoft recommended)
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Secure Entra ID Quickly Checklist

b~

© N o o

11.

12.
13.
14.

15.

Set “Users can register applications” to No
Set “Restrict non-admin users from creating tenants” to Yes
Set “Users can create security groups” to No

Set Guest user access restrictions to “Guest user access is restricted to properties and memberships of
their own directory objects (most restrictive)”

Restrict who can join devices to Microsoft Entra & require MFA
Set Guest invite settings to “Only users assigned to specific admin roles can invite guest users”
Set User consent settings to “Let Microsoft manage your consent settings (Recommended)”

Review Level 0 role membership and ensure members are admin accounts, are PIM Eligible, & are not
synchronized from on-prem

If you’re using Role Assignable Groups, ensure Owners are not seton Level 0 & 1 roles
Scrutinize any applications with Level O Application permissions

Ensure that Conditional Access requires MFA for Level 0 & 1 role members for every authentication,
preferably FIDO2/Microsoft Authenticator push (service accounts & service principles excepted).

Remove any standard Delegated Administration and shift to Granular Delegated Admin Privileges (GDAP)
Treat Entra Connect as a Tier 0 asset (like a Domain Controller)

Ensure Cloud Admins are using a separate browser for admin activities (minimum) or connecting to a
dedicated cloud admin server (recommended)

Ensure there is at least 1 emergency access admin account configured with a FIDO2 key(s).
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Stay Up to Date on Entra ID Security X

e @TechBrandon - Brandon
 @_dirkjan — Dirk-Jan

e @EricaZellic — Erica Zellic

e @inversecos - Inversecos

e @ITGuySoCal - Joe Stocker

e @Merill - Merill Fernando

« @NathanMcNulty — Nathan McNulty

Sean’s Entra ID Security List: 'l-.
Pyrolek.io/EntralDSecurityList E -
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Conclusion

Attacker cloud capability continues to evolve

Defender methods need to evolve as well

There are key mitigations that disrupt multiple
attacks

Sean Metcalf

@PyroTek3
sean.metcalf@trustedsec.com

Security Articles, Slides, & Video:
ADSecurity.org 93



http://www.adsecurity.org/
https://pyrotek.io/BSNoVa2025

Questions?
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