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• Identity Security Architect at TrustedSec

• Microsoft Certified Master (MCM) Directory Services 

• Speaker: Black Hat, Blue Hat, Blue Team Con, BSides 

Charm, BSides DC, BSides PR, DEFCON, DerbyCon, 

TEC, & Troopers

• Former Microsoft MVP 

• Security Consultant / Researcher 

• AD Enthusiast - Own & Operate ADSecurity.org 

(Microsoft identity security info)

About Me
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• Introduction

• Entra ID Highly Privileged Roles & 
Applications

• Entra ID Security Posture

• Conditional Access Policy & CAP Gaps

• Attacking Entra ID 

• From Entra ID to Azure to Active Directory

• Securing Entra ID Administration

• Conclusion

Agenda
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There are   
>100 

Entra ID 
Roles!
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Microsoft’s Privileged Entra ID Roles List 
[PRIVILEGED]
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26 roles: https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference 

http://www.trustedsec.com/
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• Global Administrator

– Full admin rights to the Entra ID, Microsoft 365, and 1-click full control of all Azure subscriptions
From Azure AD to Active Directory (via Azure) – An Unanticipated Attack Path (2020)

• Hybrid Identity Administrator

– “Can create, manage and deploy provisioning configuration setup from Active Directory to Microsoft Entra ID using Cloud Provisioning as well as manage Microsoft Entra 
Connect, Pass-through Authentication (PTA), Password hash synchronization (PHS), Seamless Single Sign-On (Seamless SSO), and federation settings.”
https://medium.com/tenable-techblog/roles-allowing-to-abuse-entra-id-federation-for-persistence-and-privilege-escalation-df9ca6e58360 

• Partner Tier2 Support

–  “The Partner Tier2 Support role can reset passwords and invalidate refresh tokens for all non-administrators and administrators (including Global Administrators). “

“not quite as powerful as Global Admin, but the role does allow a principal with the role to promote themselves or any other principal to Global Admin.”
The Most Dangerous Entra Role You’ve (Probably) Never Heard Of

• Privileged Authentication Administrator

– Microsoft: “do not use.”
“Set or reset any authentication method (including passwords) for any user, including Global Administrators. …
Force users to re-register against existing non-password credential (such as MFA or FIDO) and revoke remember MFA on the device, prompting for MFA on the next 
sign-in of all users.”

• Privileged Role Administrator

– “Users with this role can manage role assignments in Microsoft Entra ID, as well as within Microsoft Entra Privileged Identity Management. …
This role grants the ability to manage assignments for all Microsoft Entra roles including the Global Administrator role. “

Level 0 Entra ID Roles (5)
Effective Full Admin Rights or Capability to Gain Full Admin to Entra ID
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Level 1 Entra ID Roles (1 of 2)
Highly Privileged Rights that have Privilege Escalation Potential Depending on 
Tenant Configuration or ability to reconfigure the security posture of the tenant

9

Role Microsoft Description

Application Administrator
This is a privileged role. Users in this role can create and manage all aspects of enterprise applications, application registrations, and 
application proxy settings.

Authentication Administrator

This is a privileged role. Set or reset any authentication method (including passwords) for non-administrators and some roles. 
Require users who are non-administrators or assigned to some roles to re-register against existing non-password credentials (for 
example, MFA or FIDO), and can also revoke remember MFA on the device, which prompts for MFA on the next sign-in.
Perform sensitive actions for some users. 

Domain Name Administrator
This is a privileged role. Users with this role can manage (read, add, verify, update, and delete) domain names. Can be used in 
federation attacks.

Microsoft Entra Joined Device Local 
Administrator 

During Microsoft Entra join, this group is added to the local Administrators group on the device.

Cloud Application Administrator
This is a privileged role. Users in this role have the same permissions as the Application Administrator role, excluding the ability to 
manage application proxy. This role grants the ability to create and manage all aspects of enterprise applications and application 
registrations. 

Conditional Access Administrator This is a privileged role. Users with this role have the ability to manage Microsoft Entra Conditional Access settings.

Directory Synchronization 
Accounts

This is a privileged role. Do not use. This role is automatically assigned to the Microsoft Entra Connect service, and is not intended or 
supported for any other use.
Privileged rights: Update application credentials, Manage hybrid authentication policy in Microsoft Entra ID, Update basic properties 
on policies, & Update credentials of service principals

Directory Writers
This is a privileged role. Users in this role can read and update basic information of users, groups, and service principals.
Privileged rights: Create & update OAuth 2.0 permission grants, add/disable/enable users, Force sign-out by invalidating user refresh 
tokens, & Update User Principal Name of users.

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference 

http://www.trustedsec.com/
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference
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Level 1 Entra ID Roles (2 of 2)
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Role Microsoft Description

Exchange Administrator
Users with this role have global permissions within Microsoft Exchange Online.
Trimarc flags this role since it is a role that threat actors target.

External Identity Provider 
Administrator

This is a privileged role. This administrator manages federation between Microsoft Entra organizations and external identity 
providers. With this role, users can add new identity providers and configure all available settings (e.g. authentication path, 
service ID, assigned key containers). This user can enable the Microsoft Entra organization to trust authentications from 
external identity providers.

Helpdesk Administrator
This is a privileged role. Users with this role can change passwords, & invalidate refresh tokens, Invalidating a refresh token 
forces the user to sign in again. 

Intune Administrator

This is a privileged role. Users with this role have global permissions within Microsoft Intune Online, when the service is 
present. Additionally, this role contains the ability to manage users and devices in order to associate policy, as well as create 
and manage groups. 
Privileged rights: Read Bitlocker metadata and key on devices

Password Administrator This is a privileged role. Users with this role have limited ability to manage passwords. 

Partner Tier1 Support

This is a privileged role. Do not use. The Partner Tier1 Support role can reset passwords and invalidate refresh tokens for only 
non-administrators.
Privileged rights: Update application credentials, Create and delete OAuth 2.0 permission grants, & read and update all 
properties

Security Administrator
This is a privileged role. Users with this role have permissions to manage security-related features in the Microsoft 365 
Defender portal, Microsoft Entra ID Protection, Microsoft Entra Authentication, Azure Information Protection, and Microsoft 
Purview compliance portal. 

User Administrator This is a privileged role. Can reset passwords for users. 

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference 

http://www.trustedsec.com/
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference
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Level 0 Applications
Effective Full Admin Rights or Capability to Gain Full Admin to Entra ID
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Security Posture



#RSAC

Image

Unfortunate Defaults
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Entra ID Common Security Issues
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Highly Privileged User Accounts
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PIM Members are Permanent, Not Eligible
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Admin Accounts without MFA
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• Role Assignable Groups are Security or Microsoft 365 group with the 
isAssignableToRole property set to true and cannot be dynamic.

• Created to solve the potential issue where groups are added to an Entra ID role 
and a group admin could modify membership.

• Only Global Administrators or Privileged Role Administrators can create Role 
Assignable Groups and manage them (membership).

• Role Assignable Group owners can manage them.

• There is an application permission 
(Graph:RoleManagement.ReadWrite.Directory) that provides management 
rights as well.

• 500 role-assignable groups maximum in an Entra ID tenant (creation maximum).

Role Assignable Groups (RAGs)

19

NOTE: Only a Privileged Authentication Administrator or a Global 
Administrator can change the credentials or reset MFA or modify sensitive 
attributes for members & owners of a role-assignable group.

http://www.trustedsec.com/
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Privileged Roles with Group Nesting

20

http://www.trustedsec.com/


#RSAC

Image

Group Nesting – Have to Open Groups
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Role Assignable Group Owners
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What if the Role Assignable Group is in a 
Different Tenant?
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Privileged Role with Group in another 
Tenant

25

Partner Tenant

AdminsGroup
Role Assignable 

Group

Privileged Role
Administrator

Production Tenant

http://www.trustedsec.com/
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Role Group Member Not Shown in PowerShell
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Conditional Access Policies
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Common Conditional Access Policies
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• CAP requires users to MFA when they are working remotely (not on 

the corporate network or connected via VPN)

• Assumes no attacker would be on the corporate network

• Attacker can use username/password without having to MFA

• Fun Fact: Attackers love SSO!

CA Policy Gap #1: 
Users Require MFA Only Outside of Corp Network

31
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• MFA is required for certain users to access specific applications

• However, there is no CAP that requires MFA for Admins

• Or… CAP only requires members of a few roles use MFA

• Attacker can use username/password without having to MFA

• Fun Fact: Attackers love SSO!

CA Policy Gap #2: 
Admins don’t require MFA

32
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• CAP includes several security controls

– MFA required

– AAD Joined &Compliant device

– Location based access

• However, there are exclusions:

– Admins

– VIPs

– Executives

– HR

– Etc

• This creates a significant gap in security posture

• Attackers love being excluded from security controls!

CA Policy Gap #3: 
Exclusions 

33
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Microsoft Provided Conditional Access 
Policies
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Microsoft Provided Conditional Access 
Policies
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• Deployed automatically in reporting mode

• Modification is limited:

– Exclude users 

– Turn on or set to Report-only mode

– Can't rename or delete any Microsoft-managed policies 

– Can duplicate the policy to make custom versions

• Microsoft might update these policies in the future

• MMPs turn on (set to enabled) 90 days after introduced to the tenant

• Currently focuses on 3 areas:

– MFA for admins accessing Microsoft Admin Portals

– MFA for per-user MFA configured on users

– MFA and reauthentication for risky sign-ins

Microsoft Managed Policies (MMP)

37

https://learn.microsoft.com/en-us/entra/identity/conditional-access/managed-policies 

http://www.trustedsec.com/
https://learn.microsoft.com/en-us/entra/identity/conditional-access/managed-policies
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Phishing for Admins

39

https://www.bleepingcomputer.com/news/security/phishers-target-office-365-admins-with-fake-admin-alerts/

http://www.trustedsec.com/
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Stealing Tokens from the Web Browser
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Stealing Tokens from the Web Browser
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Stealing 
Access 

Token from 
the Web 
Browser
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Stealing Tokens from the Web Browser

44

Special THANK YOU to Dr 
AzureAD himself, Dr. Nestori 
Syynimaa for his help with 
this section!

http://www.trustedsec.com/
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Token Theft with Browser Extension
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https://www.bleepingcomputer.com/news/security/malicious-
browser-extensions-are-the-next-frontier-for-identity-attacks /
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Token Theft with evilginx
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Auth

Token

Evil Proxy

Token

Auth

Token

https://github.com/kgretzky/evilginx2

http://www.trustedsec.com/
https://github.com/kgretzky/evilginx2
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User 
Account

Attacker

Member of

Entra 
ID

Overprivileged User

Conditional Access 
Administrator

Partner Tier2 
Support

User Administrator

Application 
Administrator
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Application Escalation
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Application Escalation: Find the App 
Owner

50
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Account

Attacker

Owner

Application

Entra ID

Add 
Credential

Compromise Entra ID through Application 
Permissions

Global 
Administrator

Add 
Member
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Account

Attacker

Member

Application

Entra ID

Compromise Azure AD through Application 
Permissions

Global 
Administrator

Add 
MemberApplication

Administrator

Add Credential
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Account

Attacker

Owner

Entra ID

Compromise Azure AD through Role Assignable 
Group Owner Rights

Global 
Administrator

Add Member

Role 
Assignable 

Group

Member of

http://www.trustedsec.com/


#RSAC

Image

Solarigate “Tenant Hopping”

Tenant 
A

Tenant 
B

Tenant A admin is Global 
Admin in Tenant B

Partner
Delegated 

Administration

• Tenant Hopping (patent pending ) is when an attacker compromises one tenant to jump to 
another, often with privileged rights.

• Similar to trust hopping in Active Directory.

• Solarigate attackers leveraged partner connections. 

http://www.trustedsec.com/
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• A configured partner can have admin rights to a customer tenant (“delegated administration”). 

• This is provided when the partner requests access to the customer environment. 

• When the customer accepts this request:

• “Admin agent” role in partner tenant is provided effective “Global Administrator” rights to customer 
tenant.

• “Helpdesk Agent" role in partner tenant is provided effective "Helpdesk Administrator" (Password 
Administrator) rights to customer tenant.

• These are the only options. 

• They apply to all customer environments – there is no granular configuration. 

• A partner with dozens of customers will result in all partner accounts in these groups having elevated rights in 
all customer environments.

Shift to granular delegated admin privileges (GDAP) ASAP!

Partner Relationships – aka Delegated 
Administration

55

Check Partner Configuration for your tenant here: 
https://portal.azure.com/#view/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/~/PartnerRelationships 

http://www.trustedsec.com/
https://portal.azure.com/#view/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/~/PartnerRelationships
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Move to Granular Delegated Admin 
Privileges (GDAP)

56

https://learn.microsoft.com/en-us/partner-center/gdap-introduction 

http://www.trustedsec.com/
https://learn.microsoft.com/en-us/partner-center/gdap-introduction
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What about Admins Synchronized from 
On-Prem AD?

57

https://posts.specterops.io/hybrid-attack-paths-new-views-and-your-
favorite-dog-learns-an-old-trick-335652a164df?gi=543e6e7a310d 
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Attack Scenario: Azure AD to Azure to AD

Global 
Administrator 

Role

Admin 
Account

Attacker

User Access 
Administrator

Azure

Domain
Controller

Virtual Machine 
ContributorOn-Prem

DCs

Entra ID

Active 
Directory

http://www.trustedsec.com/
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Attack Scenario: Entra ID to Azure to AD

Active Directory Entra ID

Azure

Compromise AD (& Azure & Entra ID) by getting Global Admin rights in Entra ID

http://www.trustedsec.com/
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Attack Scenario: Azure AD to Azure to AD

Global 
Administrator 

Role

Admin 
Account

Attacker

User Access 
Administrator

Azure

Azure 
Subscription

Entra ID

Attacker
Controlled
Instances

http://www.trustedsec.com/
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• An attacker that can gain admin rights to one environment can often pivot to 
another.

• Hosting Domain Controllers on virtual infrastructure such as cloud requires trust 
in that platform as well as additional protections around compromised accounts 
& monitoring.

• Jumping from Entra ID to Azure to on-prem Active Directory is possible given 
how many enterprises are configured and if the Global Admins group isn’t well 
protected or standard user accounts have the ability to elevate.

• The attacker could also use resources in your subscriptions for their purposes 
such as spinning up new virtual instances for attacker systems or bitcoin mining.

• Control of subscription access enables the attacker to launch ransomware 
against virtual instances.

Attack Scenario Key Takeaways

62
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#RSAC

Image

• Severely restrict membership in Global Admins.

• Use PIM (eligible) for Global Admins & require MFA.

• Once Elevated Access is applied to an account, removing role 
membership has no impact. Elevated Access must be removed separately.

• Monitor the Entra ID Audit Log for Azure RBAC (Elevated Access) activity.

• Closely monitor membership of the “User Access Administrator” Azure 
role (root level).

• Remove any account with Elevated Access that doesn’t require it.

• Place Domain Controllers and other sensitive systems in another Azure 
tenant.

Attack Scenario Key Mitigation

63

https://learn.microsoft.com/en-us/azure/role-based-access-control/elevate-access-global-admin

http://www.trustedsec.com/
https://learn.microsoft.com/en-us/azure/role-based-access-control/elevate-access-global-admin
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Managing Elevated Access

64

https://portal.azure.com/#view/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/~/Properties 

http://www.trustedsec.com/
https://portal.azure.com/#view/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/~/Properties
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Managing Elevated Access
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Elevated Access 
Audit Logs (preview)
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https://portal.azure.com/#view/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/~/Audit 

http://www.trustedsec.com/
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Elevated Access 
Audit Logs (preview)
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Elevated Access 
Audit Logs (preview)
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Elevated Access 
Audit Logs (preview)
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Securing Entra ID
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• Fully Isolate Entra ID & Microsoft 365 admin accounts 

They should be: 

– Created in Entra ID.

– Required to use Multi-factor authentication (MFA).

– Secured by conditional access.

– Accessed only by using Azure Managed Workstations.

There should be no on-prem accounts with highly privileged Entra ID 

rights.

Securing Entra ID - Microsoft Summary

72
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• Prevent users from selecting 

known bad passwords

• Start in audit mode to get an 

idea how bad it is

On-Prem: Entra Password Protection

73

https://aka.ms/deploypasswordprotection   

http://www.trustedsec.com/
https://aka.ms/deploypasswordprotection
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Phishing Defensive Layers

• Microsoft Authenticator app recommended
Require Users to MFA 

(FIDO2 preferred)

• Enforce MFA

• For specific apps

• Location based grant/block rules

Conditional Access 
Policy

• Only prompt the user to take action when risk is detectedRisk Based Policy

http://www.trustedsec.com/


#RSAC

Image

• Use admin systems for cloud 

administration

• Enforce FIDO2 for Trimarc Level 0 & 1 

roles

• FIDO2 keys for Emergency “Break 

Glass” Accounts

• Leverage Conditional Access policies to 

enforce MFA for admins from all 

locations

Key Cloud Administration Security 
Controls

75

https://x.com/merill/status/1821027962864726249/ 

http://www.trustedsec.com/
https://x.com/merill/status/1821027962864726249/
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• Review Level 0 & Level 1 roles and ensure they are not synchronized from on-prem Active Directory.

• Ensure no standard user accounts have privileged role membership (Level 0 & Level 1) which includes 

PIM eligible.

• Review Level 0 & Level 1 membership on a regular basis, including PIM eligible.

• Ensure all Level 0 & Level 1 members are PIM eligible (service accounts & service principles excepted).

• Review role assignable group membership and owner rights on a regular basis.

• Review Application Administrator & Cloud Application Administrator members when there are 

applications with Level 0 & Level 1 application permissions.

• Ensure that Conditional Access requires MFA for Level 0 & Level 1 role members for every 

authentication, preferably FIDO2/Microsoft Authenticator push (service accounts & service principles 

excepted).

• Ensure there is at least 1 emergency access admin account configured with a FIDO2 key(s).

Key Points for Securing Entra ID

76
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• Review Illicit Consent Grants (OAUTH)
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-
security/detect-and-remediate-illicit-consent-grants?view=o365-worldwide 

• Review Exchange Forms/Rules for potentially malicious settings.
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-
security/detect-and-remediate-outlook-rules-forms-attack?view=o365-
worldwide 

• Review Exchange Online mailbox permissions for unusual/unintended 
configuration (Get-ExoMailboxPermission)
https://docs.microsoft.com/en-us/powershell/module/exchange/powershell-v2-
module/get-exomailboxpermission?view=exchange-ps  

   

Common Persistence Method Checks

77
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• Next week you should:

– Identify the Level 0 & Level 1 accounts and Level 0 applications

• In the first three months following this presentation you should:

– Implement PIM with eligible conditions for all Level 0 & Level 1 

accounts.

– Configure auditing around Elevated Access.

• Within six months you should:

– Implement Microsoft Authenticator MFA for all admin accounts

– Remove text/SMS as an MFA option
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Apply What You Have Learned Today
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Conclusion
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