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Entra ID Level 0

Like Tier 0, but Different!

—_

Many Voices.
One Community.




There are
>100

Entra ID
Roles!

TRUSTEDSEC

Application Administratar
Application Developer

itkack Pagload Author

Atkack Simulation Adminiztratar

intrribute &ssignment &dministratar
Atkribute Azsignment Reader

Atrribute Definition Adminizkratar
trribute Definition Reader

Atkribute Lag Administratar

Attribute Log Freader

iuthentication &dministrater
Authentication Extenzibility Adminiztratar
Authentication Palicy Administrator

Azure DevOps Administrator

Azure Infarmation Protection Adminiztratar
B2C IEF Keyset Administrator

E2C |EF Policy Adminiztratar

Billing Adminiztratar

Cloud Application Administrator
Cloud Dievice Administrator

Compliancs Adminiztrator

Compliance Data Adminiztratar
Conditional Access Administrator
Customer LockBox Access Approver
Deshtap Analytics Adminiztrator
Directory Readers

Directory Synchranization Accounts
Directary ‘whriters

Dlemain Mame Adminiztrator

Diynamics 365 Administratar

Dynamics 365 Buziness Central Administrator
Edge Administrater

Exchange Administrator

Exchange Fiecipient & dministrator
External ID User Flow Administrator
Exkernal IO Uzer Flaw Aberibute Adminiztratar
External Identity Provider Administrator
Fabric Administratar

Glabal Adminiztratar

Global Reader

Global Secure Access Administrator
Groups Administrater

Guegt Inviter

Helpdesk &dministratar

Hybrid Identity Adminiskrator

Identity Governance Administratar
Inzights Adminiztratar

Insights Analyst

Inzights Business Leader

Intune &dministratar

Faizala Adminiztrator

Knowledge Administratar

Knowledge Manager

Licengs ddministrator

Lifecyzle W arkflaws Adminiztratar
Message Genter Privacy Reader
Mezsage Center Reader

Mizrazaft 365 Migratian Adminiztrakar
Microsoft Entra Joined Dievice Local Administ
Micrasoft Hardwars \Warranty Administrator
Microsoft Hardware 'warranty Specialist
Madern Commercs Administrator
Metwark Adminiztratar

Office Apps Administratar
Organizatienal Branding Administratar
Organizational Messnges Approver
Organicational Messages 'riter

Fartner Tierl Suppart

Partner Tier2 Support

Fassword Administrator

Permizsiens Management Administrator
Fawer PlatForm Administrator

Printer Adminiztrator

Printer Technician

Frivileged Authentication Administrator
Privileged Role Administrator

Feparts Preader

Fearch Administrator

Eearch Editar

Teeurity Adminiztrator

Fecurity Operater

Fecurity Feader

Fervice Support Administrater
EharePoint &dminigtrator

Thype For Business Administratar
Teams Administrator

Teams Communications Administrator
Teams Communications Tuppart Engineer
Teams Communications Support Specialist
Teams Devices Administrator

Tenank Creatar

Uzage Fummary Feperts Feader

User Administratar

Wirtual Vizits Administrator

Wiva Goals Adminigtrator

*iva Pulze Administrator

“windowes 65 Administrator

‘windowrs Update Deployment Administrator
Tammer Adminiztratar

Can create and manage sll sspects of app registrations and enterprise 3pps.
Can create application registrations independent of the ‘Users can register applications” setting.
Can creats attack payleads that an adminiztrater can initists later,
Can ereate and manage all azpects of sktack simulstion campaigns.
Assign cuskom security aktribute keys and values ko supported Micrazoft Entra objects.
Fiead cuskom security attribute keys and values For supparted Microsoft Entra objects.
Diefine and manage the definitian of cuztam zacurity atkribukes.
Riead the definition of custom security attribukes.
Fread sudit logs and configure disgnostic settings For events related bo custam security abtributes.
Fiead audit logs related bo cuskom security attributes,
Can access bo view, sot and rezet authentication method i ion For any ugar.
b
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Custamize sign in and sign up sxperiences for users by creating and managing custom icati ions.
Can create and manage the authentication methods policy, tenant-wide MFA Zettings, password protection policy, and ve
Can manage Aaure Devps policics and settings.

Can manage all aspects of the Azure Information Pratection praduct.

Can manage secrets For Federation and encruption in the Identity Experience Framevork [IEF].

Can create and manage trust framewark policies in the 1dentity Experience Framewark [IEF).

Caun perform common billing related tasks like updating payment inFarmation,

Can manage all aspects of the Defender For Cloud Apps product.

Can create and manage all sspects of app registrations and snterprise 3pps except application prazy.

Limited access to manage devices in blicrosoft Entra 10,

Can read and manage complianes confiquration and reperts in Micresoft Entra I0 and Micreseft 365,

Creates and manages compliance content.

Can manage Conditional Access capabilities.

Can approve Micrasoft suppart requests ko access customer organizational data.

Caun access and manage Desktop management tocls and services.

Can read basic directary information. Gommonly used ko grant directory read access to applications and guests.

Only uzed by Micrasoft Entra Connect service.

Caun read and write busic direckary information. For granting aceess ko applications, not intended Far users.

Can manags demain names in cleud and en-premizes,

Can manage all aspects of the Dynamics 36E product.

Can access Dynamics 365 Buziness Central environments and perform all administrative tasks on the environments.
Manage all azpests of Micresaft Edge.

Can manage all aspects of the Exchange product.

Can create or update Exchange Online recipients within the Exchange Online organization,

Can create and manage all sspects of user Flaws.,

Can ereate and manage the aktributs zchema available ba sl uzer flows,

Can configure identity providers for use in direct Federation.

Can manage all aspects of the Fabric and Power Bl praducts.

Can manage all azpecks of Micrazaft Entra 10 and Microzoft zervices thak uze Micrazoft Entrs identitics.

Can read everything that 3 Glebal Administrater can, but net update anything,

Create and manage all aspects of Microsoft Entra Internet Access and Microsoft Entra Privake Access, including managin
Members of this role can createfmanage groups, createimanage groups settings like naming and expiration policies, and v
Can invite guest uzers independent of the ‘members can invite guests’ Fekting,

Can reset passwards For nen-adminiztrators and Helpdesk Adminiztrators.

Can manage Active Direckory to Microsoft Entra cloud provisioning, Microsaft Entra Gonneet, Pass-through Authenticat
Mhanage wccess using Microsoft Entra 1D for identity governance scenarios.

Haz adminiztrative secess in the Microzoft 368 Inzights app.

Access the analytical capabilities in Micrasoft Wiva Insights and run custom queries.

Can view and share dashboards and insights via the Microsoft 365 Insights app.

Can manage all aspects of the Inkune product,

Can manage sttings For Microzoft Kaizala,

Can configure bnowledge, learning, and other inkelligent Features.

Can organize, create, manage, and promate topics and knowledge,

Can manage predust licenzes on users and groups.

Create and manage all aspeckz of warkflaws and kazkz azzociated with Lifeayels Workflows in Microzoft Entra 1D,

Can read security messages and updates in Office 365 Message Center only.,

Can read mezsages and updates for their srganization in OFfice 365 Message Center anly.

Perfarm all migration Functionality be migrate content to Micrazoft 365 uzing Migration hanager.

Users assigned to this role are added to the local administrators group on Microsoft Entra joined devices.

Create and manage all aspects warranty claims and entitlements for Microsoft manufactured hardware, like Surface and He
Create and read warranky clyims for Microsoft manufactured hardware, like Surface and HoloLens.

Can manags commersial purchazes For 3 company, department of tsam.

Can manage netwark locations and review snterprise network design insights far Microsoft 365 Software 3z 3 Service 3p
Can manage Office apps choud services, including policy and sektings management, and manage the ability to select, unsels
Manage all aspests of organizational branding in 2 kenant,

Flewiew, SpRrove, of reject new organizational messages for delivery in the Microsaft 365 admin center before they sre se
“write, publish, manage, and review the organizational messages for end-users through Microsoft product surfaces.

Do nat uze - not intended For general use.

D ot use - not intended For general use,

Can reset passwords for non-administrators and Password Administrators,

Manage all aspects of Microscft Entra Permissions Management.

Can create and manage all aspects of Microsoft Dynamics 365, Power Apps and Fower Automate.

Can manage all aspects of printers and printer cennectars,

Can regisker and unregister prinkers and update printer status.

Can access to view, set and reset authentication mekhod inFarmation For any user [admin or non-admin].

Can manage rele assignments in Micresoft Entra |0, and all azpects of Privileged Identity Management.

Caun read zign-in and audit repartz,

Can create and manage all aspects of Microsoft Search settings.

Can create and manage the editarial content such az bookmarks, B and Az, locations, fleorplan.

Can read zecurity infarmation and reparts, snd manage configuration in fizrezoft Entrs 1D and Office 365,

Creates and manages se<urity erents,

Can read security infarmation and reportz in Microzoft Entra I00and OFfice 365,

Can read service health information and manage support tickets.

Can manage all aspects of the SharePaint service.

Can manage all aspects of the Shype For Buziness product.

Can manage the Microzoft Teams service.

Can manage calling and mestings Features within the Microzoft Teams service.

Can traubleshoot communicationz izzues within Teams uzing advanced tools.

Can troubleshoot communications issues within Teams using basic tools.

Can perform management related kasks on Teams cortified devices.

Create new Micrazaft Entra or Azure A0 B2C kenanks.

Fiead Uzage reperts and Adeption Score, but can't access user detailz,

Can manage all aspects of users and groups, including resetting passwords for limited admins.

Manage and share Yirtual Visits information and metrics from admin centers or the Virkual Wisits app.

Manage and confiqurs all aspects of Microzoft Yiva Geals,

Can manage all zettings For Microsaft Viva Pulze 3pp.

Can provizion and manage all aspects of Cloud PCs.

Can create and manage sll sspects of Windows Update deployments through the Windows Updste for Business deploym
Manage all aspects of the Tammer service,
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Microsoft’s Privileged Entra ID Roles List
[PRIVILEGED]

» Application Administrator Helpdesk Administrator

Application Developer Hybrid Identity Administrator

Authentication Administrator . .
Intune Administrator

Authentication Extensibility Administrator
B2C IEF Keyset Administrator

Cloud Application Administrator
Cloud Device Administrator Password Administrator

Partner Tierl Support
Partner Tier2 Support

Conditional Access Administrator Privileged Authentication Administrator

Directory Synchronization Accounts Privileged Role Administrator
Directory Writers

Security Administrator

Domain Name Administrator ,
_ _ . Security Operator
External Identity Provider Administrator

Global Administrator Security Reader

Global Reader User Administrator

26 roles: https: .Mi ) i ity/role-based-access-control/permissions-reference
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Level 0 Entra ID Roles (5)

Effective Full Admin Rights or Capability to Gain Full Admin to Entra ID

Global Administrator

Full admin rights to the Entra ID, Microsoft 365, and 1-click full control of all Azure subscriptions
From Azure AD to Active Directory (via Azure) — An Unanticipated Attack Path (2020)

Hybrid Identity Administrator

“Can create, manage and deploy provisioning configuration setup from Active Directory to Microsoft Entra ID using Cloud Provisioning as well as manage Microsoft Entra
Connect, Pass-through Authentication (PTA), Password hash synchronization (PHS), Seamless Single Sign-On (Seamless SSO), and federation settings.”
https://medium.com/tenable-techblog/roles-allowing-to-abuse-entra-id-federation-for-persistence-and-privilege-escalation-df9cab6e58360

Partner Tier2 Support

“The Partner Tier2 Support role can reset passwords and invalidate refresh tokens for all non-administrators and administrators (including Global Administrators). “

“not quite as powerful as Global Admin, but the role does allow a principal with the role to promote themselves or any other principal to Global Admin.”
The Most Dangerous Entra Role You’ve (Probably) Never Heard Of

Privileged Authentication Administrator

Microsoft: “do not use.”

“Set or reset any authentication method (including passwords) for any user, including Global Administrators. ...

Force users to re-register against existing non-password credential (such as MFA or FIDO) and revoke remember MFA on the device, prompting for MFA on the next
sign-in of all users.”

Privileged Role Administrator

“Users with this role can manage role assignments in Microsoft Entra ID, as well as within Microsoft Entra Privileged Identity Management. ...
This role grants the ability to manage assignments for all Microsoft Entra roles including the Global Administrator role. *

TRUSTEDS EC 8 RSAC ‘ (Zi%%?e rence
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Level 1 Entra ID Roles (1 of 2)

Highly Privileged Rights that have Privilege Escalation Potential Depending on
Tenant Configuration or ability to reconfigure the security posture of the tenant

Microsoft Description

This is a privileged role. Users in this role can create and manage all aspects of enterprise applications, application registrations, and

Application Administrator - )
application proxy settings.

This is a privileged role. Set or reset any authentication method (including passwords) for non-administrators and some roles.
Require users who are non-administrators or assigned to some roles to re-register against existing non-password credentials (for
example, MFA or FIDO), and can also revoke remember MFA on the device, which prompts for MFA on the next sign-in.

Perform sensitive actions for some users.

Authentication Administrator

This is a privileged role. Users with this role can manage (read, add, verify, update, and delete) domain names. Can be used in

Domain Name Administrator federation attacks

Microsoft Entra Joined Device Local | During Microsoft Entra join, this group is added to the local Administrators group on the device.
Administrator

This is a privileged role. Users in this role have the same permissions as the Application Administrator role, excluding the ability to
Cloud Application Administrator manage application proxy. This role grants the ability to create and manage all aspects of enterprise applications and application
registrations.

Conditional Access Administrator This is a privileged role. Users with this role have the ability to manage Microsoft Entra Conditional Access settings.

This is a privileged role. Do not use. This role is automatically assigned to the Microsoft Entra Connect service, and is not intended or
Directory Synchronization supported for any other use.

Accounts Privileged rights: Update application credentials, Manage hybrid authentication policy in Microsoft Entra ID, Update basic properties
on policies, & Update credentials of service principals

This is a privileged role. Users in this role can read and update basic information of users, groups, and service principals.
Directory Writers Privileged rights: Create & update OAuth 2.0 permission grants, add/disable/enable users, Force sign-out by invalidating user refresh
tokens, & Update User Principal Name of users.

tps://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference
TRUSTEDSEC ; RSAC | &Zence
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Exchange Administrator

Level 1 Entra ID Roles (2 of 2)

Microsoft Description

Users with this role have global permissions within Microsoft Exchange Online.
Trimarc flags this role since it is a role that threat actors target.

External Identity Provider
Administrator

This is a privileged role. This administrator manages federation between Microsoft Entra organizations and external identity
providers. With this role, users can add new identity providers and configure all available settings (e.g. authentication path,
service ID, assigned key containers). This user can enable the Microsoft Entra organization to trust authentications from
external identity providers.

Helpdesk Administrator

This is a privileged role. Users with this role can change passwords, & invalidate refresh tokens, Invalidating a refresh token
forces the user to sign in again.

Intune Administrator

This is a privileged role. Users with this role have global permissions within Microsoft Intune Online, when the service is
present. Additionally, this role contains the ability to manage users and devices in order to associate policy, as well as create
and manage groups.

Privileged rights: Read Bitlocker metadata and key on devices

Password Administrator

This is a privileged role. Users with this role have limited ability to manage passwords.

Partner Tierl Support

This is a privileged role. Do not use. The Partner Tierl Support role can reset passwords and invalidate refresh tokens for only
non-administrators.

Privileged rights: Update application credentials, Create and delete OAuth 2.0 permission grants, & read and update all
properties

Security Administrator

This is a privileged role. Users with this role have permissions to manage security-related features in the Microsoft 365
Defender portal, Microsoft Entra ID Protection, Microsoft Entra Authentication, Azure Information Protection, and Microsoft
Purview compliance portal.

User Administrator

This is a privileged role. Can reset passwords for users.

ps://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference
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Azure Privilege Escalation via
Service Principal Abuse

@ Andy Robbins - Follow
@ Published in Posts By SpecterOps Team Members - 10 minread - Oct 12, 2021

Can a User with Role in Column A reset a password for a user with a Role in Row 27
Privileged

Global . Helpdesk Authentication User Password Directory Message Center Privileged Role Groups
(No Role) Administrator l}\\u’dtr!:::‘tg;t;? Administrator Administrator Administrator Administrator Readers Guest Inviter Reader Administrator Reports Reader Administrator (Any Other Role)
okl Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Administrator
Privileged
Authentication Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Administrator
Helpdesk
Adinistrslor Yes No No Yes Yes No No Yes Yes Yes No Yes No No
Authentication
Administrator Yes No No Yes Yes No No Yes Yes Yes No Yes No No
User
Administrator Yes No No Yes No Yes No Yes Yes Yes No Yes No No
Password Yes No No No No No Yes Yes Yes No No No No No

Administrator

https://posts.specterops.io/azure-privilege-escalation-via-service-principal-abuse-210ae2be2a5
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Level 0 Applications

Effective Full Admin Rights or Capability to Gain Full Admin to Entra ID

* “Directorv.ReadWrite.All grants access that is broadly equivalent to a
global tenant admin.” *

* Allows the app to manage permission grants for application permissions
to any API & application assignments for any app, on behalf of the
signed-in user. This also allows an application to grant additional
privileges to itself, other applications, or any user.

* Allows the app to read & manage the role-based access control (RBAC)
settings for the tenant, without a signed-in user. This includes
instantiating directory roles & managing directory role membership, and
reading directory role templates, directory roles and memberships.

* Allows the calling app to create, & manage (read, update, update
application secrets and delete) applications & service principals without

a signed-in user. This also allows an application to act as other entities &
use the privileges they were granted.
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Unfortunate Defaults

@ 3

o)

Users: Guests/External Accounts
Can register applications Guests have the same view rights as users
Can consent to applications Guests can invite other guests

Can create new tenants

Can join/hybrid join devices to the tenant & no
MFA is required
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Entra ID Common Security Issues

Privileged Account Issues

* Standard user accounts are members

* Service Accounts / Service Principals are members

* Account(s) authenticate from user workstations

* Using PIM, but all/most are permanently active, not eligible.
* MFA not configured on highly privileged role members

Applications with Highly Privileged Permissions

* Highly privileged applications (Trimarc Level 0) with standard user account as owner
* Standard user account in Application Administrator and/or Cloud Application Administration role(s).

Group Nesting

* Role Assignable Groups in highly privileged roles (Trimarc Level 0)

Partner Access - Delegated Access Permissions

* Global Administrator
* Helpdesk Administrator

TRUSTEDSEC 15
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Highly Privileged User Accounts

& Global Administrator | Assignments

»
Privileged |dentity Management | Azure AD roles

-+ Add assignments ¢S Settings O Refresh & Export &’ Got feedback?
Manage

8. Assignments Eligible assignments  Active assignments  Expired assignments

|} Description L Search by member name or principal name

£33 Role settings Name Principal name Type Scope Membership State St... End time

Global Administrator

Shayla Young Shayla Young@BigMegaCorp.com User Directory Direct Assigned 9/... Permanent
Seana Brennan Seana.Brennan@BigMegaCorp.com User Directory Direct Assigned 9/... Permanent
Janeya Craig Janeya.Craig@BigMegaCorp.com User Directory Direct Assigned 9/... Permanent
Annalina Herman  Annalina.Herman@BigMegaCorp.com User Directory Direct Assigned 9/.. Permanent
Cadence Sparks Cadence Sparks@BigMegaCorp.onmicrosoftcom  User Directory Direct Assigned 9/... Permanent
Sean Metcalf sean@bigmegacorp.com User Directory Direct Assigned - Permanent
Chrissa Bradiey Chrissa.Bradley@B8igMegaCorp.com User Directory Direct Assigned 9/... Permanent
Kenya Bryan Kenya.Bryan@8igMegaCorp.com User Directory Direct Assigned 9/... Permanent
Aafiyah Rodgers Aafiyah Rodgersi@BigMegaCorp.com User Directory Direct Assigned 9/... Permanent

Showing 1 - 9 of 9 results.
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PIM Members are Permanent, Not Eligible

o Global Administrator | Assignments

Privileged |dentity Management | Azure AD roles

-+ Add assignments @? Settings C} Refresh & Export 2’ Got feedback?
Manage

Eligible assignments Active assignments  Expired assignments

4. Assignments

[ Description L Search by member name or principal name
£33 Role settings Name Principal name Type Scope Membership State St.. End time
Global Administrator

Shayla Young Shayla Young@BigMegaCorp.com User Directory Direct Assigned B Permanent
Seana Brennan Seana.Brennan@BigMegaCorp.com User Directory Direct Assigned J Permanent
Janeya Craig Janeya.Craig@BigMegaCorp.com User Directory Direct Assigned B Permanent
Annalina Herman  Annalina.Herman@BigMegaCorp.com User Directory Direct Assigned B Permanent
Cadence Sparks Cadence Sparks@BigMegaCorp.onmicrosoftcom  User Directory Direct Assigned .J Permanent
Sean Metcalf sean@bigmegacorp.com User Directory Direct Assigned Permanent
Chrissa Bradiey Chrissa.Bradiey@B8igMegaCorp.com User Directory Direct Assigned J Permanent
Kenya Bryan Kenya.Bryan@BigMegaCorp.com User Directory Direct Assigned B Permanent

Aafiyah Rodgers Aafiyah Rodgers@BigMegaCorp.com User Directory Direct Assigned J Permanent

Shawing 1 - 9 of 9 results.
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Admin Accounts without MFA

The Following 5 Global Admin Account(s) have MFA Successfully Configured:
UserDisplayName UserPrincipalName IsMfaCapable IsMfaRegistered IsPasswordlessCapable MethodsRegistered

Sean Metcalf sean@bigmegacorp. com - : True {microsoftAuthenticatorPasswordless,

The Following 7 Global Admin Account(s) don't have MFA Configured:
Cadence. Sparks@BigMegaCorp.onmicrosoft. com
Kenya.Bryan@BigMegaCorp.com

Janeya.Craig@BigMegaCorp.com

Annalina.Herman@BigMegaCorp. com

Seana.Brennan@gigMegaCorp . com

Chrissa.Bradley@BigMegaCorp.com

Shayla. Young@BigMegaCorp.com
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Role Assignable Groups (RAGs)

Role Assignable Groups are Security or Microsoft 365 group with the
ISAssignableToRole property set to true and cannot be dynamic.

Created to solve the potential issue where groups are added to an Entra ID role
and a group admin could modify membership.

Only Global Administrators or Privileged Role Administrators can create Role
Assignable Groups and manage them (membership).

Role Assignable Group owners can manage them.

There is an application permission
(Graph:RoleManagement.ReadWrite.Directory) that provides management
rights as well.

500 role-assignable groups maximum in an Entra ID tenant (creation maximum).

NOTE: Only a Privileged Authentication Administrator or a Global
Administrator can change the credentials or reset MFA or modify sensitive
attributes for members & owners of a role-assignable group.

TRUSTEDS EC 19 RSAC ‘ (%%%?erence


http://www.trustedsec.com/

Privileged Roles with Group Nesting

&, Global Administrator | Assignments

Privileged Identity Management | Azure AD roles

-+ Add assignments 3¢ Settings () Refresh 4 Export A’ Got feedback?
Manage

4. Assignments Eligible assignments Active assignments  Expired assignments

& Description 52 Search by member name or principal name
§53 Role settings Name Principal name Type Scope Membership State Start time  End time
Global Administrator
Shayla Young Shayla.Young@BigMegaCarp.com User Directory Direct Assigned 9/11/202... Permanent
Seana Brennan Seana Brennan@BigMegaCorp.com User Directory Direct Assigned 9/11/202... Permanent
Janeya Craig Janeys.Craig@BigMegaCorp.com User Directory Direct Assigned 9/11/202... Permanent
[ —— |
‘ BigMagaCorp Global Admins Group Directory Direct Assigned Permanent
—
Annalina Herman Annalina. Herman@8igMegaCorp.com User Directory Direct Assigned 9/11/202... Permanent
Cadence Sparks Cadence Sparks@BigMegaCorp.onmicrosoftcom User Directory Direct Assigned 9/11/202... Permanent
Sean Metcalf sean@bigmegacarp.com User Directory Direct Assigned - Permanent
Chrissa Bradley Chrissa. Bradley@BigMegaCorp.com User Directory Direct Assigned 9/11/202... Permanent
Kenya Bryan Kenya Bryan@BigMegaCorp.com User Directory Direct Assigned 9/11/202... Permanent
Aafiyah Rodgers Aafiyah.Rodgers@BigMegaCorp.com User Directory Direct Assigned 9/11/202... Permanent

Showing 1 - 10 of 10 results
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Group Nesting — Have to Open Groups

Home > BigMegaCorp Global Admins

2a|BigMegaCorp Global Admins | Members

+= Add members X, Re Ve C) Refresh [: Bulk operations == Columns —"\’J Got feedback?
O Overview

K Diagnose and solve problems Direct members  All members

Manage O Search by name T Add filters

1! Properties 1 Twpe Email User type
& Members ] Aadit White User Aadit White@BigMegaCorp.com Member
& Owners D Cadence Mclean User Cadence Mclean@BigMegaCarp.com Member
& ‘Roles:atl administrators l:] Dane Pineda User Dane Pineda@BigMegaCorp.com Member
B ‘Administiathse units D Dirk Lester User Dirk Lester@BigMegaCorp.com Member
W Croup msmbeshipes L__l Tyrek Miller User Tyrek Miller@BigMegaCorp.com Member
& /ssigned roles |:] Wilson Merntt User Wilson Merntt@BigMegaCorp.com Member
8 Applications
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Role Assignable Group Owners

Home > BigMegaCorp Global Admins

2a BigMegaCorp Global Admins | Owners

Group

-+ Add owners < Removi C) Refresh == Columns R Got feedback?

@ Overview
X Diagnose and solve problems sl U | Add filters

Name Type Email User type
Manage
Il Properties D ° Kate Pena User Kate Pena@BigMegaCorp.com Member
B Mesibers D . Robert Marquez User Robert.Marquez@BigMegaCorp.com Member
&8 Owners
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What if the Role Assignhable Group isin a
Different Tenant?

2 Privileged Role Administrator | Assignments

Privileged Identity Management | Microsoft Entra roles

X -+ Add assignments @ Settings O Refresh i Export R'j Got feedback?

Vv Manage . ) . . ) )
Eligible assignments Active assignments  Expired assignments

& . Assignments

‘ Y’ Search by member name or principal name

=) Description

—_
Name Principal name Type Scope Membership State

§03 Role settings
Privileged Role Administrator

Admins_MS1 - Group Directory Direct Assigned

Cadence Sparks Cadence.Sparks@BigM User Directory Direct Assigned

Showing 1 - 2 of 2 results.
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Privileged Role with Group in another
Tenant

#RSAC
N

Production Tenant

Partner Tenant
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Role Group Member Not Shown in PowerShell

PS C:\Data\_MCSA> Get-AzureADDirectoryRoleMember -ObjectId '23e215c3-ab6c9-4a57-a883-49d953cdbab2’ ;
# Privileged Role Administrator

objectid DisplayName UserPrincipalName UserType

7f194050-68fe-47d3-al111-5a898ffe7849 cadence Sparks Cadence.Sparks@BigMegacCorp.onmicrosoft.com Member

PS c:\Data\_MCSA>
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Conditional Access Policies

Policies apply after (first-factor) authentication

same Requires P1 licensing

== Rules based on:

* Who is connecting?

* Where are they connecting (from)?

* What app and/or device is connecting?
* When does this apply?

Increase D Remediate
Assurance Risk

Allow
a limited ® Block
Access Hccess

Allow
full access

Enforcement
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= Conditional Access | Policies

Microsoft Entra ID

S35

« + New policy —+ New policy from template T Upload policy file 2 Whatif () Refresh [Fa Preview features A7 Got feedback?

O Overview Micrasoft Entra Conditional Access policies are used to apply access controls to keep your organization secure. Learn more [
= Policies - ) e
= All policies Microsoft-managed policies
@ Insights and reporting 8 9 0
Diagnose and solve problems
X g P Total out of 8
v Manage
4> Named locations £ Search Y Add filter
[@] Custom controls (Preview) 8 out of 8 policies found
&% Terms of use : ]
Policy name State Creation date Modified date
{# VPN connectivity
& CAD01; Require multi-factor authentication for admins Report-only $/29/2022, 11:10:03 PM 572972022, 11:19:17 PM
i.» Authentication contexts
CAQ03: Block legacy authentication Report-only 5/29/2022, 11:10:15 PM
) Authentication strengths
= - CAQO5: Require multi-factor authentication for guest access Report-only 5/29/2022, 11:10:28 PM
§= Classic policies
o CAO07: Require multi-factor authentication for risky sign-ins Report-only 572972022, 11:10:39 PM
> Monitoring
S Troubleshooting + Suppost Require compliant or hybrid Azure AD joined device or multifactor authentic... Report-only 1/19/2024, 3:13:25 PM
Require multifactor authentication for Azure management Report-only 1/19/2024, 3:13:13 PM
Require multifactor authentication for all users Report-only 1/19/2024, 3:12:52 PM
Securing security info registration Report-only 1/19/2024, 3:12:31 PM
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Common Conditional Access Policies

TRUSTEDSEC

Require users to use MFA
when connecting outside
of the corporate network

Block legacy
authentication (username
& password auth)

30

Require MFA for users
with certain
administrative roles

Block/Grant access from
specific locations

RSAC | &erence
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CA Policy Gap #1: | |
Users Require MFA Only Outside of Corp Network

CAP requires users to MFA when they are working remotely (not on
the corporate network or connected via VPN)

Assumes no attacker would be on the corporate network

Attacker can use username/password without having to MFA

Fun Fact: Attackers love SSO!
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CA Policy Gap #2: A
Admins don’t require MFA |

MFA is required for certain users to access specific applications
However, there is no CAP that requires MFA for Admins
Or... CAP only requires members of a few roles use MFA

Attacker can use username/password without having to MFA

Fun Fact: Attackers love SSO!
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CA Policy Gap #3:
Exclusions

CAP includes several security controls
MFA required
AAD Joined &Compliant device
Location based access

However, there are exclusions:
Admins
VIPs
Executives
HR
Etc

This creates a significant gap in security posture

Attackers love being excluded from security controls!
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Microsoft Provided Conditional Access
Policies

V Baseline Policies

Conditional Access Templates

o -
o -

= Microsoft Managed Policies

o -
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Microsoft Provided Conditional Access
Policies

V 5 1 Polici

Conditional Access Templates

o -

v= Microsoft Managed Policies

o -
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Microsoft Managed Policies (MMP)

Deployed automatically in reporting mode

Modification is limited:
Exclude users
Turn on or set to Report-only mode
Can't rename or delete any Microsoft-managed policies

Can duplicate the policy to make custom versions
Microsoft might update these policies in the future
MMPs turn on (set to enabled) 90 days after introduced to the tenant

Currently focuses on 3 areas:
MFA for admins accessing Microsoft Admin Portals

MFA for per-user MFA configured on users

MFA and reauthentication for risky sign-ins

https://learn.microsoft.com/en-us/entra/identity/conditional-access/managed-policies
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Phishing for Admins

H ¢ 3 ¢ $ Re Office 365 Licenses Expired. - Message {HTML)

.

Fri 4/12/2019 1:55 PM
Customer Support <xbox_.live.ww.00.en.vmc.rmd.ts.103.spt.ua.pi@outlook.com>
Re: Office 365 Licenses Expired.

Teo

o This message was sent with High importance,

] Office 365 8% Microsoft

®Office 365- Check Your Payment Information

Sign in to the Office 365 Admin center To Check Your Payment Information
View this message in the Office 365 message center
To customize what's included in this email, who gets it, or to unsubscribe, set your Message center preferences.

Edit release preferences
Choose the release track for your organization. Use these settings to join First Release if you haven't already.

Microsoft respects your privacy. To learn more, please read our Privacy Statemani.
Microsoft Corporation

One Microsoft Way
Redmond, WA, USA 98052

Unsubscnbe

https://www.bleepingcomputer.com/news/security/phishers-target-office-365-admins-with-fake-admin-alerts/
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Stealing Tokens from the Web Browser

== Microsoft Azure P Search resources, services, and docs (G+/) s

Home

W Monarch | Overview overt | [ Hidedata URLs () Hide extension URLS
JS| Font | Img | Media | Manifest | WS | Wasm | Other

= Add v 27 Manage tenants j What's new (5o Preview features

&) Overview 4 o , ;
\L" Azure Active Directory is now Microsoft Entra ID. Learn more &

—_ .
s Preview features
Overview Monitoring Properties Recommendations Tutorials
2 Diagnose and solve problems B Name Status Type Initiator
» isDirectoryreatureknabled?apt.,. | 20U xhr NOESUUIADO 51 3 Wim
A e z r . \ ¢
\/ Pwanagc L Search your tenant (] count 3004 preflight > : ) 0 625 ms
® Users I data:image/svg+xml; svg+xml  wvgRmzeFOmrq.js 0 ms
aa USErS -
Basic information | single-file-hooks-frames.j : script VM151 single-file 99 kB 40 ms
&b Groups =] Index?reactView=true&retryCo.. docum 12 ms
) ) () Sbatch ¢ \ Lis: 946 B
B0 External Identities Name Monarch

4 single-file-hooks-frames.is 200 ) single-file-extensi 9.9 kB
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) vaZrwoTeZNI7is
yg7rwoTsZNJ7 js

portal azurecon

reactbls

vy portalazure.corr
Content/Dynamic
haGodhKLeYC
SIACUIRN
» O fdS57ac12-9da2-4d6f-8010-e2b¢
» O fd57ac12.9da2-4364-8010.e2b¢
v %% 1d57ac12-9da2-446(-8010-e
¢S afd-v2 host g portal.azure.ns
tent/Dynamic
3051ZmibdYXo.js

H_ASKI IV e

turn a.rep (eylla-zA-Z0-9-_«]+\ aylla-zA-Z0-9

([a-zA-Z0-9-_=|+\ eylla-zA-Z0-9-

» Xn ](,.-.':,-[.jy”),m
- +/%]* /91" R ED_IWT_TOKEN_"LI/
/9i," REDACTED_IW ENCTLIATT[%
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vibatch

dication/json”),"t " “aylloniveilGeyljb2F SW1ihZ2 IVuZCisimtic3Nhz 2UFeGNIcHR,

ADb3RGDIVLZCIsim 1icINhZ2UI0FeGNIcHRp b2 4.

}"bady" "eylicnlvaibayiib 2t

XAIOUKVIQILCIhDGeiOUS U2 TNssIng 1dCIBItRMNRBY 3 JIFN2XCYVZWROItY 2 VGhZInZEpyNClsimitp.

pyiNCIS. ey hdWQiO odHRwezovl 2ThbmEnZW1bnQuY29yZS53aWs kb3 dzlm S IdCEIL Clpc3MIOUod HRwe

X id_token""eyiDaXAIOHKVIONC Ge S - \ 7 wINCIS eyl hdWOIOUN
Y MyQ","client_nfo™: "ey) 1aWGOHSNZeSYZNINIOWMBD LT Q2NmMYLY ThmYS JGOSMWEMTMONMDMILCH 1 dGI) o \

£
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wdGivbisJbWFnZUSvd

03 RLKVAY2Vwd GIvDISJIDWFnZUSYAEZy

HYINGb2InZEpyINCI9.eyhdWQIOUodH

IRINDASMYDZYmwWL TQS5 YZELYQIZC05 N Y \ 2025
’ By SAC ‘ Conference



http://www.trustedsec.com/

Stealing
Access

Token from
the Web
Browser

TRUSTEDSEC

}.

"typ*: "IWNT",

"alg": "RS256",

"x5t": "KQ2tAcrE71BaVVvGBmcSFob, g
"kid": "KQ2tAcrE71BaVVGBmCSF )

{
"aud": "https://management.core.windows.net/",
"iss"™: "https://sts.windows.net/061b170¢-a127-477d-9Fa5-290aee73bf1/",
"jat": 1723060777,
"nbf": 1723660777,
"exp”: 1723@6597@,
tacpTa 125
"aio": "AVQAQ/S8XAAAAIQLZWy2NuIy
"amr®: [
"pud”,
Yefa"
1,
“appid": "c44bdes3-3bbe-.
"appidacr": "0",
"groups": [
“felbc3le- N
1,
"idtyp": “user",
"ipaddr": "136.179.21.7@",
"name": "Sean Metcalf",
"oid™: "9777¢3b6-002¢-46. "
“puid": "18@32083704. o
"rh": "@.AbcADBcbBiehfUefpSkK40c? s
"scp™: "user_impersonation”,
"sub™: "bTeT7_pKncPMRCVZbs-WtRwC 1%
"tid": "e61b170c¢-a127-477d-5fas-
"unique_name": “"seangmonarchsciences.org”,
“upn"“: "seangmonarchsciences.org",
"uti”™: "QTkBIWbMpEC -
"ver™: "1.e",
"wids": [
"62e90394-6915-4 %
1

“xms_idrel”: "12 1",
"xms_tcdt™: 1714966028
[Signature]
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‘ < That's Itd *

«"Now we have the Access Token
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Stealing Tokens from the Web Browser

=
AADInternals.com

v0.9.3 by @rAzureAD (Nestori Syynimaa)
The ultimate Entra 1D (Azure AD) / Microsoft 365 hacking and admin toolkit :

AAD KILL CHAIN DOCUMENTATION LINKS OSINT TALKS TOOLS

Exfiltrating NTHashes by abusing Microsoft Entra Domain Services

Last year | gave a presantation titled Dumping NTHashes from Azure AD a3t TROOPERS conference, The talk was
about how the Microsoft Entra Domain Services (farmerly Azure AD Domain Services) works and how it enabled

dumping NTHashes from Entra D (formerly Arure AD).

In this blog, I'll show how Microsoft Entra Dormain Services (MEDS) can be (ab)used to exfiltrate NTHashes from on-

prem Active Directory,

DoSing Azure AD

My recent talk at the great 72 conference on DoSing Azure AD ganed 3 lot of attention, Unfortunately, tha talk was not

recorded, 50 | deoded to write a blog for those who couldn't attend. So here we go!

Special THANK YOU to Dr
AzureAD himself, Dr. Nestori
Syynimaa for his help with

B e e SR I NI e this section!

i . RSAC | &erence
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A couple of weeks ago a frend of mine asked would it be possible to pre-regster MFA for users in Azure AD. For shaort,
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Token Theft with Browser Extension
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BLEEPINGCOMPUTER

VIRUS REMOVAL GUIDES ~

Attacks

Sponsored by LayerX

January 7, 2025 1002 AM 0

malicious-
browser-extensions-are-the-next-frontier-for-identity-attacks /

The recent attack campaign targeting browser extensions shows that malicious browser extensions are
the next frontier for identity attacks.

More than 2.6 million users across thousands of organizations worldwide learned this the hard way, just
TRUSTEDSEC before the New Year, when they found out that their cookies and identity data were exposed as part of an RS A( ‘ 2025

, ion oxploiti ser extensi Conference
attack campaign exploiting browser extensions.
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Token Theft with evilginx
https://aad.portalazure.com/

Acme Corporation - Overview

Microsoft Azure

9 Acme Corporation - Overview

& Switch directory [ Delete directory

2" Microsoft

ol sean@theacmeio.onmicrosoft.com h tt p S ://a a d : p O r“ta | : azu re' Com/:‘

Acme Corporation
Azure AD for Office 365 Approve sign in request

Microsoft Azure

Sign-ins O We've sent a notification to your mobile device
Please respond to continue

Hawving trouble’ Sign In another way |
& Microsoft
To see sign-in data, your organization needs / More information
Premium P1 or P2. sean@theacmeio.onmicrosoft.com

Start & free tria!

Evil Proxy

Approve sign in request

O We've sent a notification to your mobile device
Azure AD Connect sync

Status Not enabled
What's new in Azure AD Last sync Sync has never run

Please respond to continue

Stay up to date with the latest release notes and blog posts.

fore information
Create

26 entries since April 20, 2018. View archive & . Liass

L Guest usar
New featuro .
M Group

enbty Protection - kdentity B Enterprae apofication

Securdy & Protection B App regéstration

lune 20, 2013

Other capabilities

New riskDetections

n L]
Identity Protection
evilginXy
5 Privileged identity Management
Graph {Public preview) LA gt Oty Menageie .

Tanant vesiricdinnd

https://github.com/kgretzky/evilginx?2

TRUSTEDSEC 47 RSAC ‘ (Z:g%?erence



http://www.trustedsec.com/
https://github.com/kgretzky/evilginx2

Overprivileged User

O Member of Application
S — Administrator

Conditional Access

Administrator

@ User Administrator
Entra
() D

Attacker Partner Tier2
Support
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Application Escalation

PS c:\Data\_MCSA> get-azureadpspermissions -ApplicationPermissions|select ClientObjectID,ClientDisplayName,ResourceDisplayName,Permission

Clientobjectid

9211cb77-c065-4fd9-a80b-bb3a3015caee

9211cb77-c065-4fd9-a80b-bb3a3015caee
01438f2c-8d6d-4f11-9f76-f179fd3246fa
01438f2c-8d6d-4f11-9f76-f179fd3246fa
01438f2c-8d6d-4f11-9f76-f179fd3246fa
01438f2c-8d6d-4f11-9f76-f179fd3246fa
01438f2c-8d6d-4f11-9f76-f179fd3246fa

TRUSTEDSEC

ClientDisplayName

Lots "o Privs!

Lots 'o Privs!

overpermissioned
overpermissioned
overpermissioned
overpermissioned
overpermissioned

ResourceDisplayName Permission

Microsoft

Microsoft

Microsoft
Microsoft

Microsoft -:l!T%!!‘ m onGrant . Readwrite.All

Microsoft Directory.Readwrite.All
Microsoft RoleManagement .Readwrite.Director
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Application Escalation: Find the App
Owner

PS C:\Data\_MCSA> Get-AzureADApplication -Searchstring 'overpermissioned’
objectid DisplayName

fbed4eabc-0ae4-46b2-a6f0-5f96e314858F 5e356a56-1302-4987-923a-0e282ea31d39 overpermissioned App

PS C:\Data\_MCSA> get-azureadapplicationowner -oObjectId 'fbed4eabc-0ae4-46b2-a6f0-5f96e3f4858f"

object1d DisplayName UserPrincipalName UserType

ab2365a7-24al-4ac0-9cd0-2d529d759323 Kenyatta Yoder atts i . 1 .
70d9a5f5-7190-4452-a743-4f2bede82c06 shayla Santana i s Member
7d8afa78-d799-4bdc-8e33-3dff42fbbac3 cadence Mclean Cadence.Mc]ean@B1-MeoaCoro.com Member
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Compromise Entra ID through Application
Permissions

O Owner
Account = Application

Add
Credential

Global
Administrator

/

Entra ID

Attacker
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Compromise Azure AD through Application
Permissions

Add Credent

Member
— -
Account

Application
Administrator

ial

0-
Global

Administrator

Member

- Entra ID

Attacker
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Compromise Azure AD through Role Assignable <%
Group Owner Rights

— Add Vember P St —f
)

Account NI Member of et
Owner Role

Administrator

Assignable
Group

&

Attacker tntra D
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Solarigate “Tenant Hopping”

Tenant A admin is Global
Admin in Tenant B

« Tenant Hopping (patent pending @2 ) is when an attacker compromises one tenant to jump to
another, often with privileged rights.

e Similar to trust hopping in Active Directory.

* Solarigate attackers leveraged partner connections.
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Partner Relationships — aka Delegated
Administration

* A configured partner can have admin rights to a customer tenant (“delegated administration”).
* This is provided when the partner requests access to the customer environment.
 When the customer accepts this request:

* “Admin agent” role in partner tenant is provided effective “Global Administrator” rights to customer
tenant.

* “Helpdesk Agent" role in partner tenant is provided effective "Helpdesk Administrator" (Password
Administrator) rights to customer tenant.

e These are the only options.

* They apply to all customer environments — there is no granular configuration.

* A partner with dozens of customers will result in all partner accounts in these groups having elevated rights in
all customer environments.

Shift to granular delegated admin privileges (GDAP) ASAP!

Check Partner Configuration for your tenant here:
https://portal.azure.com/#view/Microsoft AAD IAM/ActiveDirectoryMenuBlade/~/PartnerRelationships
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Move to Granular Delegated Admin
Privileges (GDAP)

Partner 1 Tenant i [ GDAP M/D365 relationship |

Customer Tenant 1

Q ‘ 1 GDAP Azure relationship

@

CSP Azure Subscription 1

Azure group Customer 1

CSP Azure Subscription 2

Admin

Customer Tenant 2

CSP Azure Subscription 3

\_CSP Azure Subscription 4 |
) GDAP Azure relationship
a2 Azure group Customer 2
user 3 -

GDAP M/D365 relationship

Teams Admin

|

.

- !

'

|

|

|

g o Pixiom Admn ] .
.\

"

M/DI6S group Customer 2

https://learn.microsoft.com/en-us/partner-center/gdap-introduction
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What about Admins Synchronized from
On-Prem AD? Py

From Domain User to Global Admin. A real example from a real
environment.

We found this path with free and open source BloodHound Community
Edition: 164

On-Prem AD Domain Entra ID Tenant #1 Entra ID Tenant #2

Entra User

Has Session Has Role

Entra Roln
RfppUti: Priv Role Admin Has Role

Admin To Can Add Secret
Can

AD Group Auth As
Domain Users App Registration Service Principal

https://posts.specterops.io/hybrid-attack-paths-new-views-and-your-

TRUSTEDSEC favorite—dog—learns—an—507ld—trick—335652a164df?gi:543e6e7a310d RSAC ‘
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Access management for Azure resources

RSAG ‘ (2:%%?6 rence

(Azure)

Administrator

From Entra ID to Azure to AD

Hacking the Hybrid Cloud

........

Many Voices. “

One Community.

Yes User Access Add to Role

(Azure)

Subscription Admin




Attack Scenario: Azure AD to Azure to AD

Attacker

- ) S2% (B ) “>

e

Admin Global Entra 1D
Account Administrator
Active Role

Directory

¥

4

Virtual Machine User Access

On-Prem Domain Contributor Administrator
DCs Controller

‘% Run command
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Attack Scenario: Entra ID to Azure to AD %
Active@rectory

Compromise AD (& Azure & Entra ID) by getting Global Admin rights in Entra ID
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Attack Scenario: Azure AD to Azure to AD
- =) S8 (& — b

Attacker\
Admm Global Entra ID

Account Administrator

. Role
Attacker

([ ® @
@ %@
Controlled )
Instances E— Azure User Access
Subscription Administrator

Azure
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Attack Scenario Key Takeaways

An attacker that can gain admin rights to one environment can often pivot to
another.

Hosting Domain Controllers on virtual infrastructure such as cloud requires trust
In that platform as well as additional protections around compromised accounts
& monitoring.

Jumping from Entra ID to Azure to on-prem Active Directory is possible given
how many enterprises are configured and if the Global Admins group isn’t well
protected or standard user accounts have the ability to elevate.

The attacker could also use resources in your subscriptions for their purposes
such as spinning up new virtual instances for attacker systems or bitcoin mining.

Control of subscription access enables the attacker to launch ransomware
against virtual instances.
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Attack Scenario Key Mitigation

Severely restrict membership in Global Admins.
Use PIM (eligible) for Global Admins & require MFA.

Once Elevated Access is applied to an account, removing role
membership has no impact. Elevated Access must be removed separately.

Monitor the Entra ID Audit Log for Azure RBAC (Elevated Access) activity.

Closely monitor membership of the “User Access Administrator” Azure
role (root level).

Remove any account with Elevated Access that doesn’t require it.

Place Domain Controllers and other sensitive systems in another Azure
tenant.

https://learn.microsoft.com/en-us/azure/role-based-access-control/elevate-access-global-admin

TRUSTEDS EC 63 RSAC ‘ (%%%?erence



http://www.trustedsec.com/
https://learn.microsoft.com/en-us/azure/role-based-access-control/elevate-access-global-admin

Managing Elevated Access

Access management for Azure resources

Sean Metcalf (sean@bigmegacorp.com) can manage access to all Azure subscriptions and management groups in this tenant.
Learn more [2

® ) No

’EJ You have 2 users with elevated access. Microsoft Security recommends deleting access for users who have unnecessary elevated access.
Manage elevated access users

https://portal.azure.com/#view/Microsoft AAD IAM/ActiveDirectoryMenuBlade/~/Properties
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Managing Elevated Access

Users with elevated access

When a user elevates their access, they are assignad the User Access Administrator role at root scope. This role assignment allows the user to manage
access to all resources in this tenant. You should take immediate action and remove zll role assignments with elevated access. To remove these role
assignments, you must also have elevated access. Learn more

@ 2 users have elevated access in this tenant.

" FE.— AN
W= ) —

| £ Search by name or email

D Name Scope Role

D o Jack Johnson Root User Access Administrator

Jjohnson@bigmegacorp.com

I:\ @ Kristen Taylor Root User Access Administrator

kristentaylor@bigmegacorp.com
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Elevated Access
Audit Logs (preview)

N Add filter Show dates as: Local Date range: 4/23/2025 - 4/23/2025 Service : Azure RBAC (Elevated Access) Activity : All 3% Reset filters

Directory Custom Security

Date | Service Category Activity Status

4723725, 12:07.... Azure BBAC (Elevated Access) AzureREACRoleM... I User has elevated their access to User Access Administrator for their Azure Resources I Success

https://portal.azure.com/#view/Microsoft AAD IAM/ActiveDirectoryMenuBlade/~/Audit
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Activity Type User has elevated their access to User Access Administrator for their

E I evated Access Azure Resources
Au d it Log s (p reVi ew) Correlation ID 27ce1bd3-1f30-4542-9384-37affa752059

Category AzureRBACRoleManagementElevateAccess

_ Status SUCCess
N Add filter Show dates as: Local Date range: 4/23/202

Directory  Custom Security Status reason

User Agent Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
Date | Service Cate (KHTML like Gecka) Chrome/135.0.0.0 Safari/537.36

Af23/25, 12:07.... Azure RBAC (Elevated Access Azur .
e ( ) Initiated by (actor)

Type User

Display Mame

Object ID 5f78476c-eef1-4284-38c3-
IP address

User Principal Name sean@bigmegacorp.com
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Elevated Access
Audit Logs (preview)

N Add filter Show dates as: Local Date range: Last 24 hours Service : Azure RBAC (Elevated Access) Activity : All & Reset filters

Directory Custom Security

Date | Service Category Activity Status

4723425, 4:27:4.., Azure RBAC (Elevated Access) AzureRBACRoleM... I The role assignment of User Access Administrator has been removed from the user I Success
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Elevated Access

Audit Logs (preview)

N Add filter Show dates as: Local Date range: Last 24 hours

Directory Custom Security

Date | Service

4723425, 4:27:4.., Azure RBAC (Elevated Access)

TRUSTEDSEC

Category

AzureRE#

Activity Type

Correlation ID

Category

Status

Status reason

User Agent

Initiated by (actor)

Type

Display Mame

Object ID

IP address

User Principal Name

69

The role assignment of User Access Administrator has been

removed from the user

035bcBa5-2f9c-455f-9540-cad 3f9baelsc
AzureRBACRoleManagementElevateAccess

Success

Mozilla/5.0 (Windows NT 10.0; Win&4; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

User

5f78476c-eef1-4284-a8c’

sean@bigmegacorp.com
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Securing Entra ID Administration
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Many Voices.
One Community.




Securing Entra ID

Dedicated Cloud Other &: '
Admin Accounts \ . Cloud Apps *

Secure ~—

Workstation
Manage device configuration
from Microsoft 365.
Unprivileged
Accounts
Cloud ' \ ,
""""" R L St e Microsoft 365 admin privileges - o -
On-Premises X S O wﬁ’( Secure Hybrid Access
Sy
x ; ' VPN
Key Accounts w/ no
w—p Privieged Access cloud privileges
—p Authentxaton < ... Kerberos NTLM. LDAP _ > |55] ¥E =
ey On-prem Sync & v
Conditional Access On-Premises
Corporate AD Forests Apps
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Securing Entra ID - Microsoft Summary *+

Fully Isolate Entra ID & Microsoft 365 admin accounts
They should be:

Created in Entra ID.

Required to use Multi-factor authentication (MFA).
Secured by conditional access.

Accessed only by using Azure Managed Workstations.

There should be no on-prem accounts with highly privileged Entra ID
rights.
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On-Prem: Entra Password Protection

Prevent users from selecting ~ “sem st
known bad passwords

Lockout duration in seconds @ | 70

Custom banned passwords

Start in audit mode togetan ____ ...
idea how bad it is

marners

sounders
Custom banned password list @ | redmond

washington

Password protection for Windows Server Active Directory

Enable password protection on Windows Server Active Directory @ No

https://aka.ms/deploypasswordprotection
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Phishing Defensive Layers

Require Users to MFA
(FIDO2 preferred)

Microsoft Authenticator app recommended

Enforce MFA
For specific apps
Location based grant/block rules

Conditional Access
Policy

Risk Based Policy e Only prompt the user to take action when risk is detected
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Key Cloud Administration Security
Controls

What are the most resilient MFA methods?

Use admin systems for cloud
administration B .
Enforce FIDOZ2 for Trimarc Level 0 & 1

roles

FIDOZ2 keys for Emergency “Break
Glass” Accounts

Leverage Conditional Access policies to

enforce MFA for admins from all
|OCatiOnS https://x.com/merill/status/1821027962864726249/
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Key Points for Securing Entra ID

Review Level 0 & Level 1 roles and ensure they are not synchronized from on-prem Active Directory.

Ensure no standard user accounts have privileged role membership (Level 0 & Level 1) which includes
PIM eligible.

Review Level 0 & Level 1 membership on a regular basis, including PIM eligible.
Ensure all Level 0 & Level 1 members are PIM eligible (service accounts & service principles excepted).
Review role assignable group membership and owner rights on a regular basis.

Review Application Administrator & Cloud Application Administrator members when there are
applications with Level 0 & Level 1 application permissions.

Ensure that Conditional Access requires MFA for Level 0 & Level 1 role members for every
authentication, preferably FIDO2/Microsoft Authenticator push (service accounts & service principles
excepted).

Ensure there is at least 1 emergency access admin account configured with a FIDO2 key(s).
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Common Persistence Method Checks

Review lllicit Consent Grants (OAUTH)
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-
security/detect-and-remediate-illicit-consent-grants?view=0365-worldwide

Review Exchange Forms/Rules for potentially malicious settings.
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-
security/detect-and-remediate-outlook-rules-forms-attack?view=0365-
worldwide

Review Exchange Online mailbox permissions for unusual/unintended
configuration (Get-ExoMailboxPermission)
https://docs.microsoft.com/en-us/powershell/module/exchange/powershell-v2-
module/get-exomailboxpermission?view=exchange-ps
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Apply What You Have Learned Today

Next week you should:
|dentify the Level 0 & Level 1 accounts and Level 0 applications

In the first three months following this presentation you should:

Implement PIM with eligible conditions for all Level 0 & Level 1
accounts.

Configure auditing around Elevated Access.

Within six months you should:
Implement Microsoft Authenticator MFA for all admin accounts
Remove text/SMS as an MFA option
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Conclusion

Attackers are targeting the cloud

Identifying common security issues and resolving
them improves system security.

Fixing these issues provides improved breach
resilience.

Sean Metcalf | @PyroTek3 | Sean.Metcalf@trustedsec.com
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