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Entra ID Level 0
Like Tier 0, but Different!
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There are   
>100 

Entra ID 
Roles!



Microsoft’s Privileged Entra ID Roles List [PRIVILEGED]
• Application Administrator

• Application Developer

• Authentication Administrator

• Authentication Extensibility Administrator

• B2C IEF Keyset Administrator

• Cloud Application Administrator

• Cloud Device Administrator

• Conditional Access Administrator

• Directory Synchronization Accounts

• Directory Writers

• Domain Name Administrator

• External Identity Provider Administrator

• Global Administrator

• Global Reader

• Helpdesk Administrator

• Hybrid Identity Administrator

• Intune Administrator

• Partner Tier1 Support

• Partner Tier2 Support

• Password Administrator

• Privileged Authentication Administrator

• Privileged Role Administrator

• Security Administrator

• Security Operator

• Security Reader

• User Administrator

26 roles: https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference 

As of:
4/22/2024

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference
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Trimarc Level 0 Entra ID Roles (5)

• Global Administrator
• Full admin rights to the Entra ID, Microsoft 365, and 1-click full control of all Azure subscriptions

From Azure AD to Active Directory (via Azure) – An Unanticipated Attack Path (2020)

• Hybrid Identity Administrator
• “Can create, manage and deploy provisioning configuration setup from Active Directory to Microsoft Entra ID using Cloud 

Provisioning as well as manage Microsoft Entra Connect, Pass-through Authentication (PTA), Password hash 
synchronization (PHS), Seamless Single Sign-On (Seamless SSO), and federation settings.”
https://medium.com/tenable-techblog/roles-allowing-to-abuse-entra-id-federation-for-persistence-and-privilege-
escalation-df9ca6e58360 

• Partner Tier2 Support
•  “The Partner Tier2 Support role can reset passwords and invalidate refresh tokens for all non-administrators and 

administrators (including Global Administrators). “

“not quite as powerful as Global Admin, but the role does allow a principal with the role to promote themselves or any 
other principal to Global Admin.”
The Most Dangerous Entra Role You’ve (Probably) Never Heard Of

• Privileged Authentication Administrator
• Microsoft: “do not use.”

“Set or reset any authentication method (including passwords) for any user, including Global Administrators. …
Force users to re-register against existing non-password credential (such as MFA or FIDO) and revoke remember MFA on 
the device, prompting for MFA on the next sign-in of all users.”

• Privileged Role Administrator
• “Users with this role can manage role assignments in Microsoft Entra ID, as well as within Microsoft Entra Privileged 

Identity Management. …
This role grants the ability to manage assignments for all Microsoft Entra roles including the Global Administrator role. “

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference 

Effective Full Admin Rights or Capability to Gain Full Admin to Entra ID
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Trimarc Level 1 Entra ID Roles (1 of 2)

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference 

Role Microsoft Description

Application Administrator
This is a privileged role. Users in this role can create and manage all aspects of enterprise applications, application registrations, and application 
proxy settings.

Authentication Administrator

This is a privileged role. Set or reset any authentication method (including passwords) for non-administrators and some roles. Require users 
who are non-administrators or assigned to some roles to re-register against existing non-password credentials (for example, MFA or FIDO), and 
can also revoke remember MFA on the device, which prompts for MFA on the next sign-in.
Perform sensitive actions for some users. 

Domain Name Administrator

This is a privileged role. Users with this role can manage (read, add, verify, update, and delete) domain names. Can be used in federation 
attacks.

Microsoft Entra Joined Device Local 
Administrator 

During Microsoft Entra join, this group is added to the local Administrators group on the device.

Cloud Application Administrator
This is a privileged role. Users in this role have the same permissions as the Application Administrator role, excluding the ability to manage 
application proxy. This role grants the ability to create and manage all aspects of enterprise applications and application registrations. 

Conditional Access Administrator This is a privileged role. Users with this role have the ability to manage Microsoft Entra Conditional Access settings.

Directory Synchronization Accounts

This is a privileged role. Do not use. This role is automatically assigned to the Microsoft Entra Connect service, and is not intended or supported 
for any other use.
Privileged rights: Update application credentials, Manage hybrid authentication policy in Microsoft Entra ID, Update basic properties on 
policies, & Update credentials of service principals

Directory Writers
This is a privileged role. Users in this role can read and update basic information of users, groups, and service principals.
Privileged rights: Create & update OAuth 2.0 permission grants, add/disable/enable users, Force sign-out by invalidating user refresh tokens, & 
Update User Principal Name of users.

Highly Privileged Rights that have Privilege Escalation Potential Depending on Tenant Configuration or 
ability to reconfigure the security posture of the tenant
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https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference 

Role Microsoft Description

Exchange Administrator
Users with this role have global permissions within Microsoft Exchange Online.
Trimarc flags this role since it is a role that threat actors target.

External Identity Provider 
Administrator

This is a privileged role. This administrator manages federation between Microsoft Entra organizations and external identity providers. With this role, 
users can add new identity providers and configure all available settings (e.g. authentication path, service ID, assigned key containers). This user can 
enable the Microsoft Entra organization to trust authentications from external identity providers.

Helpdesk Administrator

This is a privileged role. Users with this role can change passwords, & invalidate refresh tokens, Invalidating a refresh token forces the user to sign in 
again. 

Intune Administrator

This is a privileged role. Users with this role have global permissions within Microsoft Intune Online, when the service is present. Additionally, this role 
contains the ability to manage users and devices in order to associate policy, as well as create and manage groups. 
Privileged rights: Read Bitlocker metadata and key on devices

Password Administrator
This is a privileged role. Users with this role have limited ability to manage passwords. 

Partner Tier1 Support
This is a privileged role. Do not use. The Partner Tier1 Support role can reset passwords and invalidate refresh tokens for only non-administrators.
Privileged rights: Update application credentials, Create and delete OAuth 2.0 permission grants, & read and update all properties

Security Administrator
This is a privileged role. Users with this role have permissions to manage security-related features in the Microsoft 365 Defender portal, Microsoft Entra 
ID Protection, Microsoft Entra Authentication, Azure Information Protection, and Microsoft Purview compliance portal. 

User Administrator This is a privileged role. Can reset passwords for users. 

Trimarc Level 1 Entra ID Roles (2 of 2)
Highly Privileged Rights that have Privilege Escalation Potential Depending on Tenant Configuration or 
ability to reconfigure the security posture of the tenant

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference


https://posts.specterops.io/azure-privilege-escalation-via-service-principal-abuse-210ae2be2a5 
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• “Directory.ReadWrite.All grants access that is broadly equivalent to a 
global tenant admin.” *

Directory.ReadWrite.All

• Allows the app to manage permission grants for application permissions 
to any API & application assignments for any app, on behalf of the 
signed-in user. This also allows an application to grant additional 
privileges to itself, other applications, or any user.

AppRoleAssignment.ReadWrite.All

• Allows the app to read & manage the role-based access control (RBAC) 
settings for the tenant, without a signed-in user. This includes 
instantiating directory roles & managing directory role membership, and 
reading directory role templates, directory roles and memberships.

RoleManagement.ReadWrite.Directory

• Allows the calling app to create, & manage (read, update, update 
application secrets and delete) applications & service principals without 
a signed-in user. This also allows an application to act as other entities & 
use the privileges they were granted.

Application.ReadWrite.All

Trimarc Level 0 Applications
Effective Full Admin Rights or Capability to Gain Full Admin to Entra ID
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Entra ID 
Security Posture
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Unfortunate Defaults

Users:

Can register applications

Can consent to applications

Can create new tenants

Can join/hybrid join devices to the tenant & no 
MFA is required

Guests/External Accounts

Guests have the same view rights as users

Guests can invite other guests
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Entra ID Common Security Issues

• Standard user accounts are members

• Service Accounts / Service Principals are members

• Account(s) authenticate from user workstations

• Using PIM, but all/most are permanently active, not eligible.

• MFA not configured on highly privileged role members

Privileged Account Issues

• Highly privileged applications (Trimarc Level 0) with standard user account as owner 

• Standard user account in Application Administrator and/or Cloud Application Administration role(s).

Applications with Highly Privileged Permissions

• Role Assignable Groups in highly privileged roles (Trimarc Level 0)

Group Nesting

• Global Administrator

• Helpdesk Administrator

Partner Access - Delegated Access Permissions
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Highly Privileged User Accounts
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PIM Members are Permanent, Not Eligible
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Admin Accounts without MFA
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Role Assignable Groups (RAGs)
• Role Assignable Groups are Security or Microsoft 365 group with the 

isAssignableToRole property set to true and cannot be dynamic.

• Created to solve the potential issue where groups are added to an Entra ID role 
and a group admin could modify membership.

• Only Global Administrators or Privileged Role Administrators can create Role 
Assignable Groups and manage them (membership).

• Role Assignable Group owners can manage them.

• There is an application permission (Graph:RoleManagement.ReadWrite.Directory)  
that provides management rights as well.

• 500 role-assignable groups maximum in an Entra ID tenant (creation maximum).

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

NOTE:
Only a Privileged Authentication Administrator or a Global Administrator can change the credentials or reset MFA or 
modify sensitive attributes for members & owners of a role-assignable group.



Privileged Roles with Group Nesting
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Group Nesting – Have to Open Groups
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Role Assignable Group Owners

Role Assignable Group Owners can manage group membership
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What if the Role Assignable 
Group is in a Different 
Tenant?
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Privileged Role with Group in another Tenant

Partner Tenant

Admins_MS
Role Assignable 

Group

Privileged Role
Administrator

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

Production Tenant



Role Group Member 
Not Shown in PS
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Conditional 
Access Policies
… and the Gaps therein
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Conditional Access Policies

Policies apply after (first-factor) authentication

Requires P1 licensing 

• Who is connecting?

• Where are they connecting (from)?

• What app and/or device is connecting?

• When does this apply?

Rules based on:
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Common Conditional Access Policies

Require users to use MFA 
when connecting outside 
of the corporate network

Require MFA for users 
with certain 
administrative roles

Block legacy 
authentication (username 
& password auth)

Block/Grant access from 
specific locations
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CA Policy Gap #1: 
Users Require MFA Only Outside of Corp Network

• CAP requires users to MFA when they are working remotely 
(not on the corporate network or connected via VPIN)

• Assumes no attacker would be on the corporate network

• Attacker can use username/password without having to MFA

• Fun Fact: Attackers love SSO!
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CA Policy Gap #2: 
Admins don’t require MFA

• MFA is required for certain users to access specific applications

• However, there is no CAP that requires MFA for Admins

• Or… CAP only requires members of a few roles use MFA

• Attacker can use username/password without having to MFA

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

• Fun Fact: Attackers love SSO!



CA Policy Gap #3: 
Exclusions 

• CAP includes several security controls
• MFA required
• AAD Joined &Compliant device
• Location based access

• However, there are exclusions:
• Admins
• VIPs
• Executives
• HR
• Etc

• This creates a significant gap in security posture

• Attackers love being excluded from security controls!
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Microsoft Provided Conditional Access Policies

Baseline Policies

Conditional Access Templates

Microsoft Managed Policies
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Microsoft Provided Conditional Access Policies

Baseline Policies

Conditional Access Templates

Microsoft Managed Policies
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Microsoft Managed Policies (MMP)

• Deployed automatically in reporting mode

• Modification is limited:
• Exclude users 

• Turn on or set to Report-only mode

• Can't rename or delete any Microsoft-managed policies 

• Can duplicate the policy to make custom versions

• Microsoft might update these policies in the future

• MMPs turn on (set to enabled) 90 days after introduced to the tenant

• Currently focuses on 3 areas:

• MFA for admins accessing Microsoft Admin Portals

• MFA for per-user MFA configured on users

• MFA and reauthentication for risky sign-ins

https://learn.microsoft.com/en-us/entra/identity/conditional-access/managed-policies 
Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com
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Attacking Entra ID 
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Phishing for Admins

https://www.bleepingcomputer.com/news/security/phishers-target-office-365-admins-with-fake-admin-alerts/

https://www.bleepingcomputer.com/news/security/phishers-target-office-365-admins-with-fake-admin-alerts/


Stealing Tokens from the Web Browser
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Stealing Tokens from the Web Browser
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Stealing 
Access Token 
from the Web 

Browser
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That’s It!
Now we have the Access Token
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Stealing Tokens from the Web Browser

Special THANK YOU to Dr 
AzureAD himself, Dr. Nestori 
Syynimaa for his help with 
this section!
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Token Theft with Browser Extension



https://www.bleepingcomputer.com/news/security/malicious-
browser-extensions-are-the-next-frontier-for-identity-attacks /

https://www.bleepingcomputer.com/news/security/malicious-browser-extensions-are-the-next-frontier-for-identity-attacks
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Cloud 
Website

Evil Proxy

Auth Auth

TokenToken
Token

Token Theft with evilginx

https://github.com/kgretzky/evilginx2

https://github.com/kgretzky/evilginx2


User 
Account

Attacker

Member of

Entra ID

Overprivileged User
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Conditional Access 
Administrator

Partner Tier2 
Support

User Administrator

Application 
Administrator



Application Escalation

Get-AzureADPSPermissionGrants.ps1
https://gist.github.com/psignoret/9d73b00b377002456b24fcb808265c23 
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Application Escalation: Find the App Owner
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Account

Attacker

Owner

Application

Entra ID

Add Credential

Compromise Entra ID through Application Permissions
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Global 
Administrator

Add Member



Account

Attacker

Member

Application

Entra ID

Compromise Azure AD through Application Permissions
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Global 
Administrator

Add Member

Application
Administrator

Add Credential



Account

Attacker

Owner

Entra ID

Compromise Azure AD through Role Assignable Group Owner Rights

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

Global 
Administrator

Add Member

Role 
Assignable 

Group

Member of



Solarigate “Tenant Hopping”

Tenant 
A

Tenant 
B

Tenant A admin is Global 
Admin in Tenant B

Partner
Delegated 

Administration

• Tenant Hopping (patent pending ) is when an attacker compromises one tenant to jump to 
another, often with privileged rights.

• Similar to trust hopping in Active Directory.

• Solarigate attackers leveraged partner connections. 
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Delegated Admin

Entra ID Menu Item: Delegated admin partners
https://portal.azure.com/#view/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/~/PartnerRelationships 

57

https://portal.azure.com/#view/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/~/PartnerRelationships


Partner Relationships – aka Delegated Administration
• A configured partner can have admin rights to a customer tenant (“delegated administration”). 

• This is provided when the partner requests access to the customer environment. 

• When the customer accepts this request:

• “Admin agent” role in partner tenant is provided effective “Global Administrator” rights to 
customer tenant.

• “Helpdesk Agent" role in partner tenant is provided effective "Helpdesk Administrator" 
(Password Administrator) rights to customer tenant.

• These are the only options. 

• They apply to all customer environments – there is no granular configuration. 

• A partner with dozens of customers will result in all partner accounts in these groups having 
elevated rights in all customer environments.

Shift to granular delegated admin privileges (GDAP) ASAP!

Check Partner Configuration for your tenant here: 
https://portal.azure.com/#view/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/~/PartnerRelationships 

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com
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Move to Granular 
Delegated Admin 
Privileges (GDAP)

https://learn.microsoft.com/en-us/partner-center/gdap-introduction 

59
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What about Admins Synchronized 
from On-Prem AD?
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https://posts.specterops.io/hybrid-attack-paths-new-views-and-your-favorite-
dog-learns-an-old-trick-335652a164df?gi=543e6e7a310d 
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Yeah, 
don’t do that
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Midnight 
Blizzard

January 12, 2024
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Test Tenant

Production Tenant

Malicious
OAuth App

Non-production
System

Legacy Test
OAuth 

App

Malicious
OAuth App

Midnight Blizzard & Microsoft (November 2023)
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What We Know
• Midnight Blizzard – a Moscow-supported espionage team also known as APT29 or Cozy Bear – 

"utilized password spray attacks that successfully compromised a legacy, non-production test tenant 
account that did not have multifactor authentication (MFA) enabled.“

• After gaining initial access to a non-production Microsoft system, the intruders compromised a 
legacy test OAuth application that had access to Microsoft’s corporate IT environment.

• The actor created additional malicious OAuth applications. 

• They created a new user account to grant consent in the Microsoft corporate environment to the 
actor controlled malicious OAuth applications. 

• The threat actor then used the legacy test OAuth application to grant them the Office 365 Exchange 
Online full_access_as_app role, which allows access to mailboxes.

• They then used this access to steal emails and other files from corporate inboxes belonging to top 
Microsoft executives and other staff. 

• They used residential broadband networks as proxies to make their traffic look like it was all 
legitimate traffic from work-from-home staff, since it was coming from seemingly real users' IP 
addresses.

• This all happened in late November, Microsoft didn't spot the intrusion until January 12, and the 
compromised email accounts included those of senior leadership and cybersecurity and legal 
employees.

• "If the same team were to deploy the legacy tenant today, mandatory Microsoft policy and workflows 
would ensure MFA and our active protections are enabled to comply with current policies and 
guidance, resulting in better protection against these sorts of attacks."

https://www.theregister.com/2024/01/27/microsoft_cozy_bear_mfa/ Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com
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https://msrc.microsoft.com/blog/2024/03/update-on-microsoft-actions-following-attack-by-nation-state-actor-midnight-blizzard/ 
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Securing Entra ID 
Administration
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Securing Entra ID

https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-
on-premises-attacks/ba-p/1751754 Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com
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https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-on-premises-attacks/ba-p/1751754


Securing Entra ID - 
Microsoft Summary

Fully Isolate Entra ID & Microsoft 365 
admin accounts 
They should be: 

1. Created in Entra ID.
2. Required to use Multi-factor 

authentication (MFA).
3. Secured by conditional access.
4. Accessed only by using Azure 

Managed Workstations.

There should be no on-prem accounts 
with highly privileged Entra ID rights.
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Securing Entra ID - Microsoft Summary
Manage from Cloud controlled Devices
Use Azure AD Join and cloud-based mobile device management (MDM) to eliminate 
dependencies on your on-premises device management infrastructure, which can 
compromise device and security controls.

No on-prem account has Azure AD / Microsoft Office 365 privileges
Privileged on-premises software must not be capable of impacting Azure AD privileged 
accounts or roles.

Use Azure AD cloud authentication to eliminate on-prem credential dependencies. 
Always use strong authentication, such as Windows Hello, FIDO, the Microsoft Authenticator, 
or Azure AD MFA.

https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-
on-premises-attacks/ba-p/1751754 Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-on-premises-attacks/ba-p/1751754
https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-on-premises-attacks/ba-p/1751754


On-Prem: Entra Password Protection

• Prevent users from selecting 
known bad passwords

• Start in audit mode to get an 
idea how bad it is

https://aka.ms/deploypasswordprotection   
Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://aka.ms/deploypasswordprotection


Phishing Defensive Layers
Require Users to MFA, preferably FIDO2

• Authenticator App recommended. Better performance and less prompts 
(behaves as authentication token broker)

Conditional Access Policy
• MFA,Location, App, etc

Risk Based Policy
• Only prompt when Risk detected

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

People will fall to Phishing no matter what so we must monitor…



Key Cloud 
Administration 
Security Controls

• Use admin systems for cloud administration

• Enforce FIDO2 for Trimarc Level 0 & 1 roles

• FIDO2 keys for Emergency “Break Glass” Accounts

• Leverage Conditional Access policies to enforce MFA for admins from all locations
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Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://x.com/merill/status/1821027962864726249/photo/1 

https://x.com/merill/status/1821027962864726249/photo/1


Common 
Persistence 
Method Checks

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/detect-and-remediate-illicit-consent-grants?view=o365-worldwide

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/detect-and-remediate-illicit-consent-grants?view=o365-worldwide

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/detect-and-remediate-illicit-consent-grants?view=o365-worldwide

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/detect-and-remediate-outlook-rules-forms-attack?view=o365-worldwide

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/detect-and-remediate-outlook-rules-forms-attack?view=o365-worldwide

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/detect-and-remediate-outlook-rules-forms-attack?view=o365-worldwide

https://docs.microsoft.com/en-us/powershell/module/exchange/powershell-v2-module/get-exomailboxpermission?view=exchange-ps

https://docs.microsoft.com/en-us/powershell/module/exchange/powershell-v2-module/get-exomailboxpermission?view=exchange-ps

https://docs.microsoft.com/en-us/powershell/module/exchange/powershell-v2-module/get-exomailboxpermission?view=exchange-ps

Review Illicit Consent Grants
https://docs.microsoft.com/en-us/microsoft-
365/security/office-365-security/detect-and-remediate-illicit-
consent-grants?view=o365-worldwide  

Review Exchange Forms/Rules for potentially malicious settings.
https://docs.microsoft.com/en-us/microsoft-
365/security/office-365-security/detect-and-remediate-outlook-
rules-forms-attack?view=o365-worldwide  

Review Exchange Online mailbox permissions for 
unusual/unintended configuration (Get-ExoMailboxPermission)
https://docs.microsoft.com/en-
us/powershell/module/exchange/powershell-v2-module/get-
exomailboxpermission?view=exchange-ps  

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/detect-and-remediate-illicit-consent-grants?view=o365-worldwide
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https://docs.microsoft.com/en-us/powershell/module/exchange/powershell-v2-module/get-exomailboxpermission?view=exchange-ps
https://docs.microsoft.com/en-us/powershell/module/exchange/powershell-v2-module/get-exomailboxpermission?view=exchange-ps
https://docs.microsoft.com/en-us/powershell/module/exchange/powershell-v2-module/get-exomailboxpermission?view=exchange-ps


Conclusion

Slides, Video & Security Articles:  
Hub.TrimarcSecurity.com

Attackers are targeting the cloud

Identifying common security issues and resolving 
them improves system security.

Fixing these issues provides improved breach 
resilience.

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://hub.trimarcsecurity.com/


Questions?

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com
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