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2019: Avenues to Compromise
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2019: State of Security

ALocal Administrator Passwords Not  ADefault Domain Administrator
Managed on Workstations or Servers Account SPN
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A Accounts with Delegated Rights to AD ADCs with minimal event auditing
AKerberos Delegation
A CrossForest Administration
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Common AD Security Issues:
Active Directory Admins

Admin accounts with old passwords

Kerberos Service Principal Names (SPNSs)

Service Accounts

Account Usage

13



AD Admins
with Old Passwords

A Ensure privileged account passwords
change annually.

A Older passwords are typically poor and
easier to guess.

A Password Spraying Rerberoastingare
popular attack methods for
compromising accounts lacking strong

passwords.

Lab.trimarcresearch.com AD Admins:

name DistinguishedName PasswordLastSet

admMBailey CN=admMBai ley,0U=Admin Accounts,0U=AD Management,DC=Lab,DC=trimarcresearch,DC=com 11/10/2019 11:26:46 PM

admEGray CN=admEGray,DU=Admin Accounts,0U=AD Management,DC=Lab,DC=trimarcresearch,DC=com 11/10/2019 11:27:06 PM
VMwareAdmin  CN=VMWareAdmin,OU=Service Accounts,DC=trimarcresearch ,DC=com 11/10/2019 11:57:14 PM
SharepointSVC CN=SharepointSVC,0U=Service Accounts,DC=Lab,DC=trimarcresearch,DC=com 11/13/2019 9:18:33 AM
Administrator CN=Administrator,CN=Users,DC=trimarcresearch ,DC=com 2/11/2020 2:08:55 PM
Administrator CN=Administrator,CN=Users,DC=Lab,DC=trimarcresearch,DC=com 5/19/2020 4:32:44 PM 14
SVC-LAB-GMSA1 CN=SVC-LAB-GMSA1l,CN=Managed Service Accounts,DC=Lab,DC=trimarcresearch,DC=com 6/10/2020 8:15:07 AM



Password Spraying Overview

OSpring2024

oSummer2024

No account lockout since 1 password is used in authenticatid ~

attempt for each user in the list (typically all or just admins) then the
password spray tool pauses before moving onto the next password.




Domain Controller

Cracking
Service

Account e
-
Passwords

R
=
User's Waorkstation %

(Kerberoast poplcatd secve

ACLERSEVERECE  AUser requests service tickets for targeted
service tickets & service account.

crack offline. ANo elevated rights required.
ANo traffic sent to target.




Action: Limit Password Attack Capabillity

Password Spraying Kerberoast

LYLX SYSYy(d | tl aagz2NR TA {ESNbeivize abtBuRtsi@ passvbrdd >25
LI 34 62NRaé¢ Ay (GKS Sy @A NPcaradsfsi o

Domain Password Policy should be set to 12 Leverage Group Managed Service Accounts
characters or more (preferably 15). (GMSASs) where possible.

FineGrained Password Policies (FGPP) provide Create honeypot account & monitor for Kerberos
flexibility. Authentication.

https://www.hub.trimarcsecurity.com/post/trimareresearchdetectingkerberoastingactivity 17



https://www.hub.trimarcsecurity.com/post/trimarc-research-detecting-kerberoasting-activity

Check Default Domain Administrator Account for Issues

AAccount Enabled?
APassword changed recently?
AAccount has a SPN?

ARecent logon? ) ) ) o
1 O02dzyi aKz2dzZ R 0SS NbaSNXSR |[a [y

lab.trimarcresearch.com Default Domain Administrator Account:

Name Enabled Created PasswordLastSet LastLogonDate ServicePrincipalName

Administrator True 11/10/2019 3:36:51 PM 5/19/2020 4:32:44 PM 5/11/2020 1:16:56 PM {MSSQLSvc/GammaDB23:1434, MSSQLSvc/GammaDBl4:1434, MSSQLSwvc/Gamm

18



AD Admin
Account
Checks

Get-ADGroupMember Administrators -Recursive

APasswords change regularly (every year)
ADisable inactive accounts

ARemove disabled accounts

ANo SPNs on accounts associated with people
AMember of Protected Users group

ANo computer accounts

AScrutinize Service Accounts
AWhat do they do?
AWhere do they run?
AWhat computers do they authenticate to?
AWhat rights are actually required?

https://qithub.com/Trimarc/InvokeTrimarcADChecks 19



https://github.com/Trimarc/Invoke-TrimarcADChecks

Action:
Improving AD
Admin Account
Security

Limit accounts in privileged AD admin groups.

Ensure AD admin accounts have passwords change
annually (at a minimum).

Assume no service accounts need to be in AD admin
groups.

9y adz2NE Ittt !'5 FRYAY | 002
are members of the Protected Users group.

Ensure no AD admin accounts associated with people
have Kerberos Service Principal Names (SPNSs).

Disable accounts that are no longer in use (and event
remove from privileged groups).




Action:
Reducing
Service
Account
Rights

ADetermine rights actually required.
ADelegate only these rights.

ARemove from AD Admin groups (Domain
Admins, Enterprise Admins, domain
Administrators etc).

ALeverage Group Managed Service
Account (GMSA) to manage account
password automatically.

ALimit service account access & location
(especially if highly privileged).

APrevent Interactive logon capability

21
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Kerberos Delegation

User’'s Workstation Database Server
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Kerberos Delegation

Delegation = Impersonation

A Unconstrained:
Impersonate users connecting to service to ANY
Kerberos service.

A Constrained:
Impersonate authenticated users connecting to service
to SPECIFIC Kerberos services on servers.

A Constrained with Protocol Transition:
Impersonate any user to SPECIFIC Kerberos services o
ASNBSNARP ol 1l aYSNbSNRa al
A Resourcebased Constrained Delegation:

Enables delegation configured on the resource instead
of the account.




Action List: Kerberos Delegation

GOOD:
A{SG Itf 15 T RYAY I O02dzyia G2Y Q&! ([4Accountis sensitive and cannot be delegated A &' S
AwSY2@S |ttt RStS3IlIdAZ2Y | 002dzyda UGUKFIG R2y QU0 KIS YSNDS

BEST:

A'RR Fff 1'5 I RYAY 002dzyia 2 0UKS Gt NPGSOUSR ! aSNRE¢ 3
A Convert Unconstrained delegation to Constrained delegation.

A Work to remove Kerberos delegation from accounts where no longer required.

A Ensure tsc)arvu:e accounts with Kerberos delegation have long, complex passwords (preferably group Managed Service
ccounts

As52y Qi dzaS 52YIFAY [/ 2YyOUNREttSN {tba ¢KSyYy RSEtSIAFGAYyID
A Restrict & monitor who has the ability to configure Kerberos delegation.
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Common AD Security Issues: Custom Permission:




Group Policy Misconfiguration

User Rights Concerning
Assignments configurations

J J J

Permissions

Full Control

J J

26



Common AD Security Issues: DCs

=

Print Spooler service
running

Installed applications
and agents

X

1l

Event auditing issues

Old version of
VMware Tools

Still running Windows
Server 2012 (or
older!) on DCs

User Rights
Assignments applied
to DCs (via GPO)

Insecure remote
access tools

27



Most Important DC Auditing Settings

AAccount Logon ALogon and Logoff
A Audit Credential Validation: S&F A Audit Account LockouEailure
A Audit Kerberos Authentication Service: S&F A Audit Logoff: Success
A Audit Kerberos Service Ticket Operations: Success A Audit Logon: S&F

A Account Logon: Audit Other Account Logon Events: S&F A Audit Special Logon: Success & Failure
' Event
AACC()unt Management A Audit Other Logon/Logoff Events

A Audit Computer Account Management: S&F AObjeCt Access

A Audit Other Account Management Events: S&F A Audit File System: Failure

A Audit Security Group Management: S&F A Audit Registry: Failure

A Au.dlt User Accou?t Management: S&F A POlICy Change
ADeta”ed TFaCklng A Audit Audit Policy Change : S&F

A Audit DPAPI Activity: S&F A Audit Authentication Policy Change : S&F

A Audit Process Creation: S&F A Audit MPSSVC Rdlevel Policy Change: Success
ADS Access ASystem

A Audit Directory Service AcceS&F A Audit IPSec Driver: S&F

A Audit Directory Service Changes: S&F A Audit Other System Events: S&F

A Audit Security State Change : S&F

AP”VIIege USQ_ . A Audit Security System Extension : S&F
A Audit Sensitive Privilege Use: S&F A Audit System Integrity : S&F



Domain
Controller
Security:

User Rights
Assignment

A Add workstations to domain
A Only AD Admins & specific groups/accounts should have this right

A Allow log on locally & Allow log through Terminal Services (RDP)

Ahyt e

A452YFAY

A Debug programs
A Not required

| RYAY aé

2NJ a! RYAYA

A Enable computer and user accounts to be trusted for delegation

(Kerberos)
Ahyt &

A452YFAY

l RYAYaé

2NJ G! RYA YA

A Load and unload device drivefsan compromise DC)
A Not required

A Manage auditing and security lofgan clear security logs)
A AD Admins & Exchange groups only

A Take ownership of files or other objec{®ecome owner of AD

objects)
Ahyt @

A452YFAY

| RYAY & ¢

2NJ a! RYAYA

29
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SQL

Domain Controller ADFS
Security:
Azure AD Connect
Gb 2 - v
[ 2y U NP Management Console (not the agent)

Applications List
Firefox

Chrome

(old) Remote console software




Domain
Controller
Security:

Typical
DC Agents

VMware Tools

wYou are running the current version, right?
(VMware Tools 12.3.510/26/2023)

wVersions older than 10.1.0 are vulnerable to a
significant security issue (VIX API)

EDR

wHas live response capability (console) with
system/admin rights on the DC

Management (SCCM)

wCan install/run code on the DC

Splunk Universal Forwarder

wDefault install has the ability to run code

31




DCs: Only Run Supported Versions of Windows

Microsoft Server Support Start Mainstream Support Extended Support
Operating System Date End Date End Date
Windows Server 2022 11/2/2021 10/13/2026 10/14/2031
Windows Server 2019 11/13/2018 1/9/2024 1/9/2029
Windows Server 2016 10/15/2016 1/11/2022 1/23/2027
Windows Server 2012R2 11/25/2013 10/9/2018 10/10/2023
Windows Server 2012 10/30/2012 10/9/2018 10/10/2023

Windows Server 2008R2 10/22/2009 1/13/2015 1/14/2020

32



Action: DC Security

Ensure Review

Ensure Ensure DC User Ensure DCs are  Ensure you are Review all Ensure DCs are
Advanced Rights only operating running the agents on DCs running current
Auditing is Assignments as Domain current and identify Windows
enabled & are configured Controllers with  VMWare Tools those that can versions & keep
configured appropriately in 0 unnecessary version on install/run code patched
appropriately in DClinked GPOs  applications virtual DCs

DClinked GPO

33
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Active Directory Certificate Services (ADCS)
Security Issues

AAuditing Issues

AMisconfigured Certificate Template
ASAN without Manager Approval
ASubCA certificate without Manager Approval
AOverlypermissive AD Object ACLs (ex. auth users with GenericAll)

AVulnerable PKI Object Access Control (AD permissions)
AEDITF_ATTRIBUTESUBJECTALTNAME?2
AHTTP Enrollment Enabled

35



ADCS Auditing

i l ~a .
| CA Properties CA Properties
Extensions Storage Cerificate Managers
General Policy Module Exit Module
Enrollment Agents Auditing Recovery Agents Security

Extensions Storage Certificate Managers
General Policy Module Exit Module
Enrollment Agents Auditing Recovery Agents Security

To start logging events to the security log, you must enable the "Audit object

To start logging events to the security log. you must enable the "Audit object
access’ setting in Group Policy.

access’ setting in Group Policy.

Events to audit:

Back up and restore the CA database
Change CA configuration

Events to audit:

[]Back up and restore the CA database
[[] Change CA configuration

[[] Change CA security settings Change CA security settings
|:| lssue and manage cedificate requests Issue and manage certificate requests
[C] Revoke certificates and publish CRLs

[[] Store and retrieve archived keys

[] Start and stop Active Directory Certificate Services

Revoke certificates and publish CRLs
Store and retrieve archived keys
Start and stop Active Directory Certificate Services

Recommended CA Auditing
Aoply

Default CA Auditing
oK




Templates with Dangerous Configs

ATemplates options include:

=]

Alf a normal user can s

AWho can enroll/auteenroll

ACertificate purpose(s)/approved use(s)
AWnho is this certificate for?

Als approval required?

pecify the subject of the certificate,

that user can request a certificate on behalf of any other

entity in the domainnc
Controller.

uding a Domain Admin or Domain

ATrimarc has found at least one certificate that matches thi

RSAaONRMLII A 2

YV AY dopr 2F 0K
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EDITF _ATTRIBUTESUBJECTALTNAME

Controlling User Added Subject Alternative Names

An Active Directory® Certificate Services CA offers several methods to add subject alternative names (SANs) to a
certificate:

1. Add from known AD object attributes — The CA can add alternative names from a defined subset of attributes
when you choose to add the subject information from Active Directory®. The CA performs this addition, and the

data is not specified by the user. Manipulation would require an attacker to be able to manipulate the values of
attributes for a user in Active Directory®.

2. Add as an extension in the certificate request — If the template is configured for “supply in request”, the

extensions requested will be honored by the CA if supported. The alternative names are provided by the requestor.

3. Add as an attribute that accompanies the certificate request — Requires the CA to allow user-specified alternative
names via the EDITF_ATTRIBUTESUBJECTALTNAME?2 flag. If this flag is set on the CA, any request (including when

the subject is built from Active Directory®) can have user defined values in the subject alternative name.

Allowing users to define arbitrary alternative names poses risk to the PKI if it is not implemented with proper controls.
Anytime you allow a user to define SANs, implement the following additional controls:

e Requests that may contain user-defined alternative names should be set to “pending” when submitted and
reviewed by a Certificate Manager prior to issuance

» Do not allow a single person to have the ability to both add SANs and approve the request




EDITF ATTRIBUTESUBJECTALTNAMEZ

It is strongly recommended not to enable the EDITF ATTRIBUTESUBJECALTNAME2 flag on an enterprise CAJIf this is
enabled, alternative names are allowed for any Certificate Template issued, regardless of how the subject of the
certificate is determined according to the Certificate Template. Using this feature, a malicious user could easily generate

a certificate with an alternative name that would allow them to impersonate another user. For example, depending on

the issuance requirements, it may be possible for a malicious user to request a new certificate valid for smart card logon

and request a SAN which contains the UPN of a different user. Since smart card logon uses UPN mapping by default to
map a certificate to a user account, the certificate could be used to log on interactively as a different user, which could

be a domain administrator or other VIP account. If this flag is enabled, the CA should be limited to require Certificate

Manager approval or limit enrollment permissions to only trusted accounts.

39



Secure Your HTTP Endpoints

{Enforce & Enable wEnforce HTTPS & Enable Extended Protecti

for Authentication (EPA)

wDisable NTLM auth on IIS on your AD CS
servers

wDisable NTLM auth on your AD CS servers

Best Option:  wRemove all ADCS HTTP endpoints.

40



ACTION: ADCS Security Checks

ALots of areas in.default configs for attackers to take advantage of.
ATrimarc finds Critical issues in 99% of environments with ADCS.

APerform the following to improve ADCS securlty

AReview CA auditing settings
. ) PS C: \U s\Administrator\Documents\Locksmith> Invoke-Locksmith
AReview certificate template configuration T T L T T T T T T
. 3 g . I | | | |\ R [ e |
AReview AD PKI object permissions e o o |

ACheck for EDITF_ ATTRIBUTESUBJECTALTN. -
ASecure ADCS HTTP-endpoints i

Identifying AD CS t pl ates with danger onfigurations
Identifying AD CS tem pl ate and other bj t with poor access control...
Identifying HTTP-based certi f ate enrollment interfaces...

###H#HH#EHE Auditing Not Fully Enabled ####H##H###H#

DETECT CA Auditing is not fully enabled. Current value is ©
DETECT foal-CA Auditing is not fully enabled. Current value is ©

Locksmithhttps://github.com/Trimarc/locksmith



https://github.com/Trimarc/locksmith

EN Administrator: Windows PowerShell

PS C:\Users\Administrator\Documents\Locksmith> Invoke-Locksmith

Gathering AD CS Objects from horse.local...

Identifying auditing issues...

Identifying AD CS templates with dangerous configurations...

Identifying AD CS template and other objects with poor access control...
Identifying HTTP-based certificate enrollment interfaces...

H#H#H##H##E Auditing Not Fully Enabled #i##########

Technique : DETECT

Name : CA

DistinguishedName : CN=CA,CN=Enrollment Services,CN=Public Key
Services,CN=Services,CN=Configuration,DC=horse,DC=1ocal

Issue : Auditing is not fully enabled. Current value is ©

Fix . certutil.exe -config 'WIN-UHFOTRGHLQ7.horse.local\CA' -setreg
‘CA\AuditFilter' 127; Invoke-Command -ComputerName
"WIN-UHFOTRGHLQ7 .horse.local’ -ScriptBlock { Get-Service -Name
'certsvc' | Restart-Service -Force }

Technique : DETECT

https://qgithub.com/Trimarc/locksmith



https://github.com/Trimarc/locksmith

Common Security Issues:
Azure ADEntralD



Azure AD EntralD Common Security Issues

Privileged Account Issues

wStandard user accounts are members

wService Accounts / Service Principals are members
wAccount(s) authenticate from user workstations

wUsing PIM, but all/most are permanently active, not eligible.
wMFA not configured on highly privileged role members

Applications with Highly Privileged Permissions

wHighly privileged applications (Trimarc Level 0) with standard user account as owner
wStandard user account in Application Administrator and/or Cloud Application Administration role(s).

Group Nesting

wRole Assignable Groups in highly privileged roles (Trimarc Level 0)

Partner AccessDelegated Access Permissions

wGlobal Administrator
wHelpdesk Administrator

44




Highly Privileged Standard User Accounts

Global Administrator | Assignments

Privileged Identity Management | Azure AD roles

« + Add assignments @ Settings O Refresh \Lf Export R'_VJ Got feedback?

Manage

R Eligible assignments Active assignments  Expired assignments

[2) Description ‘ £ Search by member name or principal name

£33 Role settings Name Principal name Type Scope Membership State St... End time

Global Administrator

Shayla Young Shayla.Young@BigMegaCorp.com User Directory Direct Assigned 9/... Permanent
Seana Brennan Seana.Brennan@BigMegaCorp.com User Directory Direct Assigned 9/... Permanent
Janeya Craig Janeya.Craig@BigMegaCorp.com User Directory Direct Assigned 9/... Permanent
Annalina Herman  Annalina.Herman@BigMegaCorp.com User Directory Direct Assigned 9/... Permanent
Cadence Sparks Cadence.Sparks@BigMegaCorp.onmicrosoft.com  User Directory Direct Assigned 9/... Permanent
Sean Metcalf sean@bigmegacorp.com User Directory Direct Assigned - Permanent
Chrissa Bradley Chrissa.Bradley@BigMegaCorp.com User Directory Direct Assigned 9/... Permanent
Kenya Bryan Kenya.Bryan@BigMegaCorp.com User Directory Direct Assigned 9/... Permanent
Aafiyah Rodgers Aafiyah.Rodgers@BigMegaCorp.com User Directory Direct Assigned 9/... Permanent
a5

Showing 1 - 9 of 9 results.



PIM Members are Permanent, Not Eligible

_ Global Administrator | Assignments

Privileged Identity Management | Azure AD roles

« -+ Add assignments @ Settings O Refresh J_z Export ,'O:VJ Got feedback?
Manage

e Eligible assignments Active assignments  Expired assignments

[2] Description ‘ A Search by member name or principal name

3% Role settings Name Principal name Type Scope Membership State St... Endtime

Global Administrator

Shayla Young Shayla.Young@BigMegaCorp.com User Directory Direct Assigned ..l Permanent
Seana Brennan Seana.Brennan@BigMegaCorp.com User Directory Direct Assigned ..l Permanent
Janeya Craig Janeya.Craig@BigMegaCorp.com User Directory Direct Assigned ..l Permanent
Annalina Herman  Annalina.Herman@BigMegaCorp.com User Directory Direct Assigned ..l Permanent
Cadence Sparks Cadence.Sparks@BigMegaCorp.onmicrosoft.com  User Directory Direct Assigned ..l Permanent
Sean Metcalf sean@bigmegacorp.com User Directory Direct Assigned Permanent
Chrissa Bradley Chrissa.Bradley@BigMegaCorp.com User Directory Direct Assigned ..l Permanent
Kenya Bryan Kenya.Bryan@BigMegaCorp.com User Directory Direct Assigned ..l Permanent

Aafiyah Rodgers Aafiyah.Rodgers@BigMegaCorp.com User Directory Direct Assigned ..l Permanent

46
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Admin Accounts without MFA

The Following Global Admin Account(s) have MFA Successftully Configured:

UserDisplayName UserPrincipalName IsMfaCapable IsMfaRegistered IsPasswordlessCapable MethodsRegistered

Sean Metcalf sean@bigmegacorp. com True True True {microsoftAuthenticatorPasswordless,

The Following 7 Global Admin Account(s) don't have MFA Configured:
Cadence. Sparks@BigMegaCorp.onmicrosoft. com
Kenya.Bryan@BigMegaCorp.com

Janeya.Craig@BigMegaCorp.com

Annalina.Herman@BigMegaCorp.com

Seana.Brennan@BigMegaCorp.com

Chrissa.Bradley@BigMegaCorp.com

Shayla. Young@B1gMegaCorp. com




There are

100
EntralD
Roles!

Bole

Application Adminiztrater
Application Develaper

Abtack Paylaad Authar

Artack Simulation Adminiztrater
Artribube Azsignment Administratar
Abtribube Aosignment Feader
Abtribube Dsfinition Administrator
Abtribube Dsfinition Peader
Artribube Log Adminiztrator
Artribute Log Reader

Authentication Administrator
b i bili

Authentication Policy Adminiztrator
Azure DevOps Administrator

Aaure Infarmation Prokection Administrator
B2C IEF Keysct Administratar

E2C IEF Policy Adminiztratar

Eilling Adminiztrator

Cleud App Tecurity Administrater
Cloud Application Adminiztrater

Cloud Device Adminiztrater

Compliance Administrator

Cempliance Data Administrater
Conditional Access Administrator
Customer LochBox Access Approver
Deshtop Analptics Adminiztrater
Directory Resders

Directory Synchronization &ccounts
Directory YWriters

Dremain Mame &dminiztrater

Dynamics 365 Administrator

Diynamics F65 Business Genkral ddministrator
Edge Administratar

Exchange Administratar

Exchange Riecipient Administrator
External ID User Flow Administratar
External 10 User Flow Attribute & dministrator
External Identity Provider Administrator
Fabric Administrator

Global Administrator

Global Reader

Global Secure &ccess Administratar
Groups Administratar

Guest Inviter

Helpdesk Administrator

Hybrid Identity Administratar

Identity Governance Administrator
Insights Administrator

Insights Analyst

Insights Business Leader

Intunc Admi rator

Kaizala Adminiskrator

Knowledge Administrator

Knowledge Manager

License Adminiztrator

Lifecycle workflows Administratar
Mezznge Center Privacy Peader
Mezznge Center Reader

Picrozoft 365 Migratisn Adminiztrator
Picrozoft Entra Joined Dievice Lacal Adminizt
Picrozoft Hardware wWarranty & dminiskrakar
Microsoft Hurdwars Warranty Specialist
PMadern Commerce Adminiztrakor
Plekwark Adminiztrator

Office Apps Adminiztrator
Organizstiznsl Branding Administrator
Organizstionsl Meszages Appraver
Organizstionsl Mezsages Writer

Partner Tier] Suppeort

Partner Tier2 Support

Pazzword Administrator

Permiszions Management Administrator
Power Platfarm Adminiztrater

Printer Administrator

Printer Technician

Privileged Authentication Administrator
Privil:ged Rale Adminiztratar

Feports Reader

Search Administrator

Zearch Editar

Security Administratar

Security Operator

Zecurity Reader

Fervice Fuppert Administrater
ZharePaint Administrator

Shyps For Buziness Administratar
Teams Administrator

Teamz Communications Adminiztrater
Teams Communications Suppert Engineer
Teams © icstions Suppert Special

Can create and manage all arpects of app registrations and enberprise spps.
Can create application registrations independant of the 'Uzers can register applications’ setting,
Can create abkack paglonds that sn sdminiztrator can initiske later.

Can create and manage all aspects of atkack simulation campaigns.

Azzign cuskom zecuriby stiributs keys and values to supparted Micrazoft Entra objects.

Fiead custom security attribute keys and values For supparted Micrasaft Entra objects.

Dicfinne and manage the definition of custam security attributes.

Fiead the definition of custam security attributes.

Fiead sudit logs and configurs disgnostic settings For svents related o custom security attributes.
Fiead sudit logs related ko custom security atbributes.

Can access ko wicw, sek and reset authentication method i ion Far any dmi

uzer.
h

AbEAEI2-20d43-447-3402-362c2d5e 5523
eFle35e5-5621-4004-3Tcb-5T3624 deedTe
FeBAFOF2-12Tc-4de3-b135-6E dfbd240aSF
c430b3I6-2633-46oe-6F 5-db0BFEEEE2S
5831303 3-0B32-4Bae-Ae e 0-320443:47F3d
FF52fa5-35dc-465:-991d-Fe0T 3B AFSF
F424c6F0-2133-493¢-bbd0-26175536.44
145362 e-4 4 1-b 2604 c o 3F
5b'|‘8-133-l FA4b-4T12-a35T-T219Fc4 a2
d-5156-4504-535F-F 451, ded
«4¢33bd3-1100-4643-5c65-FE1E04a0071F
52516 d-2F0-40 d0-1; 14733

Customize zign in and sign up expericnes For users by creating and managing custom

Can craste and manage the authentication mathods palicy, tenant-wide MFA zcttings, puzsword protection policy, and ve

Can manage Azure DevOps policies and settings.
Can manage all azpects of the Azurs Infarmation Protection product.

Can manage secrets For Federation and encryption in the Identity Experience Framewark [IEF].

Can create and manage trust Framework policies in the Identity Expericnce Framewsrk (IEF].

Can perform commen billing related tashs like updating payment information.

Can manage all azpects of the Defender for Cloud Apps product,

Can creats and manage all aspects of app registrations and enterprise apps cxcept application proxy.
Limited access to manage devices in Microsoft Entra |

Canread and manage cemplisnce configuration and reperts in Misrazoft Entra ID and Misrezoft 365,
Creates and manages compliancs content,

Can manage Conditional Access capabilitics.

Can appreve Micresoft suppart requests bo access customer erganizational data,

Can accesz and manage Desktep management tools and services,

Can read basic direckory infarmation. Commenly uzed to grant directery read access te applications and guests.

Only used by Microsoft Entra Connect service.
Canread and writs bazic dncctory infermation, Far granting access to applications, nok intended for users,
Can manage demain names in cloud and on-premizes.,
Can manage all azpects of the Dpnamics 365 product,

Can access Dynamics 365 Business Central environments and perform all administrative tasks on the environments.

Mlanage all aspects of Micrasoft Edge.
Can manage all aspects of the Exchange produst,

Can create or update Exchangs Online recipicnts within the Exchange Online organization.

Can create and manage all aspects of user Fows.

Can create and manage the attribute schema available ta all user flows.

Can configure identity providers for uze in direct Federation.

Can manage all aspects of the Fabric and Fawer Bl product.

Can manage all aspects of Micrasoft Entra |0 and Micrasoft services that uze Microsoft Entra identitics.
Can read ererything that a Glabal Administrator can, but not update anything.

Create and manage all azpecks of Microsoft Entra Inkernet Axcess and Microsoft Entra Private cess, including managin
Flembera of this rale can create/manage groups, createmanage graups settings like naming and copiration policies, and v

Can invite quest uzers independent of the ‘members can invite quests’ setting.
Can reset pazswords for nan-administraters and Helpdesk Administratars.

Can manage Active Directory b Micrasoft Entra cloud provisioning, Micrasaft Entra Connect, Pazs-thraugh Authenticat

Manage access using Micrazaft Entra ID for identity governance scenarias.
Haz administrative access in the Microsaft 365 Insights app.

Azcess the analytical capabilities in Microsoft Yiva Insights and run custom queries.
Can view and share dashboards and insights via the Micrasaft 365 Insights app.
Can manage all aspects of the Intune product.

Can manage settings For Microsoft Kaizala.

Can canfigure knawledge, learning, and ather intelligent Features.

Can arganize, create, manage, and promate bopics and knowledge.

Can manage product licenses on users and groups.

Create and manage all aspecks of workflows and tasks ascociated with Lifecycle wWorkflows in Microsoft Entra 1D,

Can read security messages and updates in OFfice 368 Mezzage Center anly.
Can read messages and updates for their arganization in OFfics 565 Muzsage Center only.

Perfarm all migration functionality te migrats conkent b Microzoft 365 uzing Migration Manager.

Users azsigned ks thiz role are added ko the local sdministratars group on Micrazaft Entra jined devices.

Create and manage all azpectz warranty cluims and entitlements Far Bicros o fe manufactured hardwars, like Surface and He

Create and resd warranty clims Far Micresoft manuFactured hardware, like Surface and HeloLens.
Canmanage commercial purchases For o company, deparkment o team.

Can manage network locakions and review enterprize netwsrk design insights for Microsoft 365 Software 2z 3 Service 3p
Canmanage Office spps cloud services, including policy and settingz management, and manage the ability bo select, unsels

Planage all azpects of srganizational branding in a tenant.

Fievicw, apprave, of rejeck new srganizational meszages for delivery in the Micrazoft 368 sdmin center Befors they are 5o
Write, publish, manage, and review the srganizational messages for end-uzers through Micresoft product surfaces.

Do ok uze - nat inkended for general use.
D not use - not inkended for general uze.

Can reset pazswords for d and Pazzward
Manage all aspects of Microsoft Entra Permizsions Management.

Can create and manage all aspects of Micresoft Dynamics 365, Power Apps and Power Automate.

Can manage all azpects of printers snd printer conneckorz.

Can register and unregister printers and update printer status,

Can secess ko view, 2ot and reset suthentication method infoarmation For any user (3dmin or non-admin].
Can manage rele assignments in Microsoft Entra |0, and all aspects of Privileged Identity Management.
Can read signein and sudit reports.

Can create and manage all aspects of Micrasoft Search settings.

Can creake and manage the editarial content such az bookmarks, B and &z, locations, Flaorplan,

Canread security information and reports, and manage configuration in Microsoft Entra 1D and OFfice 365,
Creates and manages security cvents.,

Can read security infermation and reports in Micresoft Entra |0 and Office 365,

Can read service health infermation and manage suppert tickets,

Can manage all azpects of the SharePaint service,

Can manage all azpects of the Shype for Business product,

Can manage the Micrezoft Teams service.

Can manage calling and mectings Festures within the Microzoft Teams service.

Can troubleshoot commumcanon. izzues within Teams -u.ing advanced toeols

—

Teamz Devices Adminiztrater

Tenant Creatoer

Usage Summary Feparts Reader

User Adminiztrater

Wirtual Visits Administrator

Wiva Goals &dministrator

Wiva Pulze Administrator

windows F65 Adminiztrator

“windows Update Deployment Administratar
Tammer Administrator

Can kbl igzues within Teams uzing basic teols
Can perform management related tazks onTeams <
Create new Microzoft Entra or Azure AD B2C tenants.

Ficad Usage reports and Adoption $core, buk can't access uzer detailz.

Can manage all azpects of uzers and groups, including resetting pazsweords for limited sdminz.
Mlanage and share Virtual Yisits information and metrics from admin centers or the Yirtual Yisitz app.
Manage and configure all aspects of Microsaft Yiva Goals.

Can manage all settings For Microsoft Yiva Pulse app.

Can provision and manage all aspects of Cloud PCs,

ed devices.

Can create and manage all aspects of Windows Update deployments through the *indows Update for Business

Mlanage all aspects of the Yammer service.
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a A ONR & 2 T U Endrallx Rélesd ist [PRIMISEGED]

A Application Administrator

A Application Developer

A Authentication Administrator
AB2C IEF Keyset Administrator
ACloud Application Administrator
ACloud Device Administrator
AConditional Access Administrator

ADirectory Synchronization Accounts

ADirectory Writers
A Global Administrator
A Global Reader

AHelpdesk Administrator
AHybrid Identity Administrator
Alntune Administrator
APassword Administrator

APrivileged Authentication
Administrator

APrivileged Role Administrator
A Security Administrator

A Security Operator

A Security Reader

AUser Administrator

https://learn.microsoft.com/enus/azure/activedirectory/roles/privilegedroles-permissions?tabs=admicenter 49
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Trimarc Level @ntralD Roles

Effective Full Admin Rights or Capability to Gain Full AdnimtialD

A Global Administrator

A Full admin rights to th&ntralD, Microsoft 365, and-tlick full control of all Azure subscriptions
From Azure AD to Active Directory (via Azgrén Unanticipated Attack Path (2020)

A Hybrid Identity Administrator
Aal | g ONBIF{IS>E YIFIylIr3aS YR RSLIX 2& LINPOJAA&A?2 ¥AEnHaID§J%ilyfg'-F7\E
Cloud Provisioning as well as manage MicroBatfraConnect, Pasthrough Authentication (PTA), Password hash
synchronization (PHS), Seamless Single@igiseamless SSO), &dkeration settingsb €

A Partner Tier2 Support

Aa¢KS tIFNIYSNI ¢CASNH,_ {dzlJLI2NI_ NRBf S or¥ NBGatlBigistrdtdys@arid g 2 N
I RYAYAQUNIF U2NR O0OAYyOtdzRAY3d Dt 20t ' RYAYAQUNIrUZ2NAOLO
ay2d ljdzAdS a8 LI2oSNFdzZ | & Df2olf ! RYAYSEZ odzi GKS NZ
Fye ZUKSNJ LINAYOALIN t uz Dt2olf IRYA%fQDaA . .
The Most Dangerousntraw 2t S 2dzZQ@PJS ot NPOolF ot e SOSNJ I SFNR h¥

A Privileged Authentication Administrator o ) ] )

Aa{Si 2NI NBaSi lye | dziKSYidAOFEOA2Y YSUK2R O6AYyOf dzZRA Y :
Force users to reegister against existing nepassword credential (such as MFA og FIDO) and revoke remember
MFA on the device, prompting for MFA on the nextdigh 2 ¥ | dza S NR d¢

A Privileged Role Administrator o ) ) )
AadLaSNRE  gA0K GKAAa_NRtS OFy BhrayD, ad tvell Awithth MicrasaihtEhRrivilsgédi a
LRSyGAGe al ylF3asySydo X | | _ o
'{'r\lésfmée %rant,s the ability to manage assignments for all Micrdsatftaroles including the Global Administrator
a

50
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Trimarc Level EntralD Roles (1 of 2)

Highly Privileged Rights that have Privilege Escalation Potential Depending on Tenant Configuration or
ability to reconfigure the security posture of the tenant

Application Administrator

Authentication Administrator

Domain Name Administrator

Microsoft EntraJoined Device Local
Administrator

Cloud Application Administrator

Conditional Access Administrator

Directory Synchronization Accounts

Directory Writers

Microsoft Description

This is a privileged role. Users in this role can create and manage all aspects of enterprise applications, applideditonse@asnd application
proxy settings.

This is a privileged role. Set or reset any authentication method (including passwords)-fimaonstrators and some roleseguire users
who are noradministrators or assigned to some roles teregister against existing ngmassword credentials (for example, M&AFIDO), and
can also revoke remember MFA on the device, which prompts for MFA on the neit.sign

Perform sensitive actions for some users.

This is a privileged role. Users with this role can manage (read, add, verify, update, and delete) domain names. Camfbdaraéidn
attacks.

Microsoft Entrajoin, the following security principals are added to the local Administrators group on the device.

This is a privileged role. Users in this role have the same permissions as the Application Administrator role, exchiuiiitg tinenanage
application proxy. This role grants the ability to create and manage all aspects of enterprise applications and applystations.

This is a privileged role. Users with this role have the ability to manage Micisw#Conditional Access settings.

This is a privileged role. Do not use. This role is automatically assigned to the MiEmisa@onnect service, and is not intended or support
for any other use.

Privileged rights: Update application credentials, Manage hybrid authentication policy in MidewgeftD, Update basic properties on
policies, & Update credentials of service principals

This is a privileged role. Users in this role can read and update basic information of users, groups, and service principals.
Privileged rights: Create & update OAuth 2.0 permission grants, add/disable/enable users, Featg Bigimvalidating user feesh tokens, &
Update User Principal Name of users.

https://learn.microsoft.com/enus/entra/identity/role-basedaccesscontrol/permissionsreference
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Trimarc Level EntralD Roles (1 of 2)

Highly Privileged Rights that have Privilege Escalation Potential Depending on Tenant Configuration or
ability to reconfigure the security posture of the tenant

Exchange Administrator

External Identity Provider
Administrator

Helpdesk Administrator

Intune Administrator

Password Administrator
Partner Tierl Support

Security Administrator

User Administrator

Users with this role have global permissions within Microsoft Exchange Online.
Trimarc flags this role since it is a role that threat actors target.

This is a privileged role. This administrator manages federation between MicEsiéiorganizations and external identity providers. With this role,
users can add new identity providers and configure all available settings (e.g. authentication path, service ID, asstgntziinesg). This user can
enable the MicrosofEntraorganization to trust authentications from external identity providers.

This is a privileged role. Users with this role can change passwords, & invalidate refresh tokens, Invalidating a efirfesbe®khe user to sign in
again.

This is a privileged role. Users with this role have global permissions within Microsoft Intune Online, when the seesgestisAalditionally, this role
contains the ability to manage users and devices in order to associate policy, as well as create and manage groups.
Privileged rights: RedBitlockermetadata and key on devices

This is a privileged role. Users with this role have limited ability to manage passwords.

This is a privileged role. Do not use. The Partner Tierl Support role can reset passwords and invalidate refresh tokenerf@dministrators.
Privileged rights: Update application credentials, Create and delete OAuth 2.0 permission grants, & read and updatetedsprope

This is a privileged role. Users with this role have permissions to manage seslatityl features in the Microsoft 365 Defesdportal, MicrosoftEntra
ID Protection, MicrosofEntraAuthentication, Azure Information Protection, and Microsoft Purview compliance portal.

This is a privileged role. Can reset passwords for users.
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Global
Administrator
Privileged
Authentication
Administrator

Helpdesk
Administrator
Authentication
Administrator
User
Administrator

Password
Administrator

(No Role)

Yes

Yes

Yes

Yes

Yes

Yes

Global
Administrator

Yes

Yes

No

No

No

No

https://posts.specterops.io/azur@rivilegeescalationvia-serviceprincipatabuse210ae2be2a5b

Can a User with Role in Column A reset a password for a user with a Role in Row 27?

Privileged
Authentication
Administrator

Yes

Yes

No

No

No

No

Azure Privilege Escalation via

Service Principal Abuse

&

Helpdesk
Administrator

Yes
Yes

Yes
Yes
Yes

No

Andy Robbins -

Follow

Published in Posts By SpecterOps Team Members - 10 minread - Oct 12,2021

Authentication
Administrator

Yes

Yes

Yes

Yes

No

No

User
Administrator

Yes

Yes

No

No

Yes

No

Password
Administrator

Yes

Yes

No

No

No

Yes

Directory
Readers

Yes

Yes

Yes

Yes

Yes

Yes

Guest Inviter

Yes

Yes

Yes

Yes

Yes

Yes

Message Center
Reader

Yes

Yes

Yes

Yes

Yes

No

Privileged Role
Administrator

Yes

Yes

No

No

No

No

Reports Reader

Yes

Yes

Yes

Yes

Yes

No

Groups
Administrator

Yes

Yes

No

No

No

No
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(Any Other Role)

Yes

Yes

No

No

No

No
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Admin Group Nesting

» Global Administrator | Assignments

Privileged Identity Management | Azure AD roles

« -+ Add assignments £33 Settings
Manage

4. Assignments

O Refresh \l/ Export ,@J Got feedback?

Eligible assignments Active assignments  Expired assignments

[2) Description ‘ A Search by member name or principal name
33 Role settings Name Principal name Type Scope Membership State Start time End time
Global Administrator
Shayla Young Shayla.Young@BigMegaCorp.com User Directory Direct Assigned 9/11/202... Permanent
Seana Brennan Seana.Brennan@BigMegaCorp.com User Directory Direct Assigned 9/11/202... Permanent
Janeya Craig Janeya.Craig@BigMegaCorp.com User Directory Direct Assigned 9/11/202... Permanent
_ BigMegaCorp Global Admins - Directory Direct Assigned - Permanent
Annalina Herman Annalina.Herman@BigMegaCorp.com User Directory Direct Assigned 9/11/202... Permanent
Cadence Sparks Cadence.Sparks@BigMegaCorp.onmicrosoft.com User Directory Direct Assigned 9/11/202... Permanent
Sean Metcalf sean@bigmegacorp.com User Directory Direct Assigned - Permanent
Chrissa Bradley Chrissa.Bradley@BigMegaCorp.com User Directory Direct Assigned 9/11/202... Permanent
Kenya Bryan Kenya.Bryan@BigMegaCorp.com User Directory Direct Assigned 9/11/202... Permanent
Aafiyah Rodgers Aafiyah.Rodgers@BigMegaCorp.com User Directory Direct Assigned 9/11/202... Permanent

Showing 1 - 10 of 10 results.
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Group Nesting

Home > BigMegaCorp Global Admins

2a|BigMegaCorp Global Admins | Members

Group
«

© Overview

A Diagnose and solve problems

Manage

iIl Properties

a8 Members

o8& Owners

4. Roles and administrators
‘& Administrative units

{+ Group memberships
as. Assigned roles

£ Applications

~+ Add members X Remove

Direct members  All members

‘,O Search by name

[ Bulk operations v

F5 Add filters

}? Got feedback?

g Tvpe Email
D Aadit White User Aadit.White@BigMegaCorp.com
D Cadence Mclean User Cadence.Mclean@BigMegaCorp.com
D Dane Pineda User Dane.Pineda@BigMegaCorp.com
[:] Dirk Lester User Dirk.Lester@BigMegaCorp.com
D Tyrek Miller User Tyrek Miller@BigMegaCorp.com
D Wilson Merritt User Wilson.Merritt@BigMegaCorp.com

User type
Member
Member
Member
Member
Member

Member
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Group Owners

Role Assignable Group Owners can manage group membership

Home > BigMegaCorp Global Admins

2 BigMegaCorp Global Admins | Owners

Group
« —+ Add owners O Refresh == Columns ,0? Got feedback?

@ Overview

X Diagnose and solve problems | £ Search by name 7 Add fiters

Manage Name Type Email User type
! Properties D @ Kate Pena User Kate.Pena@BigMegaCorp.com Member
2 Members l:] . Robert Marquez User Robert.Marquez@BigMegaCorp.com Member
& Owners
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Trimarc Level O Applications

Effective Full Admin Rights or Capability to Gain Full Adnttmti@alD

wiDirectory.ReadWrite. Aljrants access that is broadly equivalent to a
dt 20t USYylyu | RYAYy®E F

Directory.ReadWrite.All

wAllows the app to manage permission grants for application permissions
to any API & application assignments for any app, on behalf of the
signedin user.This also allows an application to grant additional
privileges to itself, other applications, or any user.

AppRoleAssignment.ReadWrite. Al

wAllows the app to read & manage the rddased access control (RBAC)
settings for the tenant, without a signed user. This includes
instantiating directory roles &anaging directory role membershjmand
reading directory role templates, directory roles and memberships.

RoleManagement.ReadWrite.Directory

wAllows the calling app to create, & manage (read, update, update
application secrets and delete) applications & service principals without
a signedn user. This also allows an application to act as other entities &
use the privileges they were granted.

Application.ReadWrite.All
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Reviewing Azure AD Permissions with PowerShell

PS C:\> Get-AzureADPSPermissions -ApplicationPermissions | Select ClientDisplayName,ResourceDisplayName,Permission

ClientDisplayName

Trimarc
Trimarc
Trimarc
Trimarc
Trimarc
Trimarc

Irimarc
Trimarc
Trimarc
Trimarc
Trimarc
Trimarc
Trimarc

TestApp
TestApp
TestApp
TestApp
TestApp
lesTApp
TestApp
TestApp
TestApp
TestApp
TestApp
TestApp

ResourceDisplayName

Windows
Windows
Windows
Windows
Windows
Windows
UTTiCe
Office
Office
Office
Office
Office
Office

AZure
AZure
AZure
AZure
AZure
AZure

Active
Active
Active
Active
Active
Active

Directory
Directory
Directory
Directory
Directory
Directory

305
365
365
365
365
365
365

EXChange
Exchange
Exchange
Exchange
Exchange
Exchange
Exchange

uniine
Online
online
Online
oOnline
Online
oOnline

Permission

Device.Readwrite.All
Member .Read.Hidden
Directory.Readwrite.All
Domain.ReadWrite.All
Application.ReadwWrite.OwnedBy
Application.Readwrite.All
User .Kead.All
Mail.Readwrite
MailboxSettings.Readwrite
Contacts.ReadWrite
Mailbox.Migration
Calendars.Readwrite.All
Mail.Send

ServiceHealth.Read
ActivityFeed.Read

Office 365 ASI App Office 365 Management APIs
0ffice 365 ASI App Office 365 Management APIs

https://qist.qithub.com/psignoret/9d73b00b377002456b24fcbh808265¢c23
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https://gist.github.com/psignoret/9d73b00b377002456b24fcb808265c23

Who are the Application Owners fo@stAppR

PS C:\> Get-AzureADApplication -Objectid $appid | Select displayname,Objectid,appid

DisplayName objectid

Trimarc RD TestApp c8e9b6fe-cc98-4e90-8b7b-15fba500d49c 2f337e5f-8414-45a4-b48f-elec2014ald4

PS C:\> Get-AzureADApplicationowner -ObjectId $AppId

objectid

71575fad-39b2-475a-b519-314ddeb5e7cf
13cf788e-baf0-4ble-b9fa-46128a6468d0
f4d30f9e-0837-4e3f-974e-ef282a2fcefe
f2a0fb99-bdaf-49ce-9192-9488ea5d3dae

DisplayName UserPrincipalName UserType
Sean Metcalf sean@trimarcrd.com

Joe uUser Joeuser@rrimarcRD.com Member
Darth vader Darthvader@rrimarcRD.com Member

Boba F