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Common Security Issues:
Active Directory

8



2019: Avenues to Compromise

GPO 
permissions 

Modify a GPO to 
own everything that 

applies it

AD Permissions

Delegation a decade 
ago is still in place, 
so are the groups

Improper group 
nesting

Group inception = 
innocuous groups 
with super powers

Over-
permissioned 

accounts
Regular users are 

admins

Service account 
access

Domain Admins (of 
course!)

Kerberos 
Delegation

Who really knows 
what this means?

Password 
Vaults

Management issues 
(user accounts with 

admin rights, 
improper protection 

of server, etc)

Backup Process

What servers 
backup Active 

Directory? How is 
this backup data 

protected?
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2024: Avenues to Compromise
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2019: State of Security

ÅLocal Administrator Passwords Not 
Managed on Workstations or Servers

ÅWeak Domain Password Policy
ÅRegular Users in AD Admin Groups

ÅNo Account Naming Standard

ÅAdmin Group Nesting Issues
ÅDefault Domain Controllers Policy is 

Default

ÅService Accounts in Domain Admins

ÅAccounts with Delegated Rights to AD

ÅKerberos Delegation

ÅCross-Forest Administration

ÅDefault Domain Administrator 
Account SPN

ÅServer GPOs Linked to DCs
ÅModify Rights to GPOs at Domain /DC 

Level

ÅDomain Permission Delegation Issues

ÅAdminSDHolder Permission 
Delegation Issues
ÅAdmins Use Regular Workstations for 

AD Administration

ÅDCs with minimal event auditing
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Admin accounts with old passwords

Kerberos Service Principal Names (SPNs)

Service Accounts

Account Usage

Common AD Security Issues: 
Active Directory Admins
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AD Admins 
with Old Passwords

ÅEnsure privileged account passwords 
change annually.

ÅOlder passwords are typically poor and 
easier to guess.

ÅPassword Spraying & Kerberoasting are 
popular attack methods for 
compromising accounts lacking strong 
passwords.
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Password Spraying Overview

άSpring2024!έ

άSummer2024!έ

Sleep x seconds/minutes

No account lockout since 1 password is used in authentication 
attempt for each user in the list (typically all or just admins) then the 
password spray tool pauses before moving onto the next password.
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Cracking 
Service 
Account 
Passwords 
(Kerberoast)

Request/Save TGS 
service tickets & 
crack offline.

ÅUser requests service tickets for targeted 
service account.

ÅNo elevated rights required.

ÅNo traffic sent to target.



Action: Limit Password Attack Capability

Password Spraying
LƳǇƭŜƳŜƴǘ ŀ tŀǎǎǿƻǊŘ ŦƛƭǘŜǊ ǘƻ ǊŜŘǳŎŜ άōŀŘ 
ǇŀǎǎǿƻǊŘǎέ ƛƴ ǘƘŜ ŜƴǾƛǊƻƴƳŜƴǘΦ

Domain Password Policy should be set to 12 
characters or more (preferably 15).

Fine-Grained Password Policies (FGPP) provide 
flexibility.

Kerberoast
Ensure service accounts have passwords >25 
characters.

Leverage Group Managed Service Accounts 
(GMSAs) where possible.

Create honeypot account & monitor for Kerberos 
Authentication.

https://www.hub.trimarcsecurity.com/post/trimarc-research-detecting-kerberoasting-activity 17
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Check Default Domain Administrator Account for Issues

ÅAccount Enabled?

ÅPassword changed recently?

ÅAccount has a SPN?

ÅRecent logon?
!ŎŎƻǳƴǘ ǎƘƻǳƭŘ ōŜ ǊŜǎŜǊǾŜŘ ŀǎ ŀƴ ŜƳŜǊƎŜƴŎȅ ŀŎŎƻǳƴǘ όŀƪŀ άōǊŜŀƪ Ǝƭŀǎǎύ
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AD Admin 
Account 
Checks

ÅPasswords change regularly (every year)

ÅDisable inactive accounts

ÅRemove disabled accounts

ÅNo SPNs on accounts associated with people

ÅMember of Protected Users group

ÅNo computer accounts

ÅScrutinize Service Accounts
ÅWhat do they do?

ÅWhere do they run?

ÅWhat computers do they authenticate to?

ÅWhat rights are actually required?

https://github.com/Trimarc/Invoke-TrimarcADChecks 19
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Action: 
Improving AD 
Admin Account 
Security 

Limit accounts in privileged AD admin groups.

Ensure AD admin accounts have passwords change 
annually (at a minimum).

Assume no service accounts need to be in AD admin 
groups.

9ƴǎǳǊŜ ŀƭƭ !5 ŀŘƳƛƴ ŀŎŎƻǳƴǘǎ ƘŀǾŜ άǎŜƴǎƛǘƛǾŜέ ōƛǘ ǎŜǘ ŀƴŘ 
are members of the Protected Users group.

Ensure no AD admin accounts associated with people 
have Kerberos Service Principal Names (SPNs).

Disable accounts that are no longer in use (and eventually 
remove from privileged groups).
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Action: 
Reducing 
Service 
Account 
Rights

ÅDetermine rights actually required.

ÅDelegate only these rights.

ÅRemove from AD Admin groups (Domain 
Admins, Enterprise Admins, domain 
Administrators, etc).

ÅLeverage Group Managed Service 
Account (GMSA) to manage account 
password automatically.

ÅLimit service account access & location 
(especially if highly privileged).

ÅPrevent Interactive logon capability
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Common AD Security 
Issues: 
 Kerberos Delegation
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Kerberos Delegation

ÅUnconstrained: 
Impersonate users connecting to service to ANY 
Kerberos service.

ÅConstrained: 
Impersonate authenticated users connecting to service 
to SPECIFIC Kerberos services on servers.

ÅConstrained with Protocol Transition: 
Impersonate any user to SPECIFIC Kerberos services on 
ǎŜǊǾŜǊǎΦ όŀƪŀ άYŜǊōŜǊƻǎ aŀƎƛŎέύ

ÅResource-based Constrained Delegation:
Enables delegation configured on the resource instead 
of the account.

Delegation = Impersonation
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Action List: Kerberos Delegation

GOOD: 

Å{Ŝǘ ŀƭƭ !5 !ŘƳƛƴ ŀŎŎƻǳƴǘǎ ǘƻΥ ά!ŎŎƻǳƴǘ ƛǎ ǎŜƴǎƛǘƛǾŜ ŀƴŘ Ŏŀƴƴƻǘ ōŜ ŘŜƭŜƎŀǘŜŘέ

ÅwŜƳƻǾŜ ŀƭƭ ŘŜƭŜƎŀǘƛƻƴ ŀŎŎƻǳƴǘǎ ǘƘŀǘ ŘƻƴΩǘ ƘŀǾŜ YŜǊōŜǊƻǎ {tbǎ

  

BEST:

Å!ŘŘ ŀƭƭ !5 !ŘƳƛƴ ŀŎŎƻǳƴǘǎ ǘƻ ǘƘŜ άtǊƻǘŜŎǘŜŘ ¦ǎŜǊǎέ ƎǊƻǳǇΦ

ÅConvert Unconstrained delegation to Constrained delegation.

ÅWork to remove Kerberos delegation from accounts where no longer required.

ÅEnsure service accounts with Kerberos delegation have long, complex passwords (preferably group Managed Service 
Accounts).

Å5ƻƴΩǘ ǳǎŜ 5ƻƳŀƛƴ /ƻƴǘǊƻƭƭŜǊ {tbǎ ǿƘŜƴ ŘŜƭŜƎŀǘƛƴƎΦ

ÅRestrict & monitor who has the ability to configure Kerberos delegation.

   

Limitation: 
{ŜǊǾƛŎŜ !ŎŎƻǳƴǘǎ Ƴŀȅ ƴƻǘ ƻǇŜǊŀǘŜ Ŧǳƭƭȅ ǿƘŜƴ ŀŘŘŜŘ ǘƻ tǊƻǘŜŎǘŜŘ ¦ǎŜǊǎ ŀƴŘ Ƴŀȅ ŀƭǎƻ ŜȄǇŜǊƛŜƴŎŜ ƛǎǎǳŜǎ ǿƛǘƘ ά!ŎŎƻǳƴǘ ƛǎ 
ǎŜƴǎƛǘƛǾŜ ŀƴŘ Ŏŀƴƴƻǘ ōŜ ŘŜƭŜƎŀǘŜŘέ
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Common AD Security Issues: Custom Permissions

Domain

OUs

Group Policy Objects (GPOs)

Sensitive objects
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Group Policy Misconfiguration

Permissions

Full Control Modify

User Rights 
Assignments

Concerning 
configurations

26



Common AD Security Issues: DCs

Print Spooler service 
running

Event auditing issues
User Rights 
Assignments applied 
to DCs (via GPO)

Installed applications 
and agents

Old version of 
VMware Tools

Insecure remote 
access tools

Still running Windows 
Server 2012 (or 
older!) on DCs

27



Most Important DC Auditing Settings

ÅAccount Logon
ÅAudit Credential Validation: S&F
ÅAudit Kerberos Authentication Service: S&F
ÅAudit Kerberos Service Ticket Operations: Success
ÅAccount Logon: Audit Other Account Logon Events: S&F

ÅAccount Management
ÅAudit Computer Account Management: S&F
ÅAudit Other Account Management Events: S&F
ÅAudit Security Group Management: S&F
ÅAudit User Account Management: S&F

ÅDetailed Tracking
ÅAudit DPAPI Activity: S&F
ÅAudit Process Creation: S&F

ÅDS Access 
ÅAudit Directory Service Access: S&F
ÅAudit Directory Service Changes: S&F 

ÅPrivilege Use
ÅAudit Sensitive Privilege Use: S&F

ÅLogon and Logoff
ÅAudit Account Lockout: Failure
ÅAudit Logoff: Success
ÅAudit Logon: S&F
ÅAudit Special Logon: Success & Failure
ÅAudit Other Logon/Logoff Events

ÅObject Access 
ÅAudit File System: Failure
ÅAudit Registry: Failure

ÅPolicy Change 
ÅAudit Audit Policy Change : S&F 
ÅAudit Authentication Policy Change : S&F 
ÅAudit MPSSVC Rule-Level Policy Change: Success

ÅSystem 
ÅAudit IPSec Driver: S&F
ÅAudit Other System Events: S&F 
ÅAudit Security State Change : S&F 
ÅAudit Security System Extension : S&F 
ÅAudit System Integrity : S&F 
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Domain 
Controller 
Security: 

User Rights 
Assignment

ÅAdd workstations to domain

ÅOnly AD Admins & specific groups/accounts should have this right

ÅAllow log on locally & Allow log through Terminal Services (RDP)

Åhƴƭȅ ά5ƻƳŀƛƴ !ŘƳƛƴǎέ ƻǊ ά!ŘƳƛƴƛǎǘǊŀǘƻǊǎέ ǎƘƻǳƭŘ ƘŀǾŜ ǘƘƛǎ ǊƛƎƘǘ

ÅDebug programs

ÅNot required

ÅEnable computer and user accounts to be trusted for delegation 
(Kerberos)

Åhƴƭȅ ά5ƻƳŀƛƴ !ŘƳƛƴǎέ ƻǊ ά!ŘƳƛƴƛǎǘǊŀǘƻǊǎέ ǎƘƻǳƭŘ ƘŀǾŜ ǘƘƛǎ ǊƛƎƘǘ

ÅLoad and unload device drivers (can compromise DC)

ÅNot required

ÅManage auditing and security log (can clear security logs)

ÅAD Admins & Exchange groups only

ÅTake ownership of files or other objects (become owner of AD 
objects)

Åhƴƭȅ ά5ƻƳŀƛƴ !ŘƳƛƴǎέ ƻǊ ά!ŘƳƛƴƛǎǘǊŀǘƻǊǎέ ǎƘƻǳƭŘ ƘŀǾŜ ǘƘƛǎ ǊƛƎƘǘ
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Domain Controller 
Security: 

άbƻǘ ƻƴ 5ƻƳŀƛƴ 
/ƻƴǘǊƻƭƭŜǊǎέ 

Applications List

SQL

ADFS

Azure AD Connect

Management Console (not the agent)

Firefox 

Chrome

(old) Remote console software

30



Domain 
Controller 
Security: 

Typical
DC Agents 

VMware Tools

ωYou are running the current version, right?
(VMware Tools 12.3.5 - 10/26/2023)

ωVersions older than 10.1.0 are vulnerable to a 
significant security issue (VIX API)

EDR

ωHas live response capability (console) with 
system/admin rights on the DC

Management (SCCM)

ωCan install/run code on the DC

Splunk Universal Forwarder

ωDefault install has the ability to run code
31



DCs: Only Run Supported Versions of Windows

Microsoft Server 

Operating System

Support Start 

Date

Mainstream Support 

End Date

Extended Support 

End Date

Windows Server 2022 11/2/2021 10/13/2026 10/14/2031

Windows Server 2019 11/13/2018 1/9/2024 1/9/2029

Windows Server 2016 10/15/2016 1/11/2022 1/23/2027

Windows Server 2012R2 11/25/2013 10/9/2018 10/10/2023

Windows Server 2012 10/30/2012 10/9/2018 10/10/2023

Windows Server 2008R2 10/22/2009 1/13/2015 1/14/2020
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Action: DC Security

Ensure

Ensure 
Advanced 
Auditing is 
enabled & 
configured 
appropriately in 
DC-linked GPO 

Ensure

Ensure DC User 
Rights 
Assignments 
are configured 
appropriately in 
DC-linked GPOs 

Ensure

Ensure DCs are 
only operating 
as Domain 
Controllers with 
0 unnecessary 
applications

Ensure

Ensure you are 
running the 
current 
VMWare Tools 
version on 
virtual DCs

Review

Review all 
agents on DCs 
and identify 
those that can 
install/run code 

Ensure

Ensure DCs are 
running current 
Windows 
versions & keep 
patched
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Common AD Security Issues

Active Directory Certificate Services (ADCS)
34



Active Directory Certificate Services (ADCS) 
Security Issues

ÅAuditing Issues 

ÅMisconfigured Certificate Template
ÅSAN without Manager Approval

ÅSubCA certificate without Manager Approval
ÅOverly-permissive AD Object ACLs (ex. auth users with GenericAll)

ÅVulnerable PKI Object Access Control (AD permissions)

ÅEDITF_ATTRIBUTESUBJECTALTNAME2

ÅHTTP Enrollment Enabled
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ADCS Auditing

Default CA Auditing Recommended CA Auditing
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Templates with Dangerous Configs

ÅTemplates options include:

ÅWho can enroll/auto-enroll

ÅCertificate purpose(s)/approved use(s)

ÅWho is this certificate for?

ÅIs approval required?

ÅIf a normal user can specify the subject of the certificate, 
that user can request a certificate on behalf of any other 
entity in the domain including a Domain Admin or Domain 
Controller.

ÅTrimarc has found at least one certificate that matches this 
ŘŜǎŎǊƛǇǘƛƻƴ ƛƴ Ϥфр҈ ƻŦ ǘƘŜ ŜƴǾƛǊƻƴƳŜƴǘǎ ǿŜΩǾŜ ŀǎǎŜǎǎŜŘΦ
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EDITF_ATTRIBUTESUBJECTALTNAME2
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EDITF_ATTRIBUTESUBJECTALTNAME2
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Secure Your HTTP Endpoints

ωEnforce HTTPS & Enable Extended Protection 
for Authentication (EPA)Enforce & Enable

ωDisable NTLM auth on IIS on your AD CS 
serversDisable

ωDisable NTLM auth on your AD CS serversDisable

ωRemove all ADCS HTTP endpoints.Best Option:

40



ACTION: ADCS Security Checks

ÅLots of areas in default configs for attackers to take advantage of.

ÅTrimarc finds Critical issues in 99% of environments with ADCS.

ÅPerform the following to improve ADCS security:
ÅReview CA auditing settings

ÅReview certificate template configuration

ÅReview AD PKI object permissions

ÅCheck for EDITF_ATTRIBUTESUBJECTALTNAME2

ÅSecure ADCS HTTP endpoints

Locksmith: https://github.com/Trimarc/locksmith  41
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https://github.com/Trimarc/locksmith 
42

Run 
Locksmith!

https://github.com/Trimarc/locksmith


Common Security Issues:
Azure AD/Entra ID
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Azure AD / Entra ID Common Security Issues

ωStandard user accounts are members

ωService Accounts / Service Principals are members

ωAccount(s) authenticate from user workstations

ωUsing PIM, but all/most are permanently active, not eligible.

ωMFA not configured on highly privileged role members

Privileged Account Issues

ωHighly privileged applications (Trimarc Level 0) with standard user account as owner 

ωStandard user account in Application Administrator and/or Cloud Application Administration role(s).

Applications with Highly Privileged Permissions

ωRole Assignable Groups in highly privileged roles (Trimarc Level 0)

Group Nesting

ωGlobal Administrator

ωHelpdesk Administrator

Partner Access - Delegated Access Permissions

44



Highly Privileged Standard User Accounts
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PIM Members are Permanent, Not Eligible

46



Admin Accounts without MFA
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There are   
100 

Entra ID 
Roles!
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aƛŎǊƻǎƻŦǘΩǎ tǊƛǾƛƭŜƎŜŘ Entra ID Roles List [PRIVILEGED]

ÅApplication Administrator

ÅApplication Developer

ÅAuthentication Administrator

ÅB2C IEF Keyset Administrator

ÅCloud Application Administrator

ÅCloud Device Administrator

ÅConditional Access Administrator

ÅDirectory Synchronization Accounts

ÅDirectory Writers

ÅGlobal Administrator

ÅGlobal Reader

ÅHelpdesk Administrator

ÅHybrid Identity Administrator

ÅIntune Administrator

ÅPassword Administrator

ÅPrivileged Authentication 
Administrator

ÅPrivileged Role Administrator

ÅSecurity Administrator

ÅSecurity Operator

ÅSecurity Reader

ÅUser Administrator

https://learn.microsoft.com/en-us/azure/active-directory/roles/privileged-roles-permissions?tabs=admin-center 49
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Trimarc Level 0 Entra ID Roles

ÅGlobal Administrator
ÅFull admin rights to the Entra ID, Microsoft 365, and 1-click full control of all Azure subscriptions

From Azure AD to Active Directory (via Azure) ς An Unanticipated Attack Path (2020)

ÅHybrid Identity Administrator
Åά/ŀƴ ŎǊŜŀǘŜΣ ƳŀƴŀƎŜ ŀƴŘ ŘŜǇƭƻȅ ǇǊƻǾƛǎƛƻƴƛƴƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǎŜǘǳǇ ŦǊƻƳ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ǘƻ aƛŎǊƻǎƻŦǘ Entra ID using 

Cloud Provisioning as well as manage Microsoft Entra Connect, Pass-through Authentication (PTA), Password hash 
synchronization (PHS), Seamless Single Sign-On (Seamless SSO), and federation settingsΦέ

ÅPartner Tier2 Support
Å ά¢ƘŜ tŀǊǘƴŜǊ ¢ƛŜǊн {ǳǇǇƻǊǘ ǊƻƭŜ Ŏŀƴ ǊŜǎŜǘ ǇŀǎǎǿƻǊŘǎ ŀƴŘ ƛƴǾŀƭƛŘŀǘŜ ǊŜŦǊŜǎƘ ǘƻƪŜƴǎ ŦƻǊ ŀƭƭ ƴƻƴ-administrators and 
ŀŘƳƛƴƛǎǘǊŀǘƻǊǎ όƛƴŎƭǳŘƛƴƎ Dƭƻōŀƭ !ŘƳƛƴƛǎǘǊŀǘƻǊǎύΦ ά

άƴƻǘ ǉǳƛǘŜ ŀǎ ǇƻǿŜǊŦǳƭ ŀǎ Dƭƻōŀƭ !ŘƳƛƴΣ ōǳǘ ǘƘŜ ǊƻƭŜ ŘƻŜǎ ŀƭƭƻǿ ŀ ǇǊƛƴŎƛǇŀƭ ǿƛǘƘ ǘƘŜ ǊƻƭŜ ǘƻ ǇǊƻƳƻǘŜ ǘƘŜƳǎŜƭǾŜǎ ƻǊ 
ŀƴȅ ƻǘƘŜǊ ǇǊƛƴŎƛǇŀƭ ǘƻ Dƭƻōŀƭ !ŘƳƛƴΦέ
The Most Dangerous Entra wƻƭŜ ¸ƻǳΩǾŜ όtǊƻōŀōƭȅύ bŜǾŜǊ IŜŀǊŘ hŦ

ÅPrivileged Authentication Administrator
Åά{Ŝǘ ƻǊ ǊŜǎŜǘ ŀƴȅ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƳŜǘƘƻŘ όƛƴŎƭǳŘƛƴƎ ǇŀǎǎǿƻǊŘǎύ ŦƻǊ ŀƴȅ ǳǎŜǊΣ ƛƴŎƭǳŘƛƴƎ Dƭƻōŀƭ !ŘƳƛƴƛǎǘǊŀǘƻǊǎΦ Χ

Force users to re-register against existing non-password credential (such as MFA or FIDO) and revoke remember 
MFA on the device, prompting for MFA on the next sign-ƛƴ ƻŦ ŀƭƭ ǳǎŜǊǎΦέ

ÅPrivileged Role Administrator
Åά¦ǎŜǊǎ ǿƛǘƘ ǘƘƛǎ ǊƻƭŜ Ŏŀƴ ƳŀƴŀƎŜ ǊƻƭŜ ŀǎǎƛƎƴƳŜƴǘǎ ƛƴ aƛŎǊƻǎƻŦǘ Entra ID, as well as within Microsoft Entra Privileged 
LŘŜƴǘƛǘȅ aŀƴŀƎŜƳŜƴǘΦ Χ
This role grants the ability to manage assignments for all Microsoft Entra roles including the Global Administrator 
ǊƻƭŜΦ ά

50
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference 

Effective Full Admin Rights or Capability to Gain Full Admin to Entra ID

https://www.hub.trimarcsecurity.com/post/from-azure-ad-to-active-directory-via-azure-an-unanticipated-attack-path
https://posts.specterops.io/the-most-dangerous-entra-role-youve-probably-never-heard-of-e00ea08b8661
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference


Trimarc Level 1 Entra ID Roles (1 of 2)

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference 
51

Role Microsoft Description

Application Administrator
This is a privileged role. Users in this role can create and manage all aspects of enterprise applications, application registrations, and application 
proxy settings.

Authentication Administrator

This is a privileged role. Set or reset any authentication method (including passwords) for non-administrators and some roles. Require users 
who are non-administrators or assigned to some roles to re-register against existing non-password credentials (for example, MFA or FIDO), and 
can also revoke remember MFA on the device, which prompts for MFA on the next sign-in.
Perform sensitive actions for some users. 

Domain Name Administrator

This is a privileged role. Users with this role can manage (read, add, verify, update, and delete) domain names. Can be used in federation 
attacks.

Microsoft Entra Joined Device Local 
Administrator 

Microsoft Entra join, the following security principals are added to the local Administrators group on the device.

Cloud Application Administrator
This is a privileged role. Users in this role have the same permissions as the Application Administrator role, excluding the ability to manage 
application proxy. This role grants the ability to create and manage all aspects of enterprise applications and application registrations. 

Conditional Access Administrator This is a privileged role. Users with this role have the ability to manage Microsoft Entra Conditional Access settings.

Directory Synchronization Accounts

This is a privileged role. Do not use. This role is automatically assigned to the Microsoft Entra Connect service, and is not intended or supported 
for any other use.
Privileged rights: Update application credentials, Manage hybrid authentication policy in Microsoft Entra ID, Update basic properties on 
policies, & Update credentials of service principals

Directory Writers
This is a privileged role. Users in this role can read and update basic information of users, groups, and service principals.
Privileged rights: Create & update OAuth 2.0 permission grants, add/disable/enable users, Force sign-out by invalidating user refresh tokens, & 
Update User Principal Name of users.

Highly Privileged Rights that have Privilege Escalation Potential Depending on Tenant Configuration or 
ability to reconfigure the security posture of the tenant

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference


https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference 
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Role Microsoft Description

Exchange Administrator
Users with this role have global permissions within Microsoft Exchange Online.
Trimarc flags this role since it is a role that threat actors target.

External Identity Provider 
Administrator

This is a privileged role. This administrator manages federation between Microsoft Entra organizations and external identity providers. With this role, 
users can add new identity providers and configure all available settings (e.g. authentication path, service ID, assigned key containers). This user can 
enable the Microsoft Entra organization to trust authentications from external identity providers.

Helpdesk Administrator

This is a privileged role. Users with this role can change passwords, & invalidate refresh tokens, Invalidating a refresh token forces the user to sign in 
again. 

Intune Administrator

This is a privileged role. Users with this role have global permissions within Microsoft Intune Online, when the service is present. Additionally, this role 
contains the ability to manage users and devices in order to associate policy, as well as create and manage groups. 
Privileged rights: Read Bitlocker metadata and key on devices

Password Administrator
This is a privileged role. Users with this role have limited ability to manage passwords. 

Partner Tier1 Support
This is a privileged role. Do not use. The Partner Tier1 Support role can reset passwords and invalidate refresh tokens for only non-administrators.
Privileged rights: Update application credentials, Create and delete OAuth 2.0 permission grants, & read and update all properties

Security Administrator
This is a privileged role. Users with this role have permissions to manage security-related features in the Microsoft 365 Defender portal, Microsoft Entra 
ID Protection, Microsoft Entra Authentication, Azure Information Protection, and Microsoft Purview compliance portal. 

User Administrator This is a privileged role. Can reset passwords for users. 

Trimarc Level 1 Entra ID Roles (1 of 2)
Highly Privileged Rights that have Privilege Escalation Potential Depending on Tenant Configuration or 
ability to reconfigure the security posture of the tenant

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference
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https://posts.specterops.io/azure-privilege-escalation-via-service-principal-abuse-210ae2be2a5 

https://posts.specterops.io/azure-privilege-escalation-via-service-principal-abuse-210ae2be2a5


Admin Group Nesting
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Group Nesting
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Group Owners
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Role Assignable Group Owners can manage group membership



ωάDirectory.ReadWrite.All grants access that is broadly equivalent to a 
Ǝƭƻōŀƭ ǘŜƴŀƴǘ ŀŘƳƛƴΦέ ϝ

Directory.ReadWrite.All

ωAllows the app to manage permission grants for application permissions 
to any API & application assignments for any app, on behalf of the 
signed-in user. This also allows an application to grant additional 
privileges to itself, other applications, or any user.

AppRoleAssignment.ReadWrite.All

ωAllows the app to read & manage the role-based access control (RBAC) 
settings for the tenant, without a signed-in user. This includes 
instantiating directory roles & managing directory role membership, and 
reading directory role templates, directory roles and memberships.

RoleManagement.ReadWrite.Directory

ωAllows the calling app to create, & manage (read, update, update 
application secrets and delete) applications & service principals without 
a signed-in user. This also allows an application to act as other entities & 
use the privileges they were granted.

Application.ReadWrite.All
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Trimarc Level 0 Applications
Effective Full Admin Rights or Capability to Gain Full Admin to Entra ID



Reviewing Azure AD Permissions with PowerShell

Get-AzureADPSPermissionGrants.ps1
https://gist.github.com/psignoret/9d73b00b377002456b24fcb808265c23 
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https://gist.github.com/psignoret/9d73b00b377002456b24fcb808265c23


Who are the Application Owners for TestApp?
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Solarigate ά¢Ŝƴŀƴǘ IƻǇǇƛƴƎέ

Tenant 
A

Tenant 
B

Tenant A admin is Global 
Admin in Tenant B

Partner
Delegated 

Administration

ÅTenant Hopping (patent pending ) is when an attacker compromises one tenant to jump to 
another, often with privileged rights.

ÅSimilar to trust hopping in Active Directory.

ÅSolarigate attackers leveraged partner connections. 
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Delegated Admin

Entra ID Menu Item: Delegated admin partners
https://portal.azure.com/#view/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/~/PartnerRelationships 
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https://portal.azure.com/#view/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/~/PartnerRelationships


Move to Granular 
Delegated Admin 
Privileges (GDAP)

https://learn.microsoft.com/en-us/partner-center/gdap-introduction 
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