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About

• Founder & CTO @ Trimarc (Trimarc.io), a professional services 
company that helps organizations better secure their Active Directory, 
Azure AD, & VMware environments. 

• Microsoft Certified Master (MCM) Directory Services 

• Former Microsoft MVP 

• Speaker: Black Hat, Blue Hat, Blue Team Con, BSides Charm, BSides 
DC, BSides PR, DEFCON, DerbyCon, TEC

• Security Consultant / Researcher 

• AD Enthusiast - Own & Operate ADSecurity.org 
(Microsoft platform security info)

https://www.trimarcsecurity.com/
https://adsecurity.org/
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TEC 2022 



6 #TEC2023

The Identity Nexus

Active Directory

VMware

Azure AD

Azure 
(IaaS)

Directory

Infrastructure

On-Prem Cloud



7 #TEC2023

The Identity Nexus

Active Directory

VMware

Azure AD

Azure 
(IaaS)

Directory

Infrastructure

On-Prem Cloud



8 #TEC2023

Common Security Issues:
Active Directory
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TEC 2019 
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2019: Avenues to Compromise
• GPO permissions 

▪ Modify a GPO to own everything that applies it

• AD Permissions
▪ Delegation a decade ago is still in place, so are the groups

• Improper group nesting
▪ Group inception = innocuous groups with super powers

• Over-permissioned accounts
▪ Regular users are admins

• Service account access
▪ Domain Admins (of course!)

• Kerberos Delegation
▪ Who really knows what this means?

• Password Vaults
▪ Management issues (user accounts with admin rights, improper protection of server, etc)

• Backup Process
▪ What servers backup Active Directory? How is this backup data protected?
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2023: Avenues to Compromise
• GPO permissions 

▪ Modify a GPO to own everything that applies it

• AD Permissions
▪ Delegation a decade ago is still in place, so are the groups

• Improper group nesting
▪ Group inception = innocuous groups with super powers

• Over-permissioned accounts
▪ Regular users are admins

• Service account access
▪ Domain Admins (of course!)

• Kerberos Delegation
▪ Who really knows what this means?

• Password Vaults
▪ Management issues (user accounts with admin rights, improper protection of server, etc)

• Backup Process
▪ What servers backup Active Directory? How is this backup data protected?
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2019: State of Security
• Local Administrator Passwords Not 

Managed on Workstations or Servers

• Weak Domain Password Policy

• Regular Users in AD Admin Groups

• No Account Naming Standard

• Admin Group Nesting Issues

• Default Domain Controllers Policy is 
Default

• Service Accounts in Domain Admins

• Accounts with Delegated Rights to AD

• Kerberos Delegation

• Cross-Forest Administration

• Default Domain Administrator Account 
SPN

• Server GPOs Linked to DCs

• Modify Rights to GPOs at Domain /DC 
Level

• Domain Permission Delegation Issues

• AdminSDHolder Permission 
Delegation Issues

• Admins Use Regular Workstations for 
AD Administration

• DCs with minimal event auditing
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2023: State of Security
• Local Administrator Passwords Not 

Managed on Workstations or Servers

• Weak Domain Password Policy

• Regular Users in AD Admin Groups

• No Account Naming Standard

• Admin Group Nesting Issues

• Default Domain Controllers Policy is 
Default

• Service Accounts in Domain Admins

• Accounts with Delegated Rights to AD

• Kerberos Delegation

• Cross-Forest Administration

• Default Domain Administrator Account 
SPN

• Server GPOs Linked to DCs

• Modify Rights to GPOs at Domain /DC 
Level

• Domain Permission Delegation Issues

• AdminSDHolder Permission 
Delegation Issues

• Admins Use Regular Workstations for 
AD Administration

• DCs with minimal event auditing
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Common AD Security Issues: Active Directory Admins

Admin accounts with old passwords

Kerberos Service Principal Names (SPNs)

Service Accounts

Account Usage
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AD Admins 
with Old Passwords

• Ensure privileged account 
passwords change annually.

• Older passwords are typically poor 
and easier to guess.

• Password Spraying & 
Kerberoasting are popular attack 
methods for compromising accounts 
lacking strong passwords.
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Password Spraying Overview

“Summer2023!”

“Winter2023!”

Sleep x seconds/minutes

No account lockout since 1 password is used in authentication 
attempt for each user in the list (typically all or just admins) then the 
password spray tool pauses before moving onto the next password.



Cracking 
Service 
Account 
Passwords 
(Kerberoast)

Request/Save TGS 
service tickets & 
crack offline.

• User requests service tickets for targeted 
service account.

• No elevated rights required.

• No traffic sent to target.



Action: Limit Password Attack Capability

Password Spraying
Implement a Password filter to reduce 
“bad passwords” in the environment.

Domain Password Policy should be set to 
12 characters or more (preferably 15).

Fine-Grained Password Policies (FGPP) 
provide flexibility.

Kerberoast
Ensure service accounts have passwords 
>25 characters.

Leverage Group Managed Service 
Accounts (GMSAs) where possible.

Create honeypot account & monitor for 
Kerberos Authentication.

https://www.hub.trimarcsecurity.com/post/trimarc-research-detecting-kerberoasting-activity 

https://www.hub.trimarcsecurity.com/post/trimarc-research-detecting-kerberoasting-activity


Check Default Domain Administrator Account for Issues

• Account Enabled?

• Password changed recently?

• Account has a SPN?

• Recent logon?
Account should be reserved as an emergency account (aka “break glass)



AD Admin 
Account 
Checks

• Passwords change regularly (every year)

• Disable inactive accounts

• Remove disabled accounts

• No SPNs on accounts associated with people

• Member of Protected Users group

• No computer accounts

• Scrutinize Service Accounts
• What do they do?

• Where do they run?

• What computers do they authenticate to?

• What rights are actually required?

https://Trimarc.co/ADCheckScript 

https://trimarc.co/ADCheckScript
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Limit accounts in privileged AD admin groups.

Ensure AD admin accounts have passwords change 
annually (at a minimum).

Assume no service accounts need to be in AD admin 
groups.

Ensure all AD admin accounts have “sensitive” bit set 
and are members of the Protected Users group.

Ensure no AD admin accounts associated with people 
have Kerberos Service Principal Names (SPNs).

Disable accounts that are no longer in use (and 
eventually remove from privileged groups).

Action: 
Improving AD 
Admin Account 
Security 
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Action: 
Reducing 
Service 
Account Rights

• Determine rights actually required.

• Delegate only these rights.

• Remove from AD Admin groups 
(Domain Admins, Enterprise Admins, 
domain Administrators, etc).

• Leverage Group Managed Service 
Account (GMSA) to manage account 
password automatically.

• Limit service account access & 
location (especially if highly privileged).

• Prevent Interactive logon capability
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Common AD Security Issues: 
 Kerberos Delegation



Kerberos Delegation

• Unconstrained: 
Impersonate users connecting to service to ANY 
Kerberos service.

• Constrained: 
Impersonate authenticated users connecting to service 
to SPECIFIC Kerberos services on servers.

• Constrained with Protocol Transition: 
Impersonate any user to SPECIFIC Kerberos services on 
servers. (aka “Kerberos Magic”)

• Resource-based Constrained Delegation:
Enables delegation configured on the resource instead 
of the account.

Delegation = Impersonation
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Action List: Kerberos Delegation
GOOD: 

• Set all AD Admin accounts to: 
“Account is sensitive and cannot be delegated”

• Remove all delegation accounts that don’t have Kerberos SPNs

  

BEST:

• Add all AD Admin accounts to the “Protected Users” group.

• Convert Unconstrained delegation to Constrained delegation.

• Work to remove Kerberos delegation from accounts where no longer required.

• Ensure service accounts with Kerberos delegation have long, complex passwords (preferably group Managed Service 
Accounts).

• Don’t use Domain Controller SPNs when delegating.

• Restrict & monitor who has the ability to configure Kerberos delegation.

   

Limitation: 
Service Accounts may not operate fully when added to Protected Users and may also experience issues with “Account is 
sensitive and cannot be delegated”
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Common AD Security Issues: Custom Permissions

Domain

OUs

Group Policy Objects (GPOs)

Sensitive objects
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Domain Permission Delegation Issues
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Domain Permission Delegation Issues
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AdminSDHolder Permission Delegation Issues
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Group Policy Misconfiguration

• Permissions

▪ Full Control

▪ Modify

• User Rights Assignments

• Concerning configurations
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Modify Rights to GPOs at Domain or DC Level

Only AD Admins should have modify rights on GPOs linked to the 

Domain/Domain Controllers.



32 #TEC2023

Common AD Security Issues: 
Domain Controller Configuration

Print Spooler service 
running

Event auditing issues
User Rights 
Assignments applied 
to DCs (via GPO)

Installed applications 
and agents

Old version of VMware 
Tools

Insecure remote 
access tools

Still running Windows 
Server 2012 (or older!) 
on DCs?
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Print Spooler Service Issues

PrinterBug/SpoolSample is a no-fix vuln in print spooler notification that 
can be used to coerce authentication that can be captured or relayed.  

There's also attack surface left over from the PrintNightmare series of 
vulnerabilities if everything isn't configured absolutely perfectly.  

Security researchers are still actively looking into the Print Spooler service 
due to its legacy and anticipated volume of remaining issues

Recommend disabling the Print Spooler service on all DCs and servers 
that don’t actually use it.
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Most Important DC Auditing Settings
• Account Logon

▪ Audit Credential Validation: S&F

▪ Audit Kerberos Authentication Service: S&F

▪ Audit Kerberos Service Ticket Operations: Success

▪ Account Logon: Audit Other Account Logon Events: S&F

• Account Management

▪ Audit Computer Account Management: S&F

▪ Audit Other Account Management Events: S&F

▪ Audit Security Group Management: S&F

▪ Audit User Account Management: S&F

• Detailed Tracking

▪ Audit DPAPI Activity: S&F

▪ Audit Process Creation: S&F

• DS Access 

▪ Audit Directory Service Access: S&F

▪ Audit Directory Service Changes: S&F 

• Privilege Use

▪ Audit Sensitive Privilege Use: S&F

• Logon and Logoff

▪ Audit Account Lockout: Success

▪ Audit Logoff: Success

▪ Audit Logon: S&F

▪ Audit Special Logon: Success & Failure

▪ Audit Other Logon/Logoff Events

• Object Access 

▪ Audit File System: Failure

▪ Audit Registry: Failure

• Policy Change 

▪ Audit Audit Policy Change : S&F 

▪ Audit Authentication Policy Change : S&F 

▪ Audit MPSSVC Rule-Level Policy Change: Success

• System 

▪ Audit IPSec Driver: S&F

▪ Audit Other System Events: S&F 

▪ Audit Security State Change : S&F 

▪ Audit Security System Extension : S&F 

▪ Audit System Integrity : S&F 



Domain 
Controller 

Security: 

User Rights 
Assignment

• Add workstations to domain

• Only AD Admins & specific groups/accounts should have this right

• Allow log on locally & Allow log through Terminal Services (RDP)

• Only “Domain Admins” or “Administrators” should have this right

• Debug programs

• Not required

• Enable computer and user accounts to be trusted for delegation 
(Kerberos)

• Only “Domain Admins” or “Administrators” should have this right

• Load and unload device drivers (can compromise DC)

• Not required

• Manage auditing and security log (can clear security logs)

• AD Admins & Exchange groups only

• Take ownership of files or other objects (become owner of AD 
objects)

• Only “Domain Admins” or “Administrators” should have this right



Domain Controller 
Security: 

“Not on Domain 
Controllers” 

Applications List

SQL

ADFS

Azure AD Connect

Management Console (not the agent)

Firefox 

Chrome

(old) Remote console software



Domain 
Controller 
Security: 

Typical
DC Agents 

VMware Tools

• You are running the current version, right?

• Versions older than 10.1.0 are vulnerable to a 
significant security issue (VIX API)

EDR

• Has live response capability (console) with 
system/admin rights on the DC

Management (SCCM)

• Can install/run code on the DC

Splunk Universal Forwarder

• Default install has the ability to run code
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Domain Controller Security: 
OS Version & Patching 

Ensure DCs are 
running current, 

supported 
Windows versions

Should be 2019 
since 2012/2012R2 

leaves extended 
support in 2023.

Ensure DCs are 
regularly patched 



39 #TEC2023

Action: DC Security

Ensure Advanced 
Auditing is 
enabled & 
configured 
appropriately in 
DC-linked GPO 

01
Ensure DC User 
Rights 
Assignments are 
configured 
appropriately in 
DC-linked GPOs 

02
Ensure DCs are 
only operating as 
Domain 
Controllers with 0 
unnecessary 
applications

03
Ensure you are 
running the 
current VMWare 
Tools version on 
virtual DCs

04
Review all agents 
on DCs and 
identify those that 
can install/run 
code 

05
Ensure DCs are 
running current 
Windows 
versions & keep 
patched

06
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Active Directory Certificate 
Services (ADCS)
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Active Directory Certificate Services (ADCS) 
Security Issues

• Auditing Issues 

• Misconfigured Certificate Template

▪ SAN without Manager Approval

▪ SubCA certificate without Manager Approval

▪ Overly-permissive AD Object ACLs (ex. auth users with GenericAll)

• Vulnerable PKI Object Access Control (AD permissions)

• EDITF_ATTRIBUTESUBJECTALTNAME2

• HTTP Enrollment Enabled



42 #TEC2023

ADCS Auditing

Recommended CA AuditingDefault CA Auditing
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Templates with Dangerous Configs
• Templates options include:

▪ Who can enroll/auto-enroll

▪ Certificate purpose(s)/approved use(s)

▪ Who is this certificate for?

▪ Is approval required?

• If a normal user can specify the subject of the 
certificate, that user can request a certificate on 
behalf of any other entity in the domain including a 
Domain Admin or Domain Controller.

• Trimarc has found at least one certificate that 
matches this description in ~95% of the 
environments we’ve assessed.
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EDITF_ATTRIBUTESUBJECTALTNAME2
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EDITF_ATTRIBUTESUBJECTALTNAME2
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Secure Your HTTP Endpoints

Enforce & 
Enable

Enforce HTTPS & 
Enable Extended 
Protection for 
Authentication (EPA)

Disable

Disable NTLM auth on 
IIS on your AD CS 
servers

Disable

Disable NTLM auth on 
your AD CS servers

Option

Best option: 
Remove all ADCS 
HTTP endpoints.
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ACTION:
ADCS Security Checks

 

• Lots of areas in default configs for attackers 
to take advantage of.

• Trimarc finds Critical issues in 99% of 
environments with ADCS.

• Perform the following to improve ADCS 
security:

▪ Review CA auditing settings

▪ Review certificate template configuration

▪ Review AD PKI object permissions

▪ Check for 
EDITF_ATTRIBUTESUBJECTALTNAME2

▪ Secure ADCS HTTP endpoints
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Locksmith:
https://github.com/Trimarc/locksmith  

https://github.com/Trimarc/locksmith
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https://github.com/Trimarc/locksmith
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Persistence?

Discovered AD Persistence During Trimarc ADSAs
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What does Persistence look like?

https://www.thedodo.com/rescue-goat-duck-costume-2107301918.html 

https://www.thedodo.com/rescue-goat-duck-costume-2107301918.html
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“Pre-Windows 2000 Compatible Access” group

https://www.stigviewer.com/stig/active_directory_domain/2016-02-19/finding/V-8547 

https://www.stigviewer.com/stig/active_directory_domain/2016-02-19/finding/V-8547
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Unexpected Domain Permissions (Persistence?)

• Domain permissions configured with:

▪ Pre-Windows 2000 Compatible Access group delegated permissions:

o DS-Replication-Get-Changes

o DS-Replication-Get-Changes-All

o DS-Install-Replica

o DS-Replication-Manage-Topology

o DS-Replication-Synchronize

• Pre-Windows 2000 Compatible Access Group Membership (default):

▪ Authenticated Users

▪ Everyone
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Unexpected Domain Permissions (Persistence?)

• Domain permissions configured with:

▪ Pre-Windows 2000 Compatible Access group delegated permissions:

o DS-Replication-Get-Changes

o DS-Replication-Get-Changes-All

o DS-Install-Replica

o DS-Replication-Manage-Topology

o DS-Replication-Synchronize

• Pre-Windows 2000 Compatible Access Group Membership (default):

▪ Authenticated Users

▪ Everyone!

DCSync Rights

DCShadow Rights
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DCSync Attack

• Get DA account credentials or 
account with DCSync rights

• Request credentials for security principal

• Receive all stored hashes

Attacker

Active 
Directory

Domain
Controller

DSGetNCChanges 
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DCShadow

• Attacker gets AD admin rights

• Add a computer object & use as rogue Domain Controller 

▪ Add a record for the rogue DC in the configuration partition 

▪ Update workstation’s computer object to include DC SPNs

• Submits changes for replication which are discovered by 
the other DCs and updated on the DCs

• Attacker cleans up the rogue DC
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DCShadow: The Setup

Attacker

Active 
Directory

Add Computer to the Domain

Add DC SPNs
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DCShadow: Make & Push Changes

Attacker

Active 
Directory

Domain
Controller

Submit change to AD

Domain
Controller

AD Replication

Rogue
DC
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Unexpected Domain Permissions (Persistence?): 
Impact

• Everyone (anyone!) has the ability to pull password hashes for every 
security principal in Active Directory (via DCSync)

▪ Including: 

o AD Admins

o Domain Controller computer accounts

o Azure AD Connect Service Account(s)

o ADFS computer accounts

o etc.

• Can also push changes to AD (via DCShadow)
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Common Security Issues:
Azure AD
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Common Security Issues:
Azure AD/Entra ID
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Trimarc Microsoft Cloud Security Assessment (MCSA) Common Issues

•Standard user accounts

•Service Accounts

•Account Usage

•Using PIM, but all/most are permanent, not eligible.

•Missing MFA on Admin Accounts with highly privileged AAD role rights.

Privileged Account Issues

•Highly privileged applications with regular user as owner 

•Standard user in App/Cloud App Admin role(s).

Applications with Highly Privileged Permissions

•Role Assignable Groups in privileged roles

Group Nesting

•Global Administrator

•Helpdesk Administrator

Partner Access - Delegated Access Permissions
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Standard User Accounts
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PIM Members are Permanent, Not Eligible
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Admin Accounts without MFA
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Privileged Azure AD Roles [PRIVILEGED]
• Application Administrator

• Application Developer

• Authentication Administrator

• B2C IEF Keyset Administrator

• Cloud Application Administrator

• Cloud Device Administrator

• Conditional Access Administrator

• Directory Synchronization Accounts

• Directory Writers

• Global Administrator

• Global Reader

• Helpdesk Administrator

• Hybrid Identity Administrator

• Intune Administrator

• Password Administrator

• Privileged Authentication Administrator

• Privileged Role Administrator

• Security Administrator

• Security Operator

• Security Reader

• User Administrator

https://learn.microsoft.com/en-us/azure/active-directory/roles/privileged-roles-permissions?tabs=admin-center 

https://learn.microsoft.com/en-us/azure/active-directory/roles/privileged-roles-permissions?tabs=admin-center
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Most Privileged Azure AD Roles
• Application Administrator

• Application Developer

• Authentication Administrator

• B2C IEF Keyset Administrator

• Cloud Application Administrator

• Cloud Device Administrator

• Conditional Access Administrator

• Directory Synchronization Accounts

• Directory Writers

• Global Administrator

• Global Reader

• Helpdesk Administrator

• Hybrid Identity Administrator

• Intune Administrator

• Password Administrator

• Privileged Authentication Administrator

• Privileged Role Administrator

• Security Administrator

• Security Operator

• Security Reader

• User Administrator

https://learn.microsoft.com/en-us/azure/active-directory/roles/privileged-roles-permissions?tabs=admin-center 

https://learn.microsoft.com/en-us/azure/active-directory/roles/privileged-roles-permissions?tabs=admin-center
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Admin Group Nesting
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Group Nesting
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Group Nesting
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Most Concerning Azure AD Application Permissions

•Provides effective Global Admin rights enabling control of the application to 
take control of Azure ADDirectory.ReadWrite.All

•Allows the app to manage permission grants for application permissions to 
any API & application assignments for any app, on behalf of the signed-in 
user. This also allows an application to grant additional privileges to 
itself, other applications, or any user.

AppRoleAssignment.ReadWrite.All

•Allows the calling app to create, & manage (read, update, update application 
secrets and delete) applications & service principals without a signed-in 
user. This also allows an application to act as other entities & use the 
privileges they were granted.

Application.ReadWrite.All

•Allows the app to read & manage the role-based access control (RBAC) 
settings for the tenant, without a signed-in user. This includes instantiating 
directory roles & managing directory role membership, and reading directory 
role templates, directory roles and memberships.

RoleManagement.ReadWrite.Directory
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Reviewing Azure AD Permissions with 
PowerShell

Get-AzureADPSPermissionGrants.ps1

https://gist.github.com/psignoret/9d73b00b377002456b24fcb808265c23 

https://gist.github.com/psignoret/9d73b00b377002456b24fcb808265c23
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Who are the Application Owners for TestApp?
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Solarigate “Tenant Hopping”

Tenant 

A

Tenant 

B

Tenant A admin is Global 

Admin in Tenant B

Partner

Delegated 

Administration

• Tenant Hopping (patent pending 😉) is when an attacker compromises one tenant to 
jump to another, often with privileged rights.

• Similar to trust hopping in Active Directory.

• Solarigate attackers leveraged partner connections. 
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Partner Relationships – aka Delegated 
Administration
• A configured partner can have admin rights to a customer tenant (“delegated administration”). 

• This is provided when the partner requests access to the customer environment. 

• When the customer accepts this request:

• “Admin agent” role in partner tenant is provided effective “Global Administrator” rights to 

customer tenant.

• “Helpdesk Agent" role in partner tenant is provided effective "Helpdesk Administrator" 

(Password Administrator) rights to customer tenant.

• These are the only options. 

• They apply to all customer environments – there is no granular configuration. 

• A partner with dozens of customers will result in all partner accounts in these groups having 

elevated rights in all customer environments.

Check Partner Configuration for your tenant here: 
https://admin.microsoft.com/AdminPortal/Home#/partners 
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Move to Granular 
Delegated Admin 
Privileges (GDAP)

https://learn.microsoft.com/en-us/partner-center/gdap-introduction 

https://learn.microsoft.com/en-us/partner-center/gdap-introduction
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Okta Integration
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Okta

• Identity & Access Management (IAM) company

• IDP that competes with Azure AD

• AD Integration

▪ Delegated Access: Allows users to sign into Okta using AD credentials

▪ Okta AD Agent: Sync users & groups with Okta and and also answering 
authentication requests from Okta as users log into the portal
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Adam Chester (@_xpn_)

https://www.trustedsec.com/blog/okta-for-red-teamers/ 

Okta for Red Teamers

https://www.trustedsec.com/blog/okta-for-red-teamers/
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Attacking Okta: Delegated Access

• Compromise a User Account in AD

▪ Leverage this to auth to Okta to 
SSO to other systems (typically with 
no MFA)

• Compromise the Okta service 
Account in AD

▪ Auth to Okta as any AD user & 
SSO to other systems

Adam Chester (@_xpn_)

https://www.trustedsec.com/blog/okta-for-red-teamers/ 

https://www.trustedsec.com/blog/okta-for-red-teamers/
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Attacking Okta: Okta AD Agent

• Capture AD Credentials (clear-text 
username & password)

▪ Compromise AD users who are 
authenticating to Okta

• Okta Skeleton Key (Fake AD Agent)

▪ Leverage AD Admin rights

▪ Authentication as any AD user to Okta

Adam Chester (@_xpn_)

https://www.trustedsec.com/blog/okta-for-red-teamers/ 

https://www.trustedsec.com/blog/okta-for-red-teamers/
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Lapsus$ (LAPSUS$)

“The potential impact to Okta 
customers is limited to the access that 
support engineers have,” Bradbury 
said, adding that these engineers are 
unable to download customer 
databases or create or delete users. 
“Support engineers are also able to 
facilitate the resetting of passwords 
and MFA factors for users, but are 
unable to obtain those passwords.” 
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The Risk: Attackers
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The Business of Cybercrime

https://www.microsoft.com/en-us/security/blog/2022/05/09/ransomware-as-a-service-

understanding-the-cybercrime-gig-economy-and-how-to-protect-yourself/ 

https://www.microsoft.com/en-us/security/blog/2022/05/09/ransomware-as-a-service-understanding-the-cybercrime-gig-economy-and-how-to-protect-yourself/
https://www.microsoft.com/en-us/security/blog/2022/05/09/ransomware-as-a-service-understanding-the-cybercrime-gig-economy-and-how-to-protect-yourself/
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The Business of Cybercrime

https://www.microsoft.com/en-us/security/blog/2022/05/09/ransomware-as-a-service-

understanding-the-cybercrime-gig-economy-and-how-to-protect-yourself/ 

https://www.microsoft.com/en-us/security/blog/2022/05/09/ransomware-as-a-service-understanding-the-cybercrime-gig-economy-and-how-to-protect-yourself/
https://www.microsoft.com/en-us/security/blog/2022/05/09/ransomware-as-a-service-understanding-the-cybercrime-gig-economy-and-how-to-protect-yourself/
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https://www.cshub.com/attacks/news/a-full-timeline-of-the-mgm-resorts-cyber-attack# 

https://www.cshub.com/attacks/news/a-full-timeline-of-the-mgm-resorts-cyber-attack
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https://www.mgmresorts.com/en/maintenance/faq.html 

https://www.mgmresorts.com/en/maintenance/faq.html
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https://www.404media.co/inside

-mgms-hacked-casinos/ 

https://www.404media.co/inside-mgms-hacked-casinos/
https://www.404media.co/inside-mgms-hacked-casinos/
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MGM Attacker Notes

• We had been lurking on their Okta Agent servers sniffing 
passwords of people whose passwords couldn't be cracked from 
their domain controller hash dumps. 

• We continued having super administrator privileges to their Okta

• Along with Global Administrator privileges to their Azure tenant. 

• Their network has been infiltrated since Friday. 

• We successfully launched ransomware attacks against more than 
100 ESXi hypervisors in their environment on September 11th 

• This was after they brought in external firms for assistance in 
containing the incident.

https://gist.githubusercontent.com/BushidoUK/20b81335c6729dc8e0b5997ca83fa35f/raw/a0697117e90

5f5094e7a5feae928806b2ba65b20/gistfile1.txt 

https://gist.githubusercontent.com/BushidoUK/20b81335c6729dc8e0b5997ca83fa35f/raw/a0697117e905f5094e7a5feae928806b2ba65b20/gistfile1.txt
https://gist.githubusercontent.com/BushidoUK/20b81335c6729dc8e0b5997ca83fa35f/raw/a0697117e905f5094e7a5feae928806b2ba65b20/gistfile1.txt
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Caesars Entertainment SEC Filing

https://www.cshub.com/attacks/news/a-full-timeline-of-the-mgm-resorts-cyber-attack# 

https://www.cshub.com/attacks/news/a-full-timeline-of-the-mgm-resorts-cyber-attack
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The Risk: Cloud
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Title

• Bullet Point

▪ Second Bullet Point

o Third Bullet Point

> Fourth Bullet Point

https://msrc.microsoft.com/blog/2023/09/result

s-of-major-technical-investigations-for-storm-

0558-key-acquisition/ 

https://msrc.microsoft.com/blog/2023/09/results-of-major-technical-investigations-for-storm-0558-key-acquisition/
https://msrc.microsoft.com/blog/2023/09/results-of-major-technical-investigations-for-storm-0558-key-acquisition/
https://msrc.microsoft.com/blog/2023/09/results-of-major-technical-investigations-for-storm-0558-key-acquisition/
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According to Microsoft, Storm-0558…

• is a China-based threat actor with activities and methods consistent with espionage objectives

• primarily targeted US and European diplomatic, economic, and legislative governing bodies, and individuals 
connected to Taiwan and Uyghur geopolitical interests

• displayed an interest in targeting media companies, think tanks, and telecommunications equipment and 
service providers

• Objective is to obtain unauthorized access to email accounts belonging to employees of targeted organizations

• pursues this objective through credential harvesting, phishing campaigns, and OAuth token attacks

• displayed an interest in OAuth applications, token theft, and token replay against Microsoft accounts since at least 
August 2021

• operates with a high degree of technical tradecraft and operational security. 

• are keenly aware of the target’s environment, logging policies, authentication requirements, policies, and procedures. 

• tooling and reconnaissance activity suggests the actor is technically adept, well resourced, and has an in-
depth understanding of many authentication techniques and applications

https://www.microsoft.com/en-us/security/blog/2023/07/14/analysis-of-storm-0558-techniques-for-unauthorized-email-access/ 

https://www.microsoft.com/en-us/security/blog/2023/07/14/analysis-of-storm-0558-techniques-for-unauthorized-email-access/


97 #TEC2023

What Happened?

Crash 
Dump

Internet
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Analysis

Storm-
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April 2021
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What Happened?
June 16, 2023
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What Happened?
June 16, 2023
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How Was This Possible?
• Investigation found that a consumer signing system crash in April of 2021 resulted in a snapshot of the crashed process (“crash dump”).

• The crash dumps, which redact sensitive information, should not include the signing key. 

• In this case, a race condition allowed the key to be present in the crash dump (this issue has been corrected). 

• The key material’s presence in the crash dump was not detected by our systems (this issue has been corrected).

• We found that this crash dump, believed at the time not to contain key material, was subsequently moved from the isolated production 
network into our debugging environment on the internet connected corporate network. This is consistent with our standard debugging 
processes. 

• Our credential scanning methods did not detect its presence (this issue has been corrected). 

• Due to log retention policies, we don’t have logs with specific evidence of this exfiltration by this actor, but this was the most probable 
mechanism by which the actor acquired the key.

• To meet growing customer demand to support applications which work with both consumer and enterprise applications, Microsoft introduced a 
common key metadata publishing endpoint in September 2018. 

• As part of a pre-existing library of documentation and helper APIs, Microsoft provided an API to help validate the signatures cryptographically 
but did not update these libraries to perform this scope validation automatically (this issue has been corrected).

• Developers in the mail system incorrectly assumed libraries performed complete validation and did not add the required 
issuer/scope validation. Thus, the mail system would accept a request for enterprise email using a security token signed with the 
consumer key (this issue has been corrected using the updated libraries).

• In-depth analysis of the Exchange Online activity discovered that in fact the actor was forging Azure AD tokens using an acquired Microsoft 
account (MSA) consumer signing key. This was made possible by a validation error in Microsoft code
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How Was This Detected?

The use of an incorrect key to sign the requests allowed Microsoft’s 
investigation teams to see all actor access requests which followed this 
pattern across both our enterprise and consumer systems

"Beginning May 15, 2023, Storm-0558 used forged authentication 
tokens to access user email from approximately 25 organizations, 
including government agencies and related consumer accounts in the 
public cloud. No other environment was impacted. Microsoft has 
successfully blocked this campaign from Storm-0558."
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What Has Microsoft Done to Fix the Issue?

• Identified and resolved race Condition that allowed the signing key to 
be present in crash dumps

• Enhanced prevention, detection, and response for key material 
erroneously included in crash dumps

• Enhanced credential scanning to better detect presence of signing key 
in the debugging environment

• Released enhanced libraries to automate key scope validation in 
authentication libraries, and clarified related documentation
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Current State of Microsoft 
Identity Security
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Trimarc Active Directory Security Assessments (ADSAs)

Trimarc Microsoft Cloud Security Assessments (MCSAs)
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Trimarc Active Directory Security Assessments (ADSAs)

Trimarc Microsoft Cloud Security Assessments (MCSAs)
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Fix Common Issues

• Active Directory

▪ Tool: https://github.com/Trimarc/Invoke-TrimarcADChecks 

▪ Article: https://www.hub.trimarcsecurity.com/post/securing-active-
directory-performing-an-active-directory-security-review 

• ADCS

▪ Locksmith: https://github.com/Trimarc/locksmith 

https://github.com/Trimarc/Invoke-TrimarcADChecks
https://www.hub.trimarcsecurity.com/post/securing-active-directory-performing-an-active-directory-security-review
https://www.hub.trimarcsecurity.com/post/securing-active-directory-performing-an-active-directory-security-review
https://github.com/Trimarc/locksmith
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Slides, Video & Security Articles:  Hub.TrimarcSecurity.com

There are typical security issues in 
most enterprise environments (AD 
& Azure AD/Entra ID)

Identifying common security issues 
and resolving them improves 
system security.

Fixing these issues provides 
improved breach resilience.

Conclusion

Sean Metcalf    |    @PyroTek3    |      sean@trimarcsecurity.com
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Questions?
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Thank you!
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