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Session Tokens (Cookies)
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Session Tokens (Cookies)
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Session Tokens (Cookies)
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Background: Conceptual Comparison
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Background

Highly Sensitive Application Permissions:

* Directory.ReadWrite.All: Effective Global Admin rights to AAD

» RoleManagement.ReadWrite.Directory: Ability to add members to
Global Administrator and other roles

= Application.ReadWrite.All: Provides full rights to applications which
could result in compromise if there are apps with highly privileged
permissions

» AppRoleAssignment.ReadWrite.All: Provides the application the
right to grant additional permissions to itself!

» RoleManagement.ReadWrite.Directory*
(more on this one later)

https://learn.microsoft.com/en-us/graph/permissions-reference



https://learn.microsoft.com/en-us/graph/permissions-reference

Background

& Caution

Permissions that allow granting authorization, such as
AppRoleAssignment.ReadWrite.All, allow an application to grant additional
privileges to itself, other applications, or any user. Likewise, permissions that allow
managing credentials, such as Application.ReadWrite.All, allow an application to act
as other entities, and use the privileges they were granted. Use caution when

granting any of these permissions.

https://learn.microsoft.com/en-us/
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Attacking Azure AD Accounts
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Attacking Azure AD Accounts
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Attacking Azure AD Accounts

‘—

Recon Activity Azure AD

Account

&

Thie Experts
T Canfaramncs



Compromise Azure AD through Application Permissions

Directory.ReadWrite.All  Azure AD
Add Credential ~ Application Permissions
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Compromise Azure AD through Application Permissions
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Role Assignable Groups (RAGS)

» Role Assignable Groups are Security or Microsoft 365 group with the
ISAssignableToRole property set to true and cannot be dynamic.

* Role Assignable Groups were created to solve the potential issue where groups are
added to an Azure AD role and a group admin could modify membership.

* Only Global Administrators or Privileged Role Administrators can create Role Assignable
Groups and manage them (membership).

* Role Assignable Group owners can manage them.

* There is an application permission (Graph: RoleManagement.ReadWrite.Directory) that
provides management rights as well.

* 500 role-assignable groups maximum in an Azure AD tenant (creation maximum).

* NOTE:
Only a Privileged Authentication Administrator or a Global Administrator can change the
credentials or reset MFA or modify sensitive attributes for members & owners of a role-
assignable group.

https://learn.microsoft.com/en-us/azure/active-directory/roles/groups-concept |



https://learn.microsoft.com/en-us/azure/active-directory/roles/groups-concept

Attacking Role Assignable Groups (RAG)

* Check RAG owners & Application permissions
(RoleManagement.ReadWrite.Directory) to identify target
accounts

- |dentify Role Assignable Groups that are eligible/permanent
members of privileged Azure AD roles.

« Compromise account to gain rights to modify RAG
membership



Compromise Azure AD through Role Assignable
Group Configuration

O Modify
O & ®_O® Membership
- Py o%a
i [ 2L dh
Owner dh Member -
Account Role Pr|V|Ieged
Assignabl Role
ssignable Administrator
Group
S%a
(& o
A aamm
(> ) Azure AD Administrator

Attacker



Compromise Azure AD through Application FC%
Permissions o O

Owner : RoleManagement.ReadWrite. S
® mmm) il -
o [ar]| n—— -

Permissions Assignable
Account : icati Grou
. Add Credential Application pz
D
@y
@
3 ®_©O
(900 S

v & o

&

) G oo
Attacker Azure AD Administrator



Role Assignable Group Security Check Logic

1=

= There is at least one Role Assignable Group

= AND

At least one of them is eligible/permanent member of privileged Azure AD
role

= AND
There is an owner for a Role Assignable Group

= OR

There are Role Assignable Group application permissions configured
(RoleManagement.ReadWrite.Directory)

Action: Review configuration and ensure it is appropriate.

31 HTEC2022 T E
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Azure AD Permissions Security Check Logic

IF
= There is a highly privileged application

= AND

There is at least 1 member (eligible/permanent) of the AAD role “Application
Administrator”

OR

There is at least 1 member (eligible/permanent) of the AAD role “Cloud
Application Administrator”

Questions to ask:
» |s the member a regular user account?
» |s the member an admin account?
» |s it already a member of a highly privileged AAD role?

Thie Expssris
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Azure AD Permissions Security Check Logic

|F
= There is a highly privileged application
AND
» There is an owner configured on that application

Questions to ask:
» |s the owner a regular user account?
» |s the owner an admin account?
» |s it already a member of a highly privileged AAD role?

33 #TEC2022
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Common Azure AD Security Issues

« Customer using PIM, but all members are permanent, not eligible.

 Highly privileged applications with regular user as owner and/or
regular user in App/Cloud App Admin role(s).

* Missing MFA on Admin Accounts with highly privileged AAD role
rights.

» Users can consent to application permissions.

« Guest/external user accounts have the ability to invite other guests
and have effectively the same visibility to the tenant as AAD users.

 Legacy authentication is not blocked through Conditional Access
policies (Security Defaults).
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How We Think About Identity
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What Identity Actually Is
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The ldentity Nexus
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Background: Enterprise Password Vault
* Being deployed more broadly to improve

administrative security.
* Typically CyberArk or Thycotic SecretServer.

« “Reconciliation” DA account to bring accounts back
iInto compliance/control.

* Password vault maintains admin accounts for AD &

Azure AD.
 Additional components to augment security like a

“Session Manager”.

There's Something
About Password Vaults




Attack Scenario: Password Vault
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Attack Scenario: Password Vault
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Attack Scenario: Password Vault
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Attack Scenario: Password Vault

JAVAS[(SWA\D)

Password Vault

Active Directory

Compromise AD & Azure AD by Compromising the Password Vault
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Attack Scenario Key Takeaways

* Enterprise Password Vaults are often not secured
appropriately

* Attackers can compromise the vault through: el a .o

» The account used to connect to the vault (typically a z
user account)

= An account that is a member of the vault admins
group (often a user account)

= |Local admin rights to access the vault directly
(DPAPI, etc.)

= Afile on a share (or local computer) that provides
vault admin credentials

ok 50 baskally uber had a network share W s the share
cortained some powershell scripes,

one of the powershell scrpts contained the username and "
password for a admin user in Thycotic (PAM) Using this | was able to
extract secrets for all services, DA, DOD. Onslogin, AWS, GSuite

on an uber 1P range? or W3ZEETon like GCP or AWS [*.ubsnnternal)
odlied K00

Jied £00 ' &

The Experts
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Attack Scenario Key Mitigation

* Ensure only Tier 0 admin accounts are members of password vault
admin groups.

 Restrict access to the system and related computers.

« AD admins should only connect from an admin system (workstation or
server) specific to AD administration.

« AD admins should only connect with credentials other than regular
user or AD admin credentials. We refer to this as a “transition
account.”

* Ensure credentials are not stored in files or scripts on network shares
or personal storage.
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Attack Scenario: AD Admin Group to AD

Active Directory

Compromise AD by getting admin rights to VMware through VMware group in AD



Attack Scenario Key Takeaways

- The VMware admins group is typically in Active Directory.
* This group often contains regular user accounts.

» Since Domain Controllers are typically hosted on virtual
Infrastructure, compromise of VMware administration
results in AD compromise.



Attack Scenario Key Mitigation

 Protect Admin groups to protect VMware.
* Ensure only admin accounts are used for administration.
* Ensure admin accounts are well protected.

* Don’t use AD groups for VMware administration if the
group and associated accounts can’t be securely
managed and used.
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Azure AD User Administrator Role

Can manage all aspects of users and groups, including resetting
passwords for limited admins.

User Administrator permission

microsoft.directory/groups/members/update

Update members of Security groups and Microsoft 365 groups,
excluding role-assignable groups

https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference#user-administrator

The Expesrts
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Attack Scenarlo AD to Azure AD to VMWare
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Attack Scenarlo AD to Azure AD to VMWare
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Attack Scenario: AD to Azure AD to VMWare

Active Directory

JAVAU[(SWAYD,

VMware

Compromise AD (& VMware) by getting VMware admin rights through Azure AD rights
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Attack Scenario Key Takeaways

 Synchronization of admin groups to cloud directory
environments can introduce unintended conseguences.

* Write-back Is a useful feature, but now imbues admins in
Azure AD with on-prem superpowers.

* Review the Azure AD roles and ensure only admin
accounts are members.

 Leverage PIM (eligible) to ensure that accounts don’t have
full-time rights.



Attack Scenario Key Mitigation

* Ensure only admin accounts are used for administration and that they
are well protected.

 Preferably use PIM (eligible) for all Azure AD roles.
* Require MFA for all Azure AD admins.

* Do not synchronize on-prem admin accounts to Azure AD.
(simpler if properly separated in top-level admin OU)

* Do not synchronize on-prem admin groups to Azure AD.
(simpler if properly separated in top-level admin OU)

* |If write-back is configured, think through potential issues.
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Background:

From Azure AD to Azure to AD Videos  Presentations
Hacking the Hybrid Cloud

May 27, 2020

From Azure AD to Active Directory (via
Azure) — An Unanticipated Attack Path

Updated. Jun17. 2021

VIRUS ALERT

While Azure leverages Azure Active Directory for some things. Azure AD roles don't directly
affect Azure (or Azure RBAC) typically. This article detalis a known configuration (at least to
those who have dug into Azure AD configuration options) where it's possible for a Gicbal
Administrator (aka Company Administrator) In Azure Active Directory to gain control of Azure
through a tenant option, This is "by design™ as a "break-glass” (emergency) option that can be
used to (rejgain Azure admin rights if such access is lost
Access management for Azure resources
- In this post | explore the danger associated with this option how it is currently configured {as
ArureAdmin@trimarcrd com [AnureAdminStrimared com) can manage access 10 all Ansee subscriptions and of May 2020)

m 0 The key takeaway here is that if you don't carefully protect and control Global Administrator
role membership and associated accounts, you could lose positive control of systems hosted
in all Azure subscriptions as well as Office 365 service data

(Office 365] (Anen) Note

Globai Admin Subsception Admin 5

Most of the research around this issue was performed during August 2019 through December
2019 and Microsoft may have Incorporated changes since then In functionality and/or

capability

https://www.hub.trimarcsecurity.com/post/from-azure-ad-to-active-directory-via-azure-an-unanticipated-attack-path

T
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https://www.hub.trimarcsecurity.com/post/from-azure-ad-to-active-directory-via-azure-an-unanticipated-attack-path
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Attack Scenario: Azure AD to Azure to AD

Active Directory Azure AD

Azure

Compromise AD (& Azure & Azure AD) by getting Global Admin rights in Azure AD
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Attack Scenario Key Takeaways

 An attacker that can gain admin rights to one environment
can often pivot to another.

* Hosting Domain Controllers on virtual infrastructure such
as VMware & cloud requires trust in that platform as well

as additional protections around compromised accounts &
monitoring.

« Jumping from Azure AD to Azure to on-prem Active
Directory is possible given how most enterprises are
configured and if the Global Admins group isn’t well
protected.



Attack Scenario Key Mitigation

» Severely restrict membership in Global Admins.
*Use PIM (eligible) for Azure AD roles.

* Require MFA for all Global Admins (preferably all
Azure AD role members).

* Closely monitor membership of the “User Access
Administrator” Azure role (root level).

* Place Domain Controllers and other sensitive

systems in another Azure tenant.
TEC |mee
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Background

DEF CON 25 (July 2017)

Attacking Federation __

How to steal identities — federated style

>
=
5

C_

Q
O

Federation is effectively Cloud Kerberos.
Own the Federation server, own organizational cloud services.

Token & Signing certificates ~¥= KRBTGT (think Golden Tickets)
TEC |S&e




Background
Attacking Federation: Forging SAML

Golden SAML: Newly Discovered Attack Technique Forges Authentication to Cloud Apps

https://www.cyberark.com/threat-research-blog/golden-saml-newly-discovered-
attack-technique-forges-authentication-cloud-apps/

ADFSpoof

A python tool to forge AD FS security tokens,

Created by Doug Bienstock (@doughsec) while at Mandiant FireEye,

Detailed Description

ADFSpoof has two main functions

1. Given the EncryptedPFX blob from the AD FS configuration database and DKM decryption key from Active Directory,
produce a usable key/cert pair for token signing.

2. Given a signing key, produce a signed security token that can be used to access a federated application.

This tool is meant to be used in conjunction with ADFSDump. ADFSDump runs on an AD FS server and outputs important
Information that you will need to use ADFSpoof

The Expesrts
T Canfuranss
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Attack Scenario: VMware -> ADFS -> Azure AD

Azure AD

Azure

VMware

AWS

Compromise Azure AD (& ADFS & VMware & Azure & AWS) by getting admin rights on the ADFS server

Thie Expssris
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Attack Scenario Key Takeaways

- Most VMware environments aren’t properly secured.

» Most on-prem systems are hosted on VMware so the
security of the virtual infrastructure is paramount.

« Compromise of VMware could result in the compromise of
every server and associated system hosted on the
platform.



Attack Scenario Key Mitigation

* VMware platform security is critical to the security of most
of the systems in many organizations.

* Ensure VMware administration is well protected.

 Restrict VMware admin rights only to the accounts that
require them.

* Ensure only admin accounts are used to manage VMware.
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Attack Scenario: VMware to AAD Connect to Azure AD
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Attack Scenario: VMware -> AAD Connect -> Azure AD

AAD Connect Azure AD

VMware

Compromise Azure AD (& AAD Connect & VMware) by getting admin rights on the AAD Connect server
79 H#TEC2022 TE
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Attack Scenario Key Takeaways

- Most VMware environments aren’t properly secured.

» Most on-prem systems are hosted on VMware so the
security of the virtual infrastructure is paramount.

« Compromise of VMware could result in the compromise of
every server and associated system hosted on the
platform.



Attack Scenario Key Mitigation

* VMware platform security is critical to the security of most
of the systems in many organizations.

* Ensure VMware administration is well protected.

 Restrict VMware admin rights only to the accounts that
require them.

* Ensure only admin accounts are used to manage VMware.



Attack Scenario
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Background: IPMI

The Intelligent Platform Management Interface
(IPMI) is a set of computer interface
specifications for an autonomous computer
subsystem that provides management and
monitoring capabilities independently of the host
system's CPU, firmware (BIOS or UEFI) and
operating system.

Implementations

¢ HP Integrated Lights-Out, HP's implementation of IPMI
¢ Dell DRAC, Dell's implementation of IPMI|

IPMI Block Diagram

Southbridge,
Super IO,
Switches, LEDs
etc.

IPMB, HW Monitor,

Power Supply,
DIMM, Chipset,
PCI Slots etc.

e IPMI & OEM
uthbridge, Signals
Super 10 & | | c
‘ SMBus BMC ‘
NIC e 12C Bus
SideBand
tSerial Port
Switching Logic!
Serial Port | {———— |
Connector |
Super IO‘

¢ |BM Remote Supervisor Adapter, IBM's out-of-band management products, including IPMI implementations

* MegaRAC, AMI's out-of-band management product and OEM IPMI firmware used in e.g. ASUS, Tyan and Supermicro motherboards

* Avocent MergePoint Embedded Management Software, an OEM IPMI firmware used in e.g. Gigabyte and Dell motherboards

https://en.wikipedia.org/wiki/Intelligent Platform Management Interface

83 #TEC2022
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Background: IPMI

*HP ILO
= 59 CVEs

» |ntegrated Lights-Out 5 (ILO 5) firmware version: 11
CVEs

*Dell DRAC
= Dell Idrac9 Firmware: 15 CVEs
= Dell Idrac8 Firmware: 7 CVEs
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Matonal Cyher Awarsness Systemn > Alerts > Riske of Using the Intelligent Platform Management interface (PM1)

Alert (TA13-207A) —
Risks of Using the Intelligent Platform Management Interface (IPMI)

Originel elosas date Suly 20, 3013 | Last rwvised: October ©7, 2016

Wi (Bee Hww @

Systerns Affected

Aty system connected 1o the imtermet running the intelligent Pltform Managersent Mtarlace [1PMI] may be afected. NI s resident on many server platiorms, and
provides low-level sccess to » systermn that can overmide operating system controls.

Overview
Attackers can ensily identify and nccess systems that run IFMI and are connected to the intemet. It is important to restrict IPMI sccess to specific management IF addresses
withies an and b d into a separate LAN

L og P L

.

Description

What is the inteligent Platform Management Interlace {IPMI)?

PN i 2 dom devel Interface specification that has been adopted by many haed, dars. it slicws a system admini tor Iy @t servers at the hardware
Sevrl PMI s on the Bassboard Manap < {lor (ANC] and provedes acoess to the 5105, disks, and cther hardhware, It also supports remoty bouting from a CD e
through the network, anc g of the server The BMC itzelf also runs a limited set of network services to facilitate B and )

Armongst systams
What Is the Rick?

Attackers can use IPM to essentially gain physical-level access to the server. An attacker can reboot the system, mstall a new operating system, or compromiz= data,
by g any operating system da. Some issues Identified by Dan Farmen:

. Fa for M1 auth, are sxeed in clear text.

* Knowledge of one IPMI d pves you the d for all T o the IFMI aged proup.
* Root access on an 1PN system grants complete control over hardware, software, femware on the system.
* BMCs often run excess and older network services that may be vulnerable.

* IFMI access may alzo grant remote conzole access to the system, resulting in access to the DIOS.

* Thers ace few, if ary, monsonng toods available to detect if the BMC iz compromised.

* Certain types of traffic to and from the ANC are not encrypted

* Undiear documentation on how to santize IPMI passwords without destruction of the motherboard.

Attackers can easily search and dentify intemet-connected target systems, and IPMI = no extepbon

TEC | ===
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Alerts and Tips fiesources

Matwonal Cyher Awarsness Systern > Alerts > Risks of Using the Intelligeet Platform Management Interface (PMI1)

Alert (TA13-207A)

Risks of Using the Intelligent Platform Management Interface (IPMI)

Originel reless date Jsty 20,3003 | Last rwvised: October G7, 2016

Attackers can use IPMI to essentially gain physical-level access to the server. An attacker can reboot the system, instal
bypassing any operating system controls. Some issues identified by Dan Farmer:

» Passwords for IPMI authentication are saved in clear text.
Knowledge of one IPMI password gives you the password for all computers in the IPMI managed group.

Root access on an IPMI system grants complete control over hardware, software, firmware on the system.
BMCs often run excess and older network services that may be vulnerable.

IPMI access may also grant remote console access to the system, resulting in access to the BIOS.

There are few, if any, monitoring tools available to detect if the BMC is compromised.

Certain types of traffic to and from the BMC are not encrypted.

Unclear documentation on how to sanitize IPMI passwords without destruction of the motherboard.

* Thers ace few, if any, monsonng toods avallable to detect if the BMC s compramised.
* Certain types of traffic to and from the ANC are not encrypted The Experts
* Unciear documentation on how to sanitize IPMI passwords without destruction of the motherboard. I E c Confarance

Mtackers can easity search and sdentify intemet-connected target systems, and (PMI = no eacepbon




HP ILO Vulnerability CVE-2017-12542

HP released patches for CVE-2017-12542 in iLO 4 firmware
version 2.54.

The vulnerability affects all HP iLO 4 servers running firmware
version 2.53 and before. Other iLO generations, like iLO 5, iLO 3,
and more are not affected.

bypass-authentication-on-hpe-ilo4-servers-with-29-a-
characters/

https://www.bleepingcomputer.com/news/security/you-can- ‘ y Jou i the

curl -H "Connection: AAAAAAAAAAAAAAAAAAAAAAAAAAAAAM

https://airbus-seclab.qithub.io/ilo/SSTIC2018-Article-
subverting your server through 1ts bmc the hpe 1104 case-gazet perigaud czarny.pdf S
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https://airbus-seclab.github.io/ilo/SSTIC2018-Article-subverting_your_server_through_its_bmc_the_hpe_ilo4_case-gazet_perigaud_czarny.pdf
https://www.bleepingcomputer.com/news/security/you-can-bypass-authentication-on-hpe-ilo4-servers-with-29-a-characters/

DSA-2020-063: iDRAC Buffer Overflow Vulnerability

Summary: Dell EMC iDRAC has been updated to address a vulnerability which may potentially be exploited to compromise the
affected systems.

ARTICLE Article Content
CONTENT
LEGAL Impact
INFORMATION High
ARTICLE
PROPERTIES Details

* Buffer Overflow Vuinerability
RATE THIS
ARTICLE CVE-2020-5344

Dell EMC iDRAC7, iDRACS and iDRACS versions prior to 2,65.65.65, 2.70.70.70, 4.00.00.00 contain a stack-based buffer overflow
vulnerability. An unauthenticated remote attacker may exploit this vulnerability to crash the affected process or execute arbitrary code on the

system by sending specially crafted input data.

CVSS v3.1 Base Score: 7.0 (CVSS:3. 1/AV:N/AC:H/PR:N/ULN/S: U/C: L/ LIAH)

Dell Technologles recommends all customers consider both the CVSS base score and any relevant temporal and
environmental scores that may impact the potential severity associated with a particular security vulnerability.
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Dell EMC iDRAC Multiple Vulnerabilities (CVE-2018-15774 and
CVE-2018-15776)

Summary: Dell EMC guidance to mitigate risk and resolution for the iDRAC multiple vulnerabilities. For specific information on
affected IDRAC versions and next steps to apply the updates, referSee more

ARTICLE
CONTENT

ARTICLE
PROPERTIES

RATE THIS
ARTICLE

This article may have been automatically transiated. If you have any feedback regarding Its quality, please let us know
using the form at the bottom of this page.

Article Content

Symptoms
CVE Identifier; CVE-2018-15774, CVE-2018-15776

Severity: Medium

Affected products:
« Deli EMC IDRACT7ADRACS versions prior to 2.61.60.60 (CVE-2018-15774 and CVE-2018-15776)
« Dell EMC IDRACS versions prior 10 3.20.21.20, 3.21.24.22, 3.21.26.22 and 3.23.23.23 (CVE-2018-156774)

Summary:
Dell EMC IDRAC has been updated to address multiple vulnerabilities which may potentially be exploited to compromise the
affected systems

Details:
« Privilege Escalation Vulnerabllity (CVE-2018-15774)

Dell EMC IDRACT/DRACS versions prior to 2.61.60.60 and IDRACS versions prior to 3.20.21.20, 3.21.24 .22, 3.21.26.22, and
3.23.23.23 contaln a privilege escalation vulnerabllity. An authenticated malicious IDRAC user with operator privileges could
potentially exploil a permissions check fiaw In the Redfish Interface Lo gain administrator access.
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IPMI Network Check
* IDRAC: TCP port 5696 or 5353

* [LO: TCP port 2381
* Port response on the production network = very bad

Test-NetConnection $IPAddress -Port 2381
PS C:\> test-netconnection 172.16.101.11 -port 2381

ComputerName > 172.16.101 .11
RemoteAddress = 216101 .11
RemotePort - 2381

InterfaceAlias : Wi-Fi
SourceAddress - 172.16.250.109

TcpTestSucceeded : True




Attack Scenario: IPMI
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Attack Scenario Key Takeaways

* IPMI such as ILO and IDRAC is typically enabled by
default on physical servers and often connected to the
primary production network.

* IPMI access on the primary network provides attackers the
ability to compromise the physical server to then
compromise the services running on the server.

* IPMI access on the network puts all systems hosted by
physical servers at risk (which is everything).



Attack Scenario Key Mitigations

* Ensure IPMI systems (IDRAC, ILO, etc.) are on a separate
out of band (OOB) network instead of the production
corporate network.

* If IPMI can’t be separated on a different network, ensure
there are network controls to restrict access to these
systems.

- Keep physical server hardware firmware updated.
= HPE iLO Amplifier Pack is a free tool that helps with this:

https://buy.hpe.com/us/en/software/server-management-software/server-ilo-
manaqement/llo management-engine/ilo- ampllfler pack/p/1009838729



https://buy.hpe.com/us/en/software/server-management-software/server-ilo-management/ilo-management-engine/ilo-amplifier-pack/p/1009838729

AUGUST FIRMWARE THREAT REPORT

Firmware Issues =
" . 1, ¥ ;."‘

belowihcsurface

UM THREAT REPORT—A

Subscribe 10 Eclypsium’s Threat Report

https://eclypsium.com/2022/08/31/auqust-firmware-threat-report/




More on this coming out soon

 Watch the News....
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Background: Admin Forest
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Background: Admin Forest

Red Forest, aka Admin Forest, aka Enhanced Security Administrative Environment (ESAE).

ESAE forest is isolated from the production network with strong network controls and only allows
encrypted communication to production DCs & select AD Admin systems.

1-way trust with Selective Authentication (production AD forest trusts ESAE).
Production AD admin groups are empty, except group for ESAE admin groups.
No production AD admin groups/accounts in ESAE have admin rights to ESAE.
All systems run current/recent versions of Windows.

Auto-patching by ESAE management/patching system.

Production AD admin accounts in ESAE should not retain full-time Production AD admin group
membership and require MFA for authentication.

ESAE should be carefully monitored for anomalous activity.

100
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Attack Scenario Key Takeaways

* The Red Forest (aka Admin Forest) is deployed to enable
administration of multiple Active Directory forests in many companies.

* The compromise of the Red Forest would result in compromise of all
managed AD forests.

» Accessible IPMI is a big risk to many Red Forests.

* If the admin accounts and systems aren’t secured appropriately, then
the entire admin environment is potentially at risk.

* Red Forest can be challenging to get 100% right.




Attack Scenario Key Mitigations

« Secure IPMI configuration.

* Restrict access to the Admin/Red Forest only to AD
admins.

* Ensure that only Tier O systems have access/control to this
environment.

* Trust configuration between the Admin Forest & managed
forests is a forest trust, not external.
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Mitigation

* The best way to mitigate these issues is a combination of:
Security Assessments

System hardening

Authentication flow identification

Secure Cloud integration components
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Securing AD:
Level 1

Randomize computer local Administrator account
passwords. (Microsoft LAPS)

Minimize groups (& users) with DC admin/logon rights.
Separate user & admin accounts.

No user accounts in any admin groups.

Admin accounts set to “sensitive & cannot be delegated”.
All AD Admin accounts added to “Protected Users” group.

Long, complex (>30 characters) passwords for Service
Accounts.

Ensure that suRported Windows versions are running on
DCs and that they are appropriately patched.

Ensure Authenticated Users can’t join computers to AD
(Remove from DC-linked GPO sefting “Add workstations
to domain”).

Configure GPO to prevent local accounts from
connecting over network to computers.



Securing AD:
Level 2

ADAs should only logon to a DC
(or admin workstation or admin server).
Service Accounts (SAs):
» Leverage “(Group) Managed Service Accounts”.
. Imglement Fine-Grained Password Policies (DFL
>2008).

= Limit SAs to systems of the same security level, not
shared betweéen workstations & servers (for
example).

» Ensure passwords are >25 characters.

Ensure all computers are talking NTLMv2 & Kerberos,
deny LM/NTLMv1.

Disable all SMBv1.

Separate Admin workstations for administrators (locked-
down & no internet).

No Domain Admin service accounts on non-TierQO
systems.

Limit management protocol access on DCs to admin
subnets (RDP, WMI, WinRM, etc).

The Expepris
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Securing AD:
Level 3

= Complete separation of administration
= ADAs never logon to other security tiers.

= Restrict workstation to workstation
communication with host firewalls

= AD clients don’t need special rules, default block All
inbound works.

* Implement network segmentation.

112
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Protect
Admin Creds

« Ensure all admins only log onto approved
admin workstations & servers.

» Add all admin accounts to Protected
Users group (requires Windows 2012 R2

DCs).
« Admin workstations & servers:

= Control & limit access to admin
workstations & servers.

= Remove NetBIOS over TCP/IP
= Disable LLMNR.
= Disable WPAD.

113
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* Enable NTLM Auditing on DCs.
* Enable SMB Auditing on DCs & file servers.

* Enable PowerShell logging everywhere &
send to SIEM.

* Monitor scheduled tasks on sensitive
systems (DCs, etc).

A(_j(_jltlo_nal * Block internet access to DCs & servers.

M |t|gat|OnS * Change the KRBTGT account password
(twice) every year & when an AD admin
leaves.

« Configure LDAP Signing & Channel Binding.

» Use PingCastle (https://pingcastle.com/) and
Bloodhound
(https://github.com/BloodHoundAD) to help
identify problematic AD configurations.

T | Thie Experts
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https://pingcastle.com/
https://github.com/BloodHoundAD
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VMware Security Recommendations

Update all ESXi hosts to current supported version.

Update all Vmware Tools to current supported version on all VMs.
Enable Lockdown mode.

Physically secure servers.

Identify and secure IPMI out of band systems (ILO, DRAC, etc.).
Ensure VMware admin groups are well secured in Active Directory.

Tier 0 VMs (AD/PKI/AADC/etc) should be hosted in a separate Tier O vCenter/Hyper-V
instance.

At a minimum, use RBAC in vCenter so that server admins can't access Tier O assets like
virtual DCs, PKI, AAD Connect, etc.

Encrypt the virtual DCs (and other TO assets) with vSphere Virtual Machine Encryption, or if
you can't do that, at least use FDE on the virtual DCs with BitLocker TPM so that low tier VM
admins can't easily access ntds.dit from vmdks, snapshots, backup files, etc.

116

The Expepris
#TEC2022 T E | Conference



ZZZZZZZZ

Azure AD
Security Recommendations

TEC

The Experts

Conference
Sponsored by Quest’




Azure AD Security Recommendations

« Ensure admin accounts sourced in Azure AD (onmicrosoft accounts)
are the only members in Azure AD roles, not regular user accounts.

 Leverage PIM for controlling Azure AD role membership and ensure all
people accounts are Eligible and not Permanent members.

« Use Azure AD MFA with Microsoft Authenticator (preferably with
number matching).

* Review highly privileged application permissions (such as
Directory.ReadWrite.All).

* |f there are highly privileged application permissions, ensure there’s
additional protections for the Application Administrator & Cloud
Application Administrator roles.
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Azure (laaS) Security Recommendations

» Restrict Azure AD Global Administrator role membership.

* Minimize Admin and Owner roles on the root as well as Subscriptions
with sensitive systems.

* |f there are Domain Controllers in Azure, all Azure admin roles become
Tier O.

« Configure security policies.
» Enable Network Security Groups on subnets or virtual machines.
 Restrict access through Internet facing endpoint
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On-prem AD & Password Vaults
« Ensure only admin accounts are used for administration and that admin
accounts are well protected.

* Ensure only Tier 0 admin accounts are members of password vault admin
groups.

 Restrict password vault access to the system and related computers.

« Admins should only connect to a password vault from an admin system
(workstation or server) specific to administration.

« Admins should only connect to a password vault with credentials other than
regular user or admin credentials. We refer to this as a “transition account.”

* Ensure credentials are not stored in files or scripts on network shares or
personal storage.



Azure AD / Microsoft Office 365 & Azure

Severely restrict membership in Global Admins.

Ensure only admin accounts are used for administration and that they are well
protected.

Preferably use PIM (eligible) for all Azure AD roles.
Require MFA for all Azure AD admins.

Do not synchronize on-prem admin accounts to Azure AD.
(simpler if properly separated in top-level admin OU)

If write-back is configured, think through potential issues.

Closely monitor membership of the “User Access Administrator” Azure role (root
level).

Place Domain Controllers and other sensitive systems in another Azure tenant.
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VMware vSphere

* Ensure only admin accounts are used to manage VMware.

* Ensure VMware administration is well protected (Tier 0).

* Restrict VMware admin rights only to the accounts that require them.
*  Protect Vmware Admin groups to protect VMware.

* Don’t use AD groups for VMware administration if the group and
associated accounts can’t be securely managed and used.

* VMware platform security is critical to the security of most of the systems
in many organizations.



IPMI & Admin/Red Forest

Ensure IPMI systems (iDRAC, ILO, etc.) are on a separate out of band (OOB)
network instead of the production corporate network.

If IPMI can’t be separated on a different network, ensure there are network
controls to restrict access to these systems.

Keep physical server hardware firmware updated.
HPE iLO Amplifier Pack is a free tool that helps with this:

https://buy.hpe.com/us/en/software/server-management-software/server-ilo-management/ilo-
management-engine/ilo-amplifier-pack/p/1009838729

Restrict access to the Admin/Red Forest only to AD admins.

Ensure that only Tier O systems have access/control to the Admin/Red Forest
environment.

Ensure trust configuration between the Admin Forest & managed forests is a
forest trust, not external.


https://buy.hpe.com/us/en/software/server-management-software/server-ilo-management/ilo-management-engine/ilo-amplifier-pack/p/1009838729

Conclusion

Interconnections between multiple
systems provide attack opportunity.

|dentification of these connections
and hardening systems is critical for
security.

Review configuration to discover
potential security issues.

CRMAS -

Slides, Video & Security Articles: Hub.TrimarcSecurity.com

Sean Metcalf | @PyroTekS#TELzozzsean@tnmarcsecurlty.com TEC ,.‘..2.,::.
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References

* Microsoft Graph Permissions Reference
https://learn.microsoft.com/en-us/graph/permissions-reference

* Role Assignable Groups
https://learn.microsoft.com/en-us/azure/active-directory/roles/groups-concept

* Azure AD Roles
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference

* From Azure AD to AD via Azure — An Unanticipated Attack Path
https://www.hub.trimarcsecurity.com/post/from-azure-ad-to-active-directory-via-
azure-an-unanticipated-attack-path

* HPE iLO Amplifier Pack
https://buy.hpe.com/us/en/software/server-management-software/server-ilo-
management/ilo-management-engine/ilo-amplifier-pack/p/1009838729



https://learn.microsoft.com/en-us/graph/permissions-reference
https://learn.microsoft.com/en-us/azure/active-directory/roles/groups-concept
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference
https://www.hub.trimarcsecurity.com/post/from-azure-ad-to-active-directory-via-azure-an-unanticipated-attack-path
https://buy.hpe.com/us/en/software/server-management-software/server-ilo-management/ilo-management-engine/ilo-amplifier-pack/p/1009838729

References

Airbus Security — ILO
https://github.com/airbus-seclab/ilo4_toolbox

Microsoft PTA
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta

Attacking Microsoft PTA & Azure AD Connect
https://blog.xpnsec.com/azuread-connect-for-redteam/

Azure AD Seamless SSO
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso

Attacking Azure AD Seamless SSO
https://www.dsinternals.com/en/impersonating-office-365-users-mimikatz/

Introducing ROADtools - The Azure AD exploration framework
https://dirkjanm.io/introducing-roadtools-and-roadrecon-azure-ad-exploration-framework/

Dirk-jan Mollema’s talks
https://dirkjanm.io/talks/
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Similar Talks

Trimarc Webcast: Top 10 Ways to Improve Active Directory Security Quickly
= Slides
* YouTube Video

BSides Charm Presentation: AD CS Means ‘Active Directory is Cheese (Swiss)
= Slides
* YouTube Video

TEC Presentation: Hardening Azure AD in the Face of Emerging Threats
= On Demand Video

DEFCON Presentation: Hacking the Hybrid Cloud
= Slides
* YouTube Video

Trimarc Webcast: Performing Your Own AD Security Review
= Slides
* YouTube Video

H


https://www.hub.trimarcsecurity.com/_files/ugd/bf9d03_56b5bb1b80a74acaa6d5e66884d23376.pdf
https://youtu.be/Og5xfph7Gt0
https://www.hub.trimarcsecurity.com/_files/ugd/bf9d03_5492053b46c247b69aa265f86b059afb.pdf
https://www.youtube.com/watch?v=TVIej2N-sYo
https://www.quest.com/event/tec-2021-ondemand-hybrid-ad-security-track8150871/
https://www.hub.trimarcsecurity.com/_files/ugd/bf9d03_1c86ca23a73442b88c816607617b6f9b.pdf
https://www.youtube.com/watch?v=AR5aLszXA2E
https://www.hub.trimarcsecurity.com/_files/ugd/bf9d03_07c4d35669974a07ba76252c616f3f7d.pdf
https://www.youtube.com/watch?v=wVQeJ-fQoKc&t=1141s

177 Questions?
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