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BlueTeamCon Policy
 Photo,video, ndrecording policy A

Ensure you have the permission from anyone you photograph or record. This includes those in the background of your shot.
“Crowd shots” from the front (facing the crowd) are not allowed.

If you’ve accidentally taken a picture without permission, delete it. If you are asked by a participant to delete/blur a picture they did
not give you permission to take, please do so immediately.

Upon a first infraction, you will receive one warning from Blue Team Con Staff. Upon a second infraction you will be asked to give up
your device to Blue Team Con Safety for the duration of the event or to leave the event with your device, your choice. You may return
to the event once you have deposited your device in a secure location, off-site.

Sean says:
You can take photos of me during my keynote
(afterwards, please ask first)
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Who am I?

Why this Talk?

Why Are We Here?

InfoSec Challenges

Blue vs Red vs Purple

Conclusion
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Who Am |?
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Microsoft®

Most Valuable
Professional
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Microsoft
CERTIFIED
Master

Active Directory Security

Active Directory & Enterprise Security, Methods to Secure Active Directory, Attack Methods & Effective Defenses, PowerShell,
Tech Notes, & Geek Trivia...

Home About AD Resources Attack Defense & Detection Contact Mimikatz Presentations Schema Versions Security Resources SPNs
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Pathfinding

Cloud Recon: DNS TXT
Records

MS = Microsoft Office 365
Google-Site-Verification = G Suite
Amazonses = Amazon Simple Email
OSIAGENTREGURL = Symantec MDM
AzureWebsites = Microsoft Azure
Paychex = Paychex financial services

Docusign = Docusign digital signatures
Atlassian-* = Atlassian services

hH

google-site-verification
adobe-idp-site-verification
docusign

v
globalsign-domain-verification
amazonses
atlassian-domain-verification
cisco-ci-domain-verification
dropbox-domain-verification
yandex-verification
OSIAGENTREGURL
bugcrowd-verification
cisco-site-verificati-
ios-enroll
have-1i-been-pwned-ver
azurewebsites
android-mdm-enrol]
status-page-domain-ver
android-enroll

paychex



* 2015: Published original method to detect Golden Tickets.

e 2015: Made Golden Tickets more effective by adding Enterprise Admins to SIDHistory in the ticket
(extrasids).

* 2015: Described what rights were necessary to DCSync, including initial detection guidance.

* 2015: Described “SPN Scanning” —identifying services on a network without port scanning.

* 2015: Identified how to use Silver Tickets to compromise AD (via DCs) for persistence.

* 2015: Described how to pass-the-hash using the DC’s DSRM password.

* 2016: Published methods to better detect PowerShell attack activity.

* 2017: Described how to modify AdminSDHolder permissions for persistence.

* 2017: Published first effective detection of Kerberoasting with no false positives (still effective).

e 2017: Published Password Spray (AD) detection when attackers use Kerberos.

J
| Ve D O n e e 2017: Discussed how to forge federation tokens (aka “GoldenSAML”) & compromise AD through
Azure AD Connect (on-prem).

S O I I I e St u ff * 2018: Described how most Read-Only Domain Controller deployments are vulnerable & how to
improve.

* 2018: Discussed how to bypass most enterprise password vault security.

* 2019: Presented on Microsoft Cloud (Azure AD & Microsoft Office 365) attack & defense at BlackHat
& DEFCON Cloud Security Village

* 2020: Published info on how to compromise Azure instances (VMs) from Microsoft Office 365.
* 2021:1 of 3 people thanked during CISA Director’s BlackHat keynote for SolarWinds help.

e “Stealth” contributor to Bloodhound.

* Published lots of AD attack & defense techniques (conference talks & blog posts).
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Why This Talk?
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Defenders have to be Right 100% of the Time
while
Attackers only have to be Right Once



The Defender’s Paradox:

When the Attacker is on the Outside, they only
need to be right once.

Once the Attacker is Inside, they need to be right
100% of the time and now the Defender only
needs to be right once to catch them.

calf | Trimarc | @PyroTek3 | #BlueTeamCon



Attackers can do an infinite
number of things.

However, they have a finite
number of pathways.

Configure detection around these
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IBM Report: Cost of a Data Breach Hits New High
During ... Healthcare data breaches on the rise

IBM Security's latest cost of a data breach report found that data breaches now cost surveyed
companies $4.24 million per incident on ...

Verizon Report: Phishing behind 70% of government

breaches Data breach at New York university potentially affects
47,000 citizens The Accellion data breach continues to get messier

Morgan Stanley has joined the growing list of Accellion hack victims — more
than six months after attackers first breached the vendor's ...

Security at John Wayne Airport under review after breach

delays flights, strands passengers on tarmac Morgan Stanley faces data breach, corporate client info

stolen ...

Breach of Florida unemployment site affects nearly The bank's vendor, Guidehouse, which provides account maintenance services

58,000 accounts, state says to its StockPlan Connect business, informed it about the breach in ...
Japanese manufacturer Murata apologizes for data
breach

Colonial Pipeline reports data breach after May
ransomwa re attaCk Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon




LockFile ransomware uses PetitPotam attack to hijack Windows

domains LockFile ransomware attacks Microsoft Exchange with ProxyShell

Another big company hit by a ransomware attack

Ransomware recovery can be Ransomware: These are the two most
costly, and not just because of the common ways hackers get inside youl

ranson s healthcare org sends data breach network ;
warning to 1.4m patients following Ransomware, Once Hidden

ransomware attack In The ShadOWS, Is Now An
The hidden risks and costs of International Concern

ransomware Colonial Pipeline says ransomware attack also led to
personal information being stolen

Ransomware poses threat to vulnerable local

John Oliver on ransomware
governments attacks: ‘It’s in everyone’s interest

TRIMAR

Early CISA findings suggest link between to get this under control’
ransomware and patient mortality: 7 things tO ris | ssiereamcon




Why Are We Here?
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Let’s Go Back
In Time... to
the 80s

https://en.wikipedia.org/wiki/The Cuckoo%27s Egg (book)

Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon


https://en.wikipedia.org/wiki/The_Cuckoo%27s_Egg_(book)

Let’s Go Back
In Time... to
the 80s

https://berkeleylabnext90.lbl.gov/celebrate-the-past/photo-gallery/#1980s

Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon
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It started with
9 seconds
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The Computer
erminal &
Modem
BDEIS

https://en.wikipedia.org/wiki/Teleprinter

Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon


https://en.wikipedia.org/wiki/Teleprinter

[root@linux john-1.7.2]# cat /etc/shadow
root:$1$kwWbs0yQes$HkcrIg/f8rpT080IsBd2u/:16391:0:99999:7::

bin:*:14013:0:99999:7:::
AttaCker daemon:*:14013:0:99999:7:::

adm:*:14013:0:99999:7:::

1p:*:14013:0:99999:7:::
Access &

shutdown:*:14013:0:99999:7:::

PeI’SIStence halt:*:14013:0:99999:7:::

mail:*:14013:0:99999:7:::
news:*:14013:0:99999:7:::
uucp:*:14013:0:99999:7:::
operator:*:14013:0:99999:7:::
games:*:14013:0:99999:7:::
gopher:*:14013:0: 99999 7 4t
ftp"'l4013 0: 99999 y fi-

Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon



Germany
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Creating an
SDI
Department

Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon
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From Russia,
with Love

Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon
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The key theme is that the adversary (red team) leverages tactics,
techniques, and equipment as appropriate to emulate the desired
actor.

The red team challenges operational planning by playing the role of a
mindful adversary.

In United States wargaming simulations, the U.S. force is always the
blue team, and the opposing force is always the red team.”

https://en.wikipedia.org/wiki/Red team



https://en.wikipedia.org/wiki/Red_team

Blue

analysis of information systems to ensure security,
identify security flaws
1/ Y Al = - /) & - o -t 0 - y Y -t 0 Vid< ) (4 (4 [
make certain all security measures will continue to be
effective after implementation.”

“As part of the United States computer security defense
initiative, red teams were developed to exploit other
malicious entities that would do them harm. As a result, blue
teams were developed to design defensive measures
against such red team activities.”

https://en.wikipedia.org/wiki/Blue team (computer security)



https://en.wikipedia.org/wiki/Blue_team_(computer_security)

Special page

WicPEBiA Search results

The Free Encyclopedia
Q_ purple team

The Purple

Main page
Te a m g:’:‘:::zvems Content pages Multimedia Everything Advanced
Random article
About Wikipedia The page "Purple team" does not exist. You can ask for it to be created, but consider checking
Contact us the search results below to see whether the topic is already covered

-
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Red vs Blue

Photo by Ed !
A Ao SteA AT A Rfclo@PYrOTek3 | #BlucTeamCon



Red vs Blue




Red vs Blue

Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon



Doing the
same things
for decades

Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon



Where Do |
Belong in
InfoSec?

Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon
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What is a Hacker?

“an enthusiastic and skillful computer
programmer or user”

Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon
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Effective Defense
Requires
Understanding
Offensive
Techniques and
Strategy




Now Hiring Entry Level Position
in InfoSec, You Just Need...



2 PHDs (Doctor of Cybersecurity required)

15 years of Artificial

: 25 years of Machine
Intelligence (Al)

Learning (ML)

25 years of AWS experience
10 years of Kubernetes experience

3 Master degrees (infosec, cybersecurity, and computer security)

Buzzwords in the resume to get past initial gatekeeper system



Certifications can help

From

Operations kely done security work. Pat that
. on your resume.

to Security

If you have worked in operations in

| @PyroTek3 | #BlueTeamCon



Companies
Often Overlook
Good Candidates

Job Hunting?
Take the time to improve your resume, it makes a huge difference!



THE COGNITIVE BIAS CODEX

What Should We ‘ : b ot Too Much
Remember? ) ' ' Information

Need To ' ' o . , Lo Not Enough

Act Fast Meaning
TRMAR

https://www.leeholmes.com/list-of-infosec-cognitive-biases/
Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon
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InfoSec in Movies

Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon




Challenge: Over-Confidence
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Mitigation: Over-confidence //
/4

Assess Realistically assess threats

IS-linI[i[=Bl Determine appropriate mitigation

Recognize Recognize that perfect storms happen & prepare

Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon



Challenge: Assumptions

Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon



Mitigation: Assumptions

Challenge Play devil’s Yes, but what if Defense in depth
assumptions advocate you’re wrong? is best
(What if ...?) (attackers take

advantage of this)

TRMARC

Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon




Challenge:
Backdoors

(ex. Solar
Winds)

Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon



Solar
Winds

Rights

Domain Admin rights on AD (WMI access on DCs)
SYSADMIN on SQL

Read-only on Vmware

(was it only configured for read-only?)
Contributor or Reader on Azure

Instance rights on AWS

Config management on network devices (routers)

Global Admin on Azure AD / Office 365




Mitigation: Backdoors
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Mitigation: Technical Debt -

O

|dentify all systems Work to |dentify methods

& applications that decommission & to appropriately

are out of support replace old isolate old systems
systems (where on the network

possible)

Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon
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Password filtering systems
(Azure AD Password Protection)

Mitigation:
Longer passwords that change

B a d less frequently (14 character,

Passwords

changes every 1-2 years)

| @PyroTek3 | #BlueTeamCon



Nation-State,
APTs, & Bears,
Oh My!




* You are not likely being targeted by a nation-state
e But if you are, these still work!

* Focus on foundational security:
* Patching (focus on critical & high priority vulns)

e System Inventory (especially for sensitive
systems)

* Principal of Least Privilege (not everyone gets
admin rights)
APTs. etc * Appropriate Event Auditing (especially on DCs
i & sensitive systems)

* Logging & Alerting — ensure you have visibility
into what’s happening on workstations

* Isolating Privileged Credentials (ensure that
admin credentials are difficult to find & steal)

* Leverage Host-based Firewalls to control traffic
(pre-work for Zero Trust)

Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon

Mitigations:
Nation State,




Cha\lenge In5|derThreat

Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon
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Wanted: Disgruntled Employees to Deploy Ransomware

KrehsonSecurity

In-depth security news and investigation

Criminal hackers will try almost anything to get inside a profitable enterprise and secure a million-dollar
payday from a ransomware infection. Apparently now that includes emailing employees directly and
asking them to unleash the malware inside their employer's network in exchange for a percentage of
any ransom amount paid by the victim company.

sajid@bpovision.com @
| Partnership Affiliate Offer 8/12/21, 12:03 PM

undisclosed-recipients:: ¥

if you can install & launch our Demonware Ransomware in any computer/company
main windows server physically or remotely

40 percent for you, a milli dollars for you in BTC
if you are interested, mail: cryptonation92@outlook,com

Telegram : madalinB8888

g = = b go= 3 = -
inttial email sent by the threat actor

https://krebsonsecurity.co



https://krebsonsecurity.com/2021/08/wanted-disgruntled-employees-to-deploy-ransomware/

Mitigation: Insider Threat

Code review &
auditing

Process to report
unusual behavior to
security

2-person approval of
code push to
production

Special Logon
(Windows Event)

Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon

Audit log of activity
& review for unusual
activity (especially
after hours)




Challenge:
Social
Engineering
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Train employees to

e report unusual
Mitigation: activities.
Social

Ensure everyone
badges in and visitors
require badges

Engineering

If | Trimarc | @PyroTek3 | #BlueTeamCon
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Don’t blame users for
clicking links — IT has
trained users to click
links!

Restrict email attachment
& web downloads are
appropriately filtered and
scanned.

If phishing simulation is
used, ensure that any
“failures” result in
additional phish training.

Mitigation: Phishing

Implement email security
sandboxing capability.

Limit access to external
links in email (URL
validation)

Ensure that users have an
easy method to report
suspected phishing email.

Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon
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Challenge:
Ransomware




Challenge:
Ransomware

Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon
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Challenge:
Ransomware




How Does Ransomware Typically Get In?

Phishing Microsoft Remote Desktop
Protocol (RDP) from Internet




Campaign emails company insiders and initially offers 1 million in Bitcoin if

they install DemonWare on an organization’s network.

Cybercrime Group
Asking Insiders for
. . ’ if you work in an office, you can i'}:t:(')'ws e
Ransomeware in your company wi
H e | p I n P | a nt I n g once the company pays us big cash in Bitcoins,
you will get %40
R a n S O m W a re can you access your company windows server?

thehackernews.com/2021/08/cybercrime-grou ing-insiders-for.html

Sean Metcalf | Trimarc | @PyroTek3 | #BlueTeamCon
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* Ensure there are unique local Administrator
passwords (Microsoft LAPS)

* Don’t let users have local admin rights
(temporary access through agent)

* Prevent local accounts from authenticating over
the network (GPO)

* Block SMB traffic between workstations
Ransomware (host-based firewall)

e Ensure AD Admins use admin workstations

Mitigation:

* Improve Insider Threat Mitigation

* Perform regular backups
(& store off-line when possible)
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But What About...




/ero Trust?

O chance




Microsoft Admin Tiering
Model

Let’s get Tier O figured out first!



Network Segmentation

This is the long game...



Red Team

Are you ready?




More Security Boxes
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Basics aren’t always easy

Patching, asset inventory, logging & alerting, ...
These are iterative, not one-offs




Everything Starts with
Executive Buy-In




Red Team, Blue
Team, Purple
Team, What Team
Am | On?



Sean Metcal




We Are ALL Part of The Blue Team
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IF YOU SEE SOMETHING,
SAY SOMETHING.




Impostor Syndrome

Who am I...?
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All the Adversary

Needs is Access
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Lotus Notes
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What was theoretical years
ago is often practical today
or tomorrow

Attackers keep identifying novel techniques that are often new takes on old
issues.

TRIMASR-



“Nobody has the ability to
make things perfect, but
we are given chances to

make it better”




A 40% security solution today is

pbetter than the 100% solution
that won’t happen for >5 years




-Voltaire

Don’t let the
Perfect be the
Enemy of the Good
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Conclusion

 We need you to help make things
better.

* |n InfoSec, things change weekly
(sometimes daily!)

* Focus on what positive impact you
can make

* |gnore what you could be doing
and do what you think you should

. . : : Sean Metcalf (@PyroTek3)
Slides: Hub.TrimarcSecurity.com sean @ Trimarc Security . com
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