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Attackers Require…

Attacker Capability Depends on the Defender…



As an Attacker, Do I Need Domain Admin?



Avenues to Compromise



In the Real World, Rights are Everywhere



3rd Party Product Permission Requirements 



3rd Party Product Permission Requirements 



Common AD Security Issues 

We find really interesting things…



1. Local Administrator Passwords Not Managed on 

Workstations or Servers

Mitigation:
Ensure local Administrator 
passwords regularly change 
on workstations and servers 
(using something like 
Microsoft LAPS).



2. Domain Password Policy



Password Spraying Overview

“Winter2018”

“Spring2019”

Sleep x seconds/minutes

No account lockout since 1 password is used in authentication 

attempt for each user in the list (typically all or just admins) then 

the password spray tool pauses before moving onto the next 

password.



Password Spraying Overview

“Winter2018!”

“Spring2019!”

Sleep x seconds/minutes

No account lockout since 1 password is used in authentication 

attempt for each user in the list (typically all or just admins) then 

the password spray tool pauses before moving onto the next 

password.



2. Domain Password Policy



2. Domain Password Policy (improvement?)

Set to at least 12 characters, preferably 15.

At least use Fine-Grained Password Policies for Admins & Service Accounts

Also review Azure AD Password Protection for (on-prem) AD
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-

password-ban-bad-on-premises

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad-on-premises


3. Default Domain Administrator Account SPN



4. AD Admin Accounts: Old Passwords
SamAccountName Enabled PasswordLastSet Password 

Age (years)

Administrator Yes 1/9/2005 10:58:24 AM 14.5

AGPMService Yes 5/3/2009 3:17:32 PM 10.5

SCCMsvc Yes 11/14/2011 5:23:12 PM 7.9

VMWareAdmin Yes 8/28/2012 10:23:41 AM 7.0

admAEdwards Yes 1/12/2013 2:20:06 PM 6.5

VulnerabilityScanner Yes 9/19/2015 4:43:19 PM 4.2

admBWalker No 6/11/2017 10:14:08 AM 2.2

admCGriffin Yes 3/1/2019 12:41:18 PM 0.5



4. Admin Accounts: Service Accounts in Domain Admins

Mitigation:

• Determine rights actually 

required.

• Delegate these rights.

• Remove from Domain 

Admins.



4. Admin Accounts: Old KRBTGT Account Password

Mitigation:

• Change this 

password 2x every 

year 

(DoD STIG 

requirement)



5. DC GPOs: Domain Controllers with minimal event auditing



5. DC GPOs: Server GPOs Linked to Domain Controllers



5. DC GPOs: Server GPOs Linked to Domain Controllers

Only use GPOs dedicated to Domain 

Controllers, don’t link GPOs already 

linked to other OUs.



6. GPOs: Modify Rights to GPOs at Domain /DC Level

Only AD Admins should have modify rights on GPOs linked to the 

Domain/Domain Controllers.



7. Permissions: Domain Permission Delegation Issues



7. Permisisons: AdminSDHolder Permission Delegation Issues



8. Admins Use Regular Workstations for AD Administration

======

~ 100 accounts with effective admin rights on the workstation

Who has control of your workstation?

How many GPOs apply to the workstation & 

how many accounts have modify rights?



9. Kerberos Delegation



9. Kerberos Delegation

 Constrained: 

Impersonate authenticated users connecting to service to SPECIFIC Kerberos services on 

servers.

 Constrained with Protocol Transition: 

Impersonate any user to SPECIFIC Kerberos services on servers. (aka “Kerberos Magic”)

 Resource-based Constrained Delegation:

Enables delegation configured on the resource instead of the account.



10. Azure AD Connect

DEF CON 25 (July 2017)



10. Azure AD Connect

DEF CON 25 (July 2017)



BONUS: Accounts with Delegated Rights to AD
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