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I was going to do a talk on Active 
Directory Security…
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But this is the last DerbyCon…
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What are they going to do if I 
don’t…?
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DerbyCon Reflections



I have met AMAZING People at DerbyCon
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You are awesome
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You are DerbyCon



Introduce People to…
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Everyone
Learn How to Introduce People &



Be awesome 
to each other
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Continue to do Great Things
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Warning:

Many of the Defensive Techniques 
Described in this Talk are “Advanced” and 
Require Thorough Testing before 
Deploying.

Moving Default AD Groups can have 
unexpected consequences.
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ABOUT
❖Founder Trimarc (Trimarc.io), a professional services 

company that helps organizations better secure their 
Microsoft platform, including the Microsoft Cloud. 

❖Microsoft Certified Master (MCM) Directory Services

❖Microsoft MVP 

❖Speaker: Black Hat, Blue Hat, BSides, DEF CON, DerbyCon, 
Shakacon, Sp4rkCon

❖Security Consultant / Researcher 

❖AD Enthusiast - Own & Operate ADSecurity.org
(Microsoft platform security info)
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AGENDA

•The Top 15 Most Common AD Security Issues

•Detecting Active Directory Recon

• Breaking AD Recon

•Securing & Hardening Active Directory

•Active Directory Security Recommendations 
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A Question I Hear Regularly:
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“Can Active Directory Be Secured?”

We’ll get to that…



Trimarc’s Top 15 
Most Common AD Security Issues
We Find Interesting Things in AD…
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Avenues to Compromise
• GPO permissions 

• Modify a GPO to own everything that applies it

• AD Permissions
• Delegation a decade ago is still in place, so are the groups

• Improper group nesting
• Group inception = innocuous groups with super powers

• Over-permissioned accounts
• Regular users are admins

• Service account access
• Domain Admins (of course!)

• Kerberos Delegation
• Who really knows what this means?

• Password Vaults
• Issues like CyberArk vuln from a couple months ago

• Backup Process
• What servers backup Active Directory? How is this backup data protected?



In the Real World, Rights are Everywhere
• Workstation Admins have full control on workstation computer 

objects and local admin rights.

• Server Admins have full control on server computer objects and local 
admin rights.

• Often, Server Admins are Exchange Admins.

• Sometimes Server Admins have rights to Domain Controllers.

• Help Desk Admins have local admin rights and remote control on user 
workstations.

• Local admin accounts & passwords often the same among 
workstations, and sometimes the same among servers.

• “Temporary” admin group assignments often become permanent.



Weak Domain Password Policy

Set to at least 12 characters, preferably 15.
At least use Fine-Grained Password Policies for Admins & Service Accounts
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https://www.dsinternals.com/en/finding-weak-active-directory-passwords/
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Default Domain Controllers Policy is.. default



Domain Controllers with minimal event auditing

Determine actual auditing configuration: 
auditpol.exe /get /category:*



Account Operators Instead of Delegation



Account Operators Instead of Delegation



AD Admin Accounts Have Old Passwords

SamAccountName Enable
d 

PasswordLastSet Password Age 
(years)

admAEdwards Yes 1/12/2013 2:20:06 PM 6.5

admBWalker No 6/11/2017 10:14:08 AM 2.2

admCGriffin Yes 3/1/2019 12:41:18 PM 0.4

Administrator Yes 1/9/2005 10:58:24 AM 14.5

AGPMService Yes 5/3/2009 3:17:32 PM 10.2

SCCMsvc Yes 11/14/2011 5:23:12 PM 7.6

VMWareAdmin Yes 8/28/2012 10:23:41 AM 7.0

VulnerabilityScanner Yes 9/19/2015 4:43:19 PM 3.9



Default Domain Administrator Account SPN

• There is no good reason for admin 
accounts to have Kerberos SPNs.

• Attack: 
Kerberoast these accounts to own AD.



AD Admin Accounts with SPNs
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Service Accounts in Domain Admins
• Service Accounts rarely actually need Domain Admin rights

• Better to delegate the required rights for the accounts.

Mitigation:
• Remove from Domain Admins
• Delegate appropriate rights
• Use separate accounts for 

different tiers: 
• Workstations
• Servers
• Domain Controllers



Server GPOs Linked to Domain Controllers



Server GPOs Linked to Domain Controllers

Only use GPOs dedicated to Domain 
Controllers, don’t link GPOs already linked 
to other OUs.



Modify Rights to GPOs at Domain /DC Level

Only AD Admins should have modify rights on GPOs linked to the 
Domain/Domain Controllers.



Accounts with Delegated Rights to AD

•Group membership

•AD delegated permissions

•Group Policy delegation

•Group Policy User Rights Assignments (DC GPOs)



Domain Permission Delegation Issues



AdminSDHolder Permission Delegation Issues



Reviewing Active Directory Permissions

• PowerShell for OU Permission Report: 
• https://blogs.technet.microsoft.com/ashleymcglone/2013/03/25/active-

directory-ou-permissions-report-free-powershell-script-download/

• ACLight (Batch file that calls PowerShell): 
• https://github.com/cyberark/ACLight

• Bloodhound: 
• https://github.com/BloodHoundAD/BloodHound

https://blogs.technet.microsoft.com/ashleymcglone/2013/03/25/active-directory-ou-permissions-report-free-powershell-script-download/
https://github.com/cyberark/ACLight
https://github.com/BloodHoundAD/BloodHound


Admins Use Regular Workstations for AD Administration

1 workstation
30 accounts in the local Administrators group.
50 accounts w/ local admin via software management system.
20 accounts with control of the computer via security agent(s).

======
~ 100 accounts with effective admin rights on the workstation

Who has control of your workstation?

How many GPOs apply to the workstation & 
how many accounts have modify rights?



Kerberos Delegation
• Delegation = Impersonation

• Kerberos Delegation:
• Unconstrained: 

Impersonate users connecting to service to ANY Kerberos service.

• Constrained: 
Impersonate authenticated users connecting to service to SPECIFIC Kerberos 
services on servers.

• Constrained with Protocol Transition: 
Impersonate any user to SPECIFIC Kerberos services on servers. (aka “Kerberos 
Magic”)

• Resource-based Constrained Delegation:
Enables delegation configured on the resource instead of the account.
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Cross-Forest Administration

Forest 
A

Forest 
B

Trust

Forest A Domain 
Admin Account

RDP

Result: 
Full Compromise of the 
Production Active Directory



Cross-Forest Administration
• Production  <--one-way--trust---- External

• Production forest AD admins manage the External forest.

• External forest administration is done via RDP.

• Production forest admin creds end up on systems in the External forest.

• Attacker compromises External to compromise Production AD.

Mitigation: 

• Manage External forest with External admin accounts.

• Use non-privileged Production forest accounts with External admin 
rights.



Fix/Resolve these common issues
to Level Up You AD Security 
Posture 
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Domain Controllers with 
Unencrypted Disks/Storage
Offline access to the NTDS.dit can result in some interesting persistence methods.

Short-term AD admin access provides DC admin rights.

Access to DC backups = AD compromise
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https://www.servertech.com/blog/what-thermal-exhaust-
ports-have-you-overlooked-in-your-data-center



Install From Media (IFM) Files
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Extract HashCat Compatible Hashes from IFM
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Check Primary Group ID on Account
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Stop AD, Modify NTDS.DIT, & Start AD
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Account Now Has a New PrimaryGroupID
(Domain Users, 513 -> Domain Admins, 512)
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Get Account SIDHistory
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Stop AD, Modify NTDS.DIT, & Start AD
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Account Now Has New SIDHistory Entries
(Administrator, Domain Admins, Enterprise Admins)
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Get Account Properties
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Stop AD, Modify NTDS.DIT, & Start AD on TRDDC22

Sean Metcalf (@PyroTek3) TrimarcSecurity.com https://www.dsinternals.com

https://www.dsinternals.com/


Check Account Properties on TRDC21
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Check Account Properties on TRDC22
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Offline Access to AD Database (NTDS.dit)

• Access to the AD database in DC storage = AD modification.

• Stopping the AD service on a DC provides ability to modify 
the AD database – without AD security auditing.

• Direct modification of the AD database = no AD auditing.

• AD database modification can set the change to not 
replicate from the single DC.
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Detection of Offline DIT Modification

•There is none.
•Well, not exactly.
•Monitor for NTDS service stop/start events.
•Monitoring for replication from previously 
offline DCs may be possible.
•Blue Team privileged group enumeration now 
requires targeting all DCs and comparing results
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Check for “DC Isolation Backdoor”

• Check all DCs in a domain for accounts SIDHistory & 
PrimaryGroupID not equal to “513” (Domain Users). 

• Compare the counts. They should match across all DCs in the 
same domain.

• If not, you have a problem…
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Detecting Active Directory Recon
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Configure DC Auditing – Object Access (4662)
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Advanced Mode Activate!
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Detecting AD Recon Activity with Auditing
• Configure auditing on the AdminSDHolder object.

• This applies to all privileged accounts/groups (after about 60 mins).
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About 60 
mins later…
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Group Enumeration
Event ID 4662

• Security ID: the account that 
performed the enumeration.

• Object Name: the distinguished 
name of the enumerated group.
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Since We Are 
Auditing Reads 

and Writes, 
Modifications are 

Logged Too!
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Privileged Group Auditing
• Configure auditing on the following AD privileged groups to identify 

AD recon type activities:
• Administrators (AdminSDHolder)

• Domain Admins (AdminSDHolder)

• Enterprise Admins (AdminSDHolder)

• Other custom privileged groups

• The same auditing settings apply for auditing group access:
• Principal, enter “Everyone”

• Applies to “This object only” (or “This object and all descendants” for 
member account auditing as well)

• Permissions = “Read all properties”

• Properties = “Read all properties”
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Set Auditing on AdminSDHolder for Auditing
Highly Privileged AD Groups & Accounts
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Set Auditing on Custom Privileged Groups
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Auditing Beyond Recon
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GPO AD Object Auditing (Event ID 4662)

Audit Everyone for Descendant 
groupPolicyContrainer objects:
• Successful accesses of type 

Delete and Modify Permissions
• Successful accesses of type Write 

versionNumber (& DisplayName)
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GPO SYSVOL Auditing (Event ID 4663)

• Enable File Auditing
• Computer Configuration/Policies/Windows Settings/Advanced 

Audit Policy Configuration/Audit Policies/Object Access

• Enable Audit File System for Success

• Configure File Auditing
• On %systemroot%\SYSVOL folder, open the properties of the 

domain folder and go to the Auditing tab

• Audit Everyone & applies to This folder, subfolders and files
• Successful accesses of type Create files / Write data, Create folders / 

append data, Delete subfolders and files, Delete, and Change 
permissions.
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LAPS Access Auditing (Event ID 4662)
•Use the LAPS PowerShell module to configure auditing 

on the LAPS PW attribute:
• Set-AdmPwdAuditing

–OrgUnit: <name of OU on which you want to setup the 
auditing> 
-AuditedPrincipals: <identification of users/groups whose 
access to password shall be audited>

•Configure auditing of DS Access:
• Advanced Audit Policies > DS Access > Audit Directory 

Service Access
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Ensure You Are 
Monitoring for 
Audit Log Clear, 
Event ID 1102
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Breaking Active Directory Recon
Test First…
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Secure Administrative OU

• New top-level OU with special permissions.

• Move all privileged admin accounts and groups into this OU.

• The AD Management object is there but can’t be viewed by anyone 
but AD Admins.

• Recommend adding a “View Hidden OU” group for auditing/special 
case view-only access.
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Remove



Remove Authenticated Users from Secure OU
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Authenticated Users Can’t See Inside Secure OU
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Example: Move Domain Admins into the Secure OU
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Troubleshooting Note:
Moving built-in groups out of their default location could cause unexpected results.
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From Denied to Disappeared…
Cloaking AD
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List Object Access mode
•Adds List Object permission option.

•Controls visibility of AD objects.

•Often configured in College/University environments 
to hide student info & class group membership.

•Configured via dsHeuristics (CN=Windows NT, 
CN=Services,CN=Configuration, [FQDN DN]
• dsHeuristics = 1
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Remove



Sean Metcalf (@PyroTek3) TrimarcSecurity.com



Sean Metcalf (@PyroTek3) TrimarcSecurity.com



Sean Metcalf (@PyroTek3) TrimarcSecurity.com



Sean Metcalf (@PyroTek3) TrimarcSecurity.com



Sean Metcalf (@PyroTek3) TrimarcSecurity.com

Remove
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AD is now “cloaked”!



Privileged Group Enumeration Still Works Though Since 
Authenticated Users Still Has Rights on AD Objects 
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Remove



Changing Permissions
on Domain Admins
won’t remain due to
AdminSDPRop, so
change on
AdminSDHolder instead.

Add a custom group so 
things that need to view 
these can.
Enable Auditing first to 
determine what should.
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Group Enumeration Doesn’t Work, but What 
About Bloodhound?
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Move AD Admin Accounts to Secured OU
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Fully Blocking Recon Requires Removing
Authenticated User Rights on the Group and 
User Objects (at least MemberOf attribute)

Sean Metcalf (@PyroTek3) TrimarcSecurity.com

Group

MemberOf Attribute Backlink



Detecting Recon at this Point

• When Authenticated Users no longer have read access & attempt 
viewing the object, they fail.

• Set Auditing to Success & Failure on monitored groups/accounts.
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Breaking Bloodhound (Recon)
• Administrative Group/Account Enumeration

• Remove Authenticated Users from having rights on the groups (add a new 
“auditing” group so it can view the members).

• Place admin accounts/groups into secured OU that Authenticated Users can’t 
view.

• Local Administrators Group Membership
• Implement host-based firewall & block all inbound traffic by default.
• Windows 10 v1507 and newer: Only Local Admins can enumerate.

• Account to Computer Logon Recon (NetSessionEnum)
• Net Cease (https://gallery.technet.microsoft.com/Net-Cease-Blocking-Net-

1e8dcb5b).
• Remove Authenticated Users from NetSessionEnum on DCs & Servers.

• GPO Security Permission/Setting Enumeration
• Remove Authenticated Users (this also prevents GPO from applying).
• Add new computer group that needs to apply the GPO.
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Allow Blue Team & Auditors Recon/Review
• Ensure there is a custom group that can view all objects where 

default permissions have changed.

• Recommend different groups to enable different read access:
• Secure OU

• AD Privileged Groups (AdminSDHolder)

• Local Administrators Group Membership

• NetSessionEnum for DCs & Servers

• GPO View Access

• Adding audit accounts to these group enables Bloodhound/Recon 
type access.
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Securing & Hardening 
Active Directory
TEST before deploying
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Secure AD Admin OU
• Create a new top-level OU in the domain. 

• Examples: Management, AD Management, Administration, etc.

• Modify security so Authenticated Users don’t have view access.
• Remove Authenticated Users from the OU permissions.

• Block GPO Inheritance. Create, apply, & link Admin OU specific GPOs.

• Create child OUs
• Admin Servers
• Admin Workstations
• Admin Accounts
• Admin Groups

• Place all AD Admin related objects (users/groups) in this OU structure.

• ONLY AD Admins have:
• Modify rights to this OU structure.
• Modify/Owner rights to GPOs linked to this OU.
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Note: Default groups are expected to be in their default location, so be careful when moving them



Secure AD Administration

• Separate accounts for each administrative tier
• Tier 2: Workstations

• Tier 1: Servers

• Tier 0: AD/Domain Controllers, PKI, ADFS, AAD Connect, etc.

• Admin Workstation (or equivalent).

• Block AD Admin groups from logging on to workstations & servers via 
Group Policy.

• Limit DC management protocols (RDP, WMI, WinRM) to AD admin 
systems/subnets.
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Securing AD: Level 1
▪ Randomize computer local Administrator account passwords. 

(Microsoft LAPS)

▪ Minimize groups (& users) with DC admin/logon rights.

▪ Separate user & admin accounts.

▪ No user accounts in admin groups.

▪ Admin accounts = “sensitive & cannot be delegated”.

▪ All AD Admin accounts added to “Protected Users” group.

▪ Long, complex (>25 characters) passwords for SAs.

▪ Set GPO to prevent local accounts from connecting over 
network to computers.
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Securing AD: Level 2
▪ Service Accounts (SAs): 
▪ Leverage “(Group) Managed Service Accounts”.
▪ Implement Fine-Grained Password Policies (DFL >2008).
▪ Limit SAs to systems of the same security level, not shared 

between workstations & servers (for example).
▪ Ensure passwords are >25 characters.

▪Ensure all computers are talking NTLMv2 & Kerberos, deny 
LM/NTLMv1.
▪Disable all SMBv1.
▪ Separate Admin workstations for administrators (locked-down & 

no internet).
▪No Domain Admin service accounts on non-DCs.
▪ Limit management protocol access on DCs to admin subnets.

▪ RDP, WMI, WinRM, etc
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Securing AD: Level 3
▪Complete separation of administration
▪ADAs never logon to other security tiers.
▪ADAs should only logon to a DC 
(or admin workstation or admin server).
▪Time-based, temporary group membership.
▪Restrict workstation to workstation 
communication with host firewalls 
▪AD clients don’t need special rules, default block All 

inbound works.

▪Implement network segmentation.
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Protect Admin Creds

•Ensure all admins only log onto approved admin 
workstations & servers.
•Add all admin accounts to Protected Users group 
(requires Windows 2012 R2 DCs).
•Admin workstations & servers:
•Control & limit access to admin workstations & 

servers.
•Remove NetBIOS over TCP/IP 
•Disable LLMNR.
•Disable WPAD.



Additional Mitigations
• Enable NTLM Auditing on DCs.

• Enable SMB Auditing on DCs & file servers.

• Enable PowerShell logging everywhere & send to SIEM.

• Monitor scheduled tasks on sensitive systems (DCs, etc).

• Block internet access to DCs & servers.

• Change the KRBTGT account password (twice) every year & 
when an AD admin leaves.

• Use PingCastle (https://pingcastle.com/) and Bloodhound 
(https://github.com/BloodHoundAD) to help identify 
problematic AD configurations.
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• Fix the easy stuff. Work on getting the 
others resolved.

• Default Authenticated Users rights 
enable all AD forest (& users across 
trusts!) read/recon access.

• This can be changed (test first!)

• Audit/block recon for all, enable for 
allowed/approved uses.

• Encrypt DC storage on all DCs.

• Enhance AD monitoring throughout.

• Monitor DC reboots/AD service 
restarts.

Conclusion

http://www.trimarcsecurity.com/
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