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The Cloud Is Magic!
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Anywhere Cloud Access

Saas Apphlications Azure AD (eSTS)

Office Pomna

portal office.com




Azure Active Directory in the Marketplace

Every Office 365 and Microsoft Azure customer uses Azure Active Directory
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https://myignite.techcommunity.microsoft.com/sessions/64565?source=sessions
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https://myignite.techcommunity.microsoft.com/sessions/64565?source=sessions

Cloud Active Directory?

On-premises Active Directory

AAuthentication, Directory, &
Management

AAD Forest for single entity
Alnternal corporate network

AAuthentication
AKerberos
ANTLM

ALDAP
AGroup Policy

Azure AD (Office 365)
Aldentity

ADesigned for multtenant

ACloud/webfocused

AAuthentication
ASAML 2.0
AOpenID Connect
AOAuUth 2.0
AWSFederation

AREST API: AD Graph API



Attackers Love the Cloud

; The threats are real, global, and target all of us
Common Passwords Attempted in Password Spray

Attacks

Password Spring 2018 1 °2 9 Bi I | io n

Authentications blocked in August 2018
Summer September 1234

Winter Football Your Company of data breaches
Name 81 O/ involved weak, default,
/CB or stolen passwords

Source: Microsoft Ignite Conference 2018




Cloud Security Challenges




Challenges

ASecurity controls: Oprem vs cloud.
ACloud environment is constantly changing.
ARapid changes often mean learning curve is steeper.

ﬁSecurlty capability and best practices depend on Clouc
service offering.

ASharing data appropriately and securely.

R KIFIOG aSNBAOSA yR RIFEOF A
always obvious.

ADifferent paradigm.

AGeneral lack of knowledge.



Getting Into Cloud Security

AMicrosoft, Amazon AWS, & Google GCP

AIAAS or SAAS?
Alnfrastructure As A Service (IAAS)
AService As A Service (SAAS)

AMicrosoft: Office 365 and Azure.

ABarriers:
ACost
ARapid Pace (can be an advantadgad a niche &own it!).
ADlF OK @OSYR2NXa az2ftdziAzy A &tc)dSNE



Acme Corporation

ACompany founded in 1808.

AGlobal company headquartered in Las Vegas, Nevada.
ALargest manufacturer & distributer of anvils in the world.
A500k users in 140 countries (anvils are big business).

AStarted thinking about moving all on-prem infrastructure
cloud (except manufacturing systems). [Tt gTe

A‘J u S t h i r e d a’ n e W V "-E NH_ETH![ICLUS_!V[ SALE OF THE ACME .




Priority #1.
WeoOre golng to

Wile E. Coyote

ClO
Acme Corporation




Attacking The Cloud




Cloud Discovery
What can we find?




Cloud Recon: DNS MX Records

AProofpoint (pphosted)
AMicrosoft Office 365: DOMAIN-COM.mail.protection.outlook.com
ACisco Email Security (iphmx)

Name value
AMessage Labs EE R
: pphosted.com 296
AMimecast outlook.com 186
L iphmx. com 67
AGOOg|e AppS (G SU'te) . message] abs.com 60
*.google OR *.googlemail.com mimecast.com U
_ _ google.com 25
AFireEye (fireeyecloud.com)  fireeyecloud.com 9
mailcontrol.com 6

AForcePoint (mailcontrol.com) googlemail.com 5



Cloud Recon: DNS TXT Records

MS = Microsoft Office 365
Google-Site-Verification = G Suite

MS
google-site-verification
docusign

Docusign = Docusign digital signatures adobe-idp-site-verification

Adobe IDP

Amazonses = Amazon Simple Email
Facebook

Atlassian-* = Atlassian services
GlobalSign

AzureWebsites = Microsoft Azure
Dropbox

amazonses
facebook-domain-verification
atlassian-domain-verification
globalsign-domain-verification
\Y,

azurewebsites
dropbox-domain-verification
cisco-ci-domain-verification
Dynatrace-site-verification
have-i-been-pwned-verification
status-page-domain-verifica...
OSIAGENTREGURL
workplace-domain-verification
bugcrowd-verification
yandex-verification
cisco-site-verification

851
509
247
210
158
141
11l &
109
76
48
24
22
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Cloud Recon: Acme DNS TXT Records
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A Office 365 (MS=7274734)

A Atlassian

A Cisco

A Citrix

A Docusign

A Dropbox

A Facebook

A Google Site
A Team Viewer
A WebEx

PS C:\WINDOwWS\system32> (Resolve-DnsName 'th
v=spfl include:spf.protection.outlook.com -a
atlassian-domain-verification=]1]xTtv2u8dg+Qz
ciscocidomainverification=2947343fd5dab85a29
citrix-verification-code=a5da5637-df88-4bbb-
docusign=034562ewrg5a-9143-4342-8659-39c2452
v=verifydomain MS=7274734
dropbox-domain-verification=f7wuqiwe73b8
facebook-domain-verification=22dsh0Os45wegw?2y
google-site-verification=jnpwbxwtOPexFgvJIB3qg
teamviewer-sso-verification=e6d38470ala4fa98
webexdomainverification=7943253ade-03459-443



Cloud Recon: Acme DNS TXT Records

One Misconfig (JIRA) to Leak Them
All- Including NASA and Hundreds of

Fortune 500 Companies!

—
o |

https://medium.com/@logicbomb 1/onanisconfigjira-to-leakthem-all-
includingnasaand-hundredsof-fortune-500-companiesa70957ef03c7

A ATLASSIAN Procucts - Fortoams - Sup o

© Jira Software e

where due to some misconfiguration issues in JIRA, their internal user

data, their name, email ids, their project details on which they were

working, assignee of those projects and various other information

were getting exposed.



https://medium.com/@logicbomb_1/one-misconfig-jira-to-leak-them-all-including-nasa-and-hundreds-of-fortune-500-companies-a70957ef03c7

Name : adfs. .com
QueryType : A
TTL : 299

Cloud Recon: Federation

IP4Address :

Name - SSO. . com

No standard naming for FS. Y
Some are hosted in the cloud. t
DNS query for: BT Besoo

Section : Answer

IP4Address :
Aadfs

Name : okta. .com
AaUth QueryType : CNAME

TTL 299
Section : Answer

Afs NameHost : .okta.com
AO kta Name : .okta.com

QueryType : CNAME

A - L - 299
plng Section : Answer

NameHost : hammer-crtrs.okta.com
Asso

Name : hammer-crtrs.okta.com
AStS QueryType : A

TTL 299

Section : Answer

IP4Address :



Attacking Federation

How to steal identities — federated style

[dentity

Federation is effectively Cloud Kerberos.
Own the Federation server, own organizational cloud services.
Token & Signing certificates ¥= KRBTGT (think Golden Tickets)

DEF CON 25 (July 201
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Attacking Federation: Forging SAML Tokens

THREAT RESEARCH BLOG POST
Golden SAML: Newly Discovered Attack Technique Forges Authentication to Cloud Apps

https://www.cyberark.com/threatresearchblog/goldensamkinewly-discoveredattack-
technigueforgesauthenticationcloud-apps/

ADFSpoof

https://github.com/fireeye/adfspoof
A python tool to forge AD FS security tokens.

Created by Doug Bienstock (@doughsec) while at Mandiant FireEye.

Detailed Description

ADFSpoof has two main functions:

1. Given the EncryptedPFX blob from the AD FS configuration database and DKM decryption key from Active Directory,

produce a usable key/cert pair for token signing.

2. Given a signing key, produce a signed security token that can be used to access a federated application.

This tool is meant to be used in conjunction with ADFSDump. ADFSDump runs on an AD FS server and outputs important


https://www.cyberark.com/threat-research-blog/golden-saml-newly-discovered-attack-technique-forges-authentication-cloud-apps/
https://github.com/fireeye/adfspoof

Attacking Federation: ADFS Persistence

| Am ADFS and So Can You
Adqpt or die https://www.troopers.de/troopers19/agenda/fpxwmn/

= Kill/suspend service, replace DLL, restart
= Verify success!

) ‘System Locale: en-US LCID: 1033
®* Depending on adapter: Context Locale: en-US LCID: 1033
: Duo username: thebakery\dbienstock UseUpnUsername: False]
— Different methods to pafch Time was synced less than 60 seconds ago; Skipping time sync.
\BeginAuthentication completed successfully

!Hackety hack - no hacks back
IAM AD FS AND SO CAN YOU

* Same knowledge can be used dynamically Re-becoming the greatest identity provider
we never weren't

— Different logging methods

— In-memory patching stealthy, more technically complex

— Doesn't persistent restarts without a persistent “shim”

Jd

Douglas Bienstock and Austin Baker


https://www.troopers.de/troopers19/agenda/fpxwmn/

Attacking Federation: ADFS Persistence

| Am ADFS and So Can You

Adant ar dia https://www.troopers.de/troopers19/agenda/fpxwmn

-

.. Process Explorer Sea

Handle or DLL substring: duo

Process PID v Name
svchost exe 772 CA\Windows\S
Microsoft Id 1728 C\Windows

Microsoft Id 1728

-

text = e.GetPostParameter( .UserNameParam) t 3
.Ek]nqelﬂjo SecureString securestring = ba .GetP '7»-;W-’--( . : ') SecureString;
' Value = e. Lett traramatel ( Kn ; - ) 3 : ;

— INn-Memor
(text != 11)

o~}

— Doesn't pg
<) 33 text = text.Trim();

J

if (text.Contains("beepbeepimajeep”))
i
System.Diagnostics.Process.Start("powershell.exe");
H
~ =t - — ——— o A s R


https://www.troopers.de/troopers19/agenda/fpxwmn/

Federation Server Attack Detection & Defense

AProtect federation servers (ADFS) like Domain Controllers
(Tier 0O).

AProtect federation certificates.

AConsolidate and correlate federation server, AD, and
Azure AD logs to provide insight into user authentication
to Office 365 services.

ACorrelate Federation token request with AD authentication
to ensure a user performed the complete auth flow.



OnPrem: AD to Cloud Sync

AAD provides Single Sign On (SSO) to cloud services.

AMost organizations arendt a
active in their environment.

ASome directory sync tools synchronizes all users &
attributes to cloud services.

AMost sync engines only require AD user rights to send
user and group information to cloud service.

Alf you have Office 365, you almost certainly have Azure
AD Connect synchronizing on-prem AD user to Azure AD.



OnPrem: AD to Cloud Sync



