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ABOUT
×Founder Trimarc (Trimarc.io), a professional services 
company that helps organizations better secure their 
Microsoft platform, including the Microsoft Cloud. 

×Microsoft Certified Master (MCM) Directory Services

×Microsoft MVP (2018)

×Speaker: Black Hat, Blue Hat, BSides, DEF CON, DerbyCon, 
Shakacon, Sp4rkCon

×Security Consultant / Researcher 

×AD Enthusiast - Own & Operate ADSecurity.org
(Microsoft platform security info)
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AGENDA
ÅCurrent State

ÅEvolution of Administration

ÅExploiting Typical Administration

ÅCommon Methods of Protecting Admins (& bypassing 
them)
ÅMFA
ÅEnterprise Password Vaults
ÅAdmin Forest

ÅBuilding the Best Defenses
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Note: Some company products are mentioned in this presentation and 
deployment concerns are noted ςthese are not new vulnerabilities.
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Current State of Security

Many organizations have upgraded security
ÅDeployed better security tooling with distributed agents
ÅEvent logging agents
ÅFlow security events to a SIEM
ÅVulnerability scanning
ÅSecurity software agents
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Most have not changed how Active 
Directory is managed.



Lƴ ǘƘŜ ōŜƎƛƴƴƛƴƎΧ

There was a workstation
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Then we added Desktop Support
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Then we deployed agents for Patching

Sean Metcalf (@PyroTek3) TrimarcSecurity.com



Then we switched to a Management system for software 
deployment/updates & patching
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1 workstation
30 accounts in the local Administrators group.
50 accounts with local admin via the software management system.
20 accounts with control of the computer via security agent(s).

======
~ 100 accounts with effective admin rights on the workstation

The Result

Who has control of your workstation?
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The Evolution of Administration
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Where We Were

ÅIn the beginning, there were admins everywhere. 
ÅSometimes, user accounts were Domain Admins.
ÅEvery local Administrator account has the same name & password.
ÅSome environments had almost as many Domain Admins as users.
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Where We Were

This resulted in a target rich environment with multiple paths to exploit.

Traditional methods of administration are trivial to attack and compromise 
due to admin credentials being available on the workstation.
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Where We Were: 
άhƭŘ {ŎƘƻƻƭ !ŘƳƛƴ aŜǘƘƻŘǎέ

ÅLogon to workstation as an admin 
ÅCredentials in LSASS.

ÅRunAson workstation and run standard Microsoft 
MMC admin tools ("Active Directory Users & 
/ƻƳǇǳǘŜǊǎάύ 
ÅCredentials in LSASS.

ÅRDP to Domain Controllers or Admin Servers to 
manage them
ÅCredentials in LSASS on remote server.
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Where We Were: 
άhƭŘ {ŎƘƻƻƭ !ŘƳƛƴ aŜǘƘƻŘǎέ
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Where Are We Now: 
bŜǿŜǊ ά{ŜŎǳǊŜϦ !ŘƳƛƴ aŜǘƘƻŘǎ 
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Exploiting Typical Administration
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