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Current Threat Landscape
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The Current State of Security: 

The Good
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The Good: Better Security Awareness
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The Good: Better Security Testing
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The Good: Better PowerShell Security (v5)
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The Current State of Security: 

The Bad
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The Bad: User -> Admin = Easy
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The Bad: Legacy Reduces Security
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The Bad: PowerShell Logging Not Enabled
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The Bad: Too Many Blind Spots
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The Current State of Security: 

The UGLY
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The UGLY: Email Gets Users to Click
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The UGLY: From Email to Breach
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The UGLY: 2017 CyberSecuritySpending
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16x



The UGLY: 2018 CyberSecuritySpending
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Identity Management in the Cloud
(Active Directory)
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Challenges

ÅSecurity controls: On-premvs cloud 
ÅCloud environment is constantly changing.
ÅRapid changes often mean learning curve is steeper.
ÅSecurity capability and best practices depend on 
Cloud service offering.
ÅSharing data appropriately and securely.
Å{ŜǊǾƛŎŜǎ ϧ Řŀǘŀ ǘƘŀǘΩǎ ǇǊƛǾŀǘŜ Ǿǎ ǇǳōƭƛŎ ƛǎƴΩǘ ŀƭǿŀȅǎ 
obvious.
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άLΩƳ ƎƻƛƴƎ ǘƻ ƳƛƎǊŀǘŜ Ƴȅ ƻƴ-prem AD to 
!ȊǳǊŜ !5έ

Lǘ ŘƻŜǎƴΩǘ ǉǳƛǘŜ ǿƻǊƪ ƭƛƪŜ ǘƘŀǘΧ

Sean Metcalf (@PyroTek3) TrimarcSecurity.com



Active Directory vs Azure AD

Sean Metcalf (@PyroTek3) TrimarcSecurity.com

On-premises Active Directory

ÅAuthentication, Directory, & 
Management

ÅAD Forest for single entity

ÅInternal corporate network

ÅAuthentication
ÅKerberos
ÅNTLM

ÅLDAP

ÅGroup Policy

Azure AD (Office 365)

ÅIdentity

ÅDesigned for multi-tenant

ÅCloud/web-focused

ÅAuthentication
ÅOAuth/OpenID Connect based 

protocols 

ÅAD Graph API (REST API)

ÅMDM (InTune)
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AD -> Azure AD Key Points
ÅMulti-tenant cloud directory (Office 365)

ÅPrimary purpose is cloud authentication.

ÅAzure AD Domain Join (can include AD domain joined computers).

ÅNo inherent management capability. 
ÅRequires MDM (InTune) for management capability similar to GPO (not the same)

Å5ƻŜǎƴΩǘ ǎǳǇǇƻǊǘ ƻƴ-prem AD authentication protocols.
ÅNo NTLM & Kerberos

Å/ŀƴΩǘ ǎǳǇǇƻǊǘ ǘȅǇƛŎŀƭ ƻƴ-prem applications (non-web).

ÅAzure AD is great for Cloud applications, not designed for on-prem apps.

Å!ȊǳǊŜ !5 ƛǎ ƴƻǘ ά!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ƛƴ ǘƘŜ /ƭƻǳŘέ
ÅAzure Active Directory Domain Services (Microsoft)

ÅManaged Microsoft Active Directory in the AWS Cloud (Amazon)
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Microsoft: Azure AD Domain Services
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Microsoft: Azure AD Domain Services

ÅActive Directory managed by Microsoft in the cloud.

Åά!5 ŀǎ ŀ {ŜǊǾƛŎŜέ

ÅCustom names

ÅDomain-join support

ÅIntegrated with Azure AD

ÅNTLM & Kerberos auth support

ÅGroup Policy

ÅAD management tools supported

ÅAAD DC Administrators, not Domain/Enterprise Admins
Sean Metcalf (@PyroTek3) TrimarcSecurity.com



Active Directory & the Cloud

ÅAD provides Single Sign On (SSO) to cloud services.

ÅSome directory sync tools synchronizes all users & attributes 
to cloud service(s).

ÅMost sync engines only require AD user rights to send user 
and group information to cloud service.

Åaƻǎǘ ƻǊƎŀƴƛȊŀǘƛƻƴǎ ŀǊŜƴΩǘ ŀǿŀǊŜ ƻŦ ŀƭƭ ŎƭƻǳŘ ǎŜǊǾƛŎŜǎ ŀŎǘƛǾŜ 
in their environment.

ÅDo you know what cloud services sync information from your 
Active Directory?
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Azure AD Connect
ÅFilteringςselect specific objects to sync (default: all users, contacts, 

groups, & Win10). Adjust filtering based on domains, OUs, or attributes.

ÅPassword synchronization ςAD pw hash hash---> Azure AD.
PW management only in AD (use AD pw policy)

ÅPassword writeback - enables users to update password while connected 
to cloud resources.

ÅDevice writeback ςwrites Azure AD registered device info to AD for 
conditional access. 

ÅPrevent accidental deletes ςprotects against large number of deletes 
(enabled by default).
feature is turned on by default and protects your cloud directory from 
numerous deletes at the same time. By default it allows 500 deletes per 
run. You can change this setting depending on your organization size.

ÅAutomatic upgrade ςKeeps Azure AD Connect version current (express 
settings enabled by default).
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Express Permissions for Azure AD Connect 
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Express Permissions for Azure AD Connect 

Sean Metcalf (@PyroTek3) TrimarcSecurity.com

DEF CON 25 (July 2017)



DCSync
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Custom Permissions for Azure AD Connect

Sean Metcalf (@PyroTek3) TrimarcSecurity.comhttps://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-accounts-permissions
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Azure AD Connect Server: PW Sync

Every two minutes, the password synchronization 
agent on the Azure AD Connect server requests 
stored password hashes (the unicodePwd
attribute) from a DC via the standardMS-DRSR 
replication protocol used to synchronize data 
between DCs. 
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PW Sync (MD4+salt+PBKDF2+HMAC-SHA256) 
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https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnectsync-implement-
password-synchronization

https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnectsync-implement-password-synchronization


Azure AD Connect Server Recommendations

ÅProtect like a Domain Controller

ÅLock down AAD Connect server
ÅFirewall off from the network ςonly needs to connect to Azure AD 

& DCs

ÅOnly AD Admins should be allowed to logon/admin

ÅLock down AADC service account (MSOL_*) logon ability

ÅMonitor AADC service account activity

ÅKeep the Account Operators group empty
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Federation Server Compromise
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https://www.cyberark.com/threat-research-blog/golden-saml-newly-
discovered-attack-technique-forges-authentication-cloud-apps/
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Common AD Security Issues 
²Ŝ ŦƛƴŘ ǊŜŀƭƭȅ ƛƴǘŜǊŜǎǘƛƴƎ ǘƘƛƴƎǎΧ
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!ǘǘŀŎƪŜǊǎ wŜǉǳƛǊŜΧ

ÅAccount (credentials)

ÅRights (privileges)

ÅAccess (connectivity to resources)

Sean Metcalf (@PyroTek3) TrimarcSecurity.com

!ǘǘŀŎƪŜǊ /ŀǇŀōƛƭƛǘȅ 5ŜǇŜƴŘǎ ƻƴ ǘƘŜ 5ŜŦŜƴŘŜǊΧ



As an Attacker, Do I Need Domain Admin?

No.
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Avenues to Compromise
ÅGPO permissions 
ÅModify a GPO to own everything that applies it

ÅAD Permissions
ÅDelegation a decade ago is still in place, so are the groups

ÅImproper group nesting
ÅGroup inception = innocuous groups with super powers

ÅOver-permissioned accounts
ÅRegular users are admins

ÅService account access
ÅDomain Admins (of course!)

ÅKerberos Delegation
ÅWho really knows what this means?

ÅPassword Vaults
ÅIssues like CyberArk vuln from a couple months ago

ÅBackup Process
ÅWhat servers backup Active Directory? How is this backup data protected?

Sean Metcalf (@PyroTek3) TrimarcSecurity.com



Local Administrator Passwords Not Managed 
on Workstations or Servers
ÅWorkstation build usually sets the standard organization 

Administrator password.

Sean Metcalf (@PyroTek3) TrimarcSecurity.com

ÅCompromise one workstation 
to compromise them all

Mitigation:
Ensure local Administrator 
passwords regularly change on 
workstations and servers (using 
something like Microsoft LAPS).



Excessive LAPS Password View Access
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Proper LAPS Delegation is critical.
Often LAPS password access is delegated to too many groups/accounts.



Domain Password Policy
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Domain Password Policy
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Domain Password Policy
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Set to at least 12 characters, preferably 15.



Regular Users in AD Admin Groups

ÅUser account is a member of Administrators, Domain Admins, or nested 
group.
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No Account Naming Standard

ÅSecurity through obscurity?

ÅDoes not fool attackers

ÅDiscovering AD admin 
accounts is trivial

Mitigation:

ÅUse designators to clearly 
identify admin rights:
Å-ada
Å-sa
Å-wa
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Default Domain Administrator Account SPN

ÅThere is no good reason for admin 
accounts to have Kerberos SPNs.

ÅLŦ ǘƘŜ ǇŀǎǎǿƻǊŘ ƘŀǎƴΩǘ ŎƘŀƴƎŜŘ ƛƴ ȅŜŀǊǎΣ 
ƛǘΩǎ ǇǊƻōŀōƭȅ ǿŜŀƪΦ

ÅKerberoastthese accounts to own AD.
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Service Accounts in Domain Admins
ÅService Accounts rarely actually need Domain Admin rights

(despite what vendors say)

ÅBetter to delegate the required rights for the accounts.

Sean Metcalf (@PyroTek3) TrimarcSecurity.com

Mitigation:
ÅRemove from Domain Admins
ÅDelegate appropriate rights
ÅUse separate accounts for 

different tiers: 
ÅWorkstations
ÅServers
ÅDomain Controllers



Server GPOs Linked to Domain Controllers
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Server GPOs Linked to Domain Controllers
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Only use GPOs dedicated to Domain 
/ƻƴǘǊƻƭƭŜǊǎΣ ŘƻƴΩǘ ƭƛƴƪ Dthǎ ŀƭǊŜŀŘȅ ƭƛƴƪŜŘ 
to other OUs.



Modify Rights to GPOs at Domain /DC Level

Sean Metcalf (@PyroTek3) TrimarcSecurity.com

Only AD Admins should have modify rights on GPOs linked to the 
Domain/Domain Controllers.



Cross-Forest Administration
ÅProduction  <--one-way--trust---- External

ÅProduction forest AD admins manage the External forest.

ÅExternal forest administration is done via RDP.

ÅProduction forest admin creds end up on systems in the External forest.

ÅAttacker compromises External to compromise Production AD.

Mitigation: 

ÅManage External forest with External admin accounts.

ÅUse non-privileged Production forest accounts with External admin 
rights.
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Account Operators
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Account Operators
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Admin Group Nesting Issues
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Default Domain Controllers Policy is.. default
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Sometimes Users Can Logon to Domain Controllers
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Server Admins Can Remotely Logon to DCs

Sean Metcalf (@PyroTek3) TrimarcSecurity.com

Mitigation:
Only AD Admins and 
authorized DC administrators 
should be allowed to logon to 
Domain Controllers.



Clearing DC Event Logs
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In the Real World, Rights are Everywhere
ÅWorkstation Admins have full control on workstation computer 

objects and local admin rights.

ÅServer Admins have full control on server computer objects and local 
admin rights.

ÅOften, Server Admins are Exchange Admins.

ÅSometimes Server Admins have rights to Domain Controllers.

ÅHelp Desk Admins have local admin rights and remote control on user 
workstations.

ÅLocal admin accounts & passwords often the same among 
workstations, and sometimes the same among servers.

Åά¢ŜƳǇƻǊŀǊȅέ ŀŘƳƛƴ ƎǊƻǳǇ ŀǎǎƛƎƴƳŜƴǘǎ ƻŦǘŜƴ ōŜŎƻƳŜ ǇŜǊƳŀƴŜƴǘΦ
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3rd Party Product Permission Requirements 

ÅDomain user access 
ÅOperations systems access
ÅMistaken identity ςtrust 
the installer 
ÅAD object rights
ÅInstall permissions on 
systems
ÅNeeds System rights

ÅActive Directory privileged 
rights
ÅDomain permissions 
during install
ÅMore access required 
than often needed.
ÅInitial start/run 
permissions
ÅNeeds full AD rights
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3rd Party Product Permission Requirements 

ÅDomain user access 

ÅOperations systems access

ÅMistaken identity ςtrust 
the installer 

ÅAD object rights

ÅInstall permissions on 
systems

ÅNeeds System rights

ÅActive Directory privileged 
rights

ÅDomain permissions during 
install

ÅMore access required than 
often needed.

ÅInitial start/run permissions

ÅNeeds full AD rights
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Over-permissioned Delegation

ÅUse of built-in groups for delegation

ÅClicking the "easy button": Full Control at the domain 
root.

ÅLet's just "make it work"

ÅDelegation tools in AD are challenging to get right

Sean Metcalf (@PyroTek3) TrimarcSecurity.com
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PowerShell for OU Permission Report
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PowerShell for OU Permission Report: 
https://blogs.technet.microsoft.com/ashleymcglone/2013/03/25/active-directory-ou-
permissions-report-free-powershell-script-download/

https://blogs.technet.microsoft.com/ashleymcglone/2013/03/25/active-directory-ou-permissions-report-free-powershell-script-download/
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ACLight

ACLightleverages the Invoke-ACLScannerfunction from PowerViewto gather AD ACL info 



Sean Metcalf (@PyroTek3) TrimarcSecurity.com

ACLight

ACLightleverages the Invoke-ACLScannerfunction from PowerViewto gather AD ACL info 
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ACLight
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https://wald0.com/?p=112

Bloodhound: 
https://github.com/BloodHoundAD/BloodHound

Bloodhound uses either Invoke-ACLScannerfunction or SharpHoundto gather AD ACL info 

https://wald0.com/?p=112
https://github.com/BloodHoundAD/BloodHound


Reviewing Active Directory Permissions

ÅPowerShell for OU Permission Report: 
Åhttps://blogs.technet.microsoft.com/ashleymcglone/2013/03/25/active-

directory-ou-permissions-report-free-powershell-script-download/

ÅACLight(Batch file that calls PowerShell): 
Åhttps://github.com/cyberark/ACLight

ÅBloodhound: 
Åhttps://github.com/BloodHoundAD/BloodHound

Sean Metcalf (@PyroTek3) TrimarcSecurity.com
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AD ACL Whitepaper by Andy Robbins and Will Schroeder (Black Hat 2017)
https://www.specterops.io/assets/resources/an_ace_up_the_sleeve.pdf
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Effective Attack Detection
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KerberoastingAll User SPNs
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KerberoastDetection

ÅEvent ID 4769
ÅTicket Options: 0x40810000
ÅTicket Encryption: 0x17

ÅNeed to filter out service 
accounts (Account Name) & 
computers (Service Name).

ÅInter-forest tickets use RC4 
unless configured to use AES.

ÅADFS also uses RC4.
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Detection
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