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The Evolution of 
Active Directory 
Security
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AD Security: The early days

• The year is 2000, the OS is too!

•Active Directory key design decisions

•Replication is feared

•Kerberos is embraced and extended

• Enter SIDHistory

•Compromises to support Windows NT legacy

•NT lives on! 

Sean Metcalf (@PyroTek3) TrimarcSecurity.com



AD Security: AD v2 & v3

•Windows 2003 Server

• Lots of improvements

•AD matures significantly

• LastLogonTimestamp tracks last logon (& replicates!)

•Constrained Delegation

• Selective Authentication for Trusts. Everyone ignores…

•Many organizations deploy Active Directory
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AD: Let’s Do Security!
• Windows Server 2008/2008 R2

• Enter the AD Recycle Bin

• Last interactive logon information

• Fine-grained password policies

• Authentication mechanism assurance which identifies 
logon method type (smart card or user name/password)

• Managed Service Accounts (let AD handle the password)

• Automatic SPN management for services running under 
context of a Managed Service Account.

• Goodbye Kerberos DES, hello AES
Sean Metcalf (@PyroTek3) TrimarcSecurity.com



AD: Security Enhancements

• Windows Server 2012/2012 R2

• Focus on protecting credentials

• Shift in security focus

• DC-side protections for Protected Users 
• No NTLM authentication

• No Kerberos DES or RC4 ciphers

• No Delegation – unconstrained or constrained delegation
• No user tickets (TGTs) renewed beyond the initial 4 hr lifetime

• Authentication Policies & Authentication Policy Silos
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Rearchitecting Security 
Windows Server 2016/Windows 10
• Major changes in OS security architecture

• From Normal World to Secure World (VSM)

• Credential Guard & Remote Credential Guard

• Lots of minor changes, big impact (recon)

• New shadow security principals (groups) 

• An expiring links feature (Group TTL)

• KDC enhancements to restrict Kerberos ticket lifetime to the 
lowest group TTL
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From On-Premises to Cloud
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Challenges

• Security controls: On-prem vs cloud 
•Cloud environment is constantly changing.
•Rapid changes often mean learning curve is steeper.
• Security capability and best practices depend on 

Cloud service offering.
• Sharing data appropriately and securely.
• Services & data that’s private vs public isn’t always 

obvious.
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“I’m going to migrate my on-prem AD to 
Azure AD”

It doesn’t quite work like that…
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Active Directory vs Azure AD
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On-premises Active Directory

• Authentication, Directory, & 
Management

• AD Forest for single entity

• Internal corporate network

• Authentication
• Kerberos
• NTLM

• LDAP

• Group Policy

Azure AD (Office 365)

• Identity

• Designed for multi-tenant

• Cloud/web-focused

• Authentication
• OAuth/OpenID Connect based 

protocols 

• AD Graph API (REST API)

• MDM (InTune)
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AD -> Azure AD Key Points
• Multi-tenant cloud directory (Office 365)

• Primary purpose is cloud authentication.

• Azure AD Domain Join (can include AD domain joined computers).

• No inherent management capability. 
• Requires MDM (InTune) for management capability similar to GPO (not the same)

• Doesn’t support on-prem AD authentication protocols.
• No NTLM & Kerberos

• Can’t support typical on-prem applications (non-web).

• Azure AD is great for Cloud applications, not designed for on-prem apps.

• Azure AD is not “Active Directory in the Cloud”
• Azure Active Directory Domain Services (Microsoft)

• Managed Microsoft Active Directory in the AWS Cloud (Amazon)

Sean Metcalf (@PyroTek3) TrimarcSecurity.com



Active Directory & the Cloud

• AD provides Single Sign On (SSO) to cloud services.

• Some directory sync tools synchronizes all users & attributes 
to cloud service(s).

• Most sync engines only require AD user rights to send user 
and group information to cloud service.

• Most organizations aren’t aware of all cloud services active 
in their environment.

• Do you know what cloud services sync information from 
your Active Directory?
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Azure AD Connect
• Filtering – select specific objects to sync (default: all users, contacts, 

groups, & Win10). Adjust filtering based on domains, OUs, or attributes.

• Hashed Password Hash synchronization – AD pw hash hash ---> Azure AD.
PW management only in AD (use AD pw policy)

• Password writeback - enables users to update password while connected 
to cloud resources.

• Device writeback – writes Azure AD registered device info to AD for 
conditional access. 

• Prevent accidental deletes – protects against large number of deletes 
(enabled by default).
feature is turned on by default and protects your cloud directory from 
numerous deletes at the same time. By default it allows 500 deletes per 
run. You can change this setting depending on your organization size.

• Automatic upgrade – Keeps Azure AD Connect version current (express 
settings enabled by default).
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Express Permissions for Azure AD Connect 
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Express Permissions for Azure AD Connect 
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DEF CON 25 (July 2017)



DCSync
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Custom Permissions for Azure AD Connect

Sean Metcalf (@PyroTek3) TrimarcSecurity.comhttps://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-accounts-permissions
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Azure AD Connect Server: PW Sync

Every two minutes, the password synchronization 
agent on the Azure AD Connect server requests 
stored password hashes (the unicodePwd
attribute) from a DC via the standard MS-DRSR 
replication protocol used to synchronize data 
between DCs. 
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PW Sync (MD4+salt+PBKDF2+HMAC-SHA256) 
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https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnectsync-implement-
password-synchronization
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Azure AD Connect Server Recommendations

• Protect like a Domain Controller

• Lock down AAD Connect server
• Firewall off from the network – only needs to connect to Azure AD 

& DCs

• Only AD Admins should be allowed to logon/admin

• Lock down AADC service account (MSOL_*) logon ability

• Monitor AADC service account activity

• Keep the Account Operators group empty
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Attacking Active Directory
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Attackers Require…

•Account (credentials)

•Rights (privileges)

•Access (connectivity to resources)
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Attacker Capability Depends on the Defender…



Traditional AD Administration
• All admins are Domain Admins.

• Administration from anywhere – servers, workstations, 
Starbucks.

• Need a service account with AD rights – Domain Admin!

• Need to manage user accounts – Account Operators!

• Need to run backups (anywhere) – Backup Operators!

• Management system deploys software & patches all 
workstations, servers, & Domain Controllers.

• Agents, everywhere!

• Full Compromise… Likely
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As an Attacker, Do I Need Domain Admin?

No.
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Avenues to Compromise
• GPO permissions 

• Modify a GPO to own everything that applies it

• AD Permissions
• Delegation a decade ago is still in place, so are the groups

• Improper group nesting
• Group inception = innocuous groups with super powers

• Over-permissioned accounts
• Regular users are admins

• Service account access
• Domain Admins (of course!)

• Kerberos Delegation
• Who really knows what this means?

• Password Vaults
• Issues like CyberArk vuln from a couple months ago

• Backup Process
• What servers backup Active Directory? How is this backup data protected?
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Common AD Security Issues 
We find really interesting things…
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In the Real World, Rights are Everywhere
• Workstation Admins have full control on workstation computer 

objects and local admin rights.

• Server Admins have full control on server computer objects and local 
admin rights.

• Often, Server Admins are Exchange Admins.

• Sometimes Server Admins have rights to Domain Controllers.

• Help Desk Admins have local admin rights and remote control on user 
workstations.

• Local admin accounts & passwords often the same among 
workstations, and sometimes the same among servers.

• “Temporary” admin group assignments often become permanent.
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Users Have Admin Rights on Workstations
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Local Administrator Passwords Not Managed 
on Workstations or Servers
• Workstation build usually sets the standard organization 

Administrator password.
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• Compromise one workstation 
to compromise them all

Mitigation:
Ensure local Administrator 
passwords regularly change on 
workstations and servers (using 
something like Microsoft LAPS).
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Excessive LAPS Password View Access
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Proper LAPS Delegation is critical.
Often LAPS password access is delegated to too many groups/accounts.



Domain Password Policy
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Domain Password Policy
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Domain Password Policy
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Set to at least 12 characters, preferably 15.



Regular Users in AD Admin Groups

• User account is a member of Administrators, Domain Admins, or nested 
group.
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No Account Naming Standard

• Security through obscurity?

• Does not fool attackers

• Discovering AD admin 
accounts is trivial

Mitigation:

• Use designators to clearly 
identify admin rights:
• -ada
• -sa
• -wa
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Default Domain Administrator Account SPN

• There is no good reason for admin 
accounts to have Kerberos SPNs.

• Kerberoasting these accounts to own AD.
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Service Accounts in Domain Admins
• Service Accounts rarely actually need Domain Admin rights

• Better to delegate the required rights for the accounts.
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Mitigation:
• Remove from Domain Admins
• Delegate appropriate rights
• Use separate accounts for 

different tiers: 
• Workstations
• Servers
• Domain Controllers



Server GPOs Linked to Domain Controllers
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Server GPOs Linked to Domain Controllers
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Only use GPOs dedicated to Domain 
Controllers, don’t link GPOs already linked 
to other OUs.



Modify Rights to GPOs at Domain /DC Level
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Only AD Admins should have modify rights on GPOs linked to the 
Domain/Domain Controllers.



Cross-Forest Administration
• Production  <--one-way--trust---- External

• Production forest AD admins manage the External forest.

• External forest administration is done via RDP.

• Production forest admin creds end up on systems in the External forest.

• Attacker compromises External to compromise Production AD.

Mitigation: 

• Manage External forest with External admin accounts.

• Use non-privileged Production forest accounts with External admin 
rights.
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Account Operators
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Account Operators
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Admin Group Nesting Issues
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Default Domain Controllers Policy is.. default
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Users Can Logon to Domain Controllers
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Server Admins Can Remotely Logon to DCs
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Mitigation:
Only AD Admins and 
authorized DC administrators 
should be allowed to logon to 
Domain Controllers.



Clearing DC Event Logs
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Own Domain Objects
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Setting Kerberos Delegation
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* The user or machine object that is granted this right must 
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Highly Privileged Third Party Device

Riverbed Steelhead

Optimization for encrypted traffic requires:
• Kerberos Constrained Delegation 

• A Service Account with the following permission on root of each domain partition 
containing servers to optimize: 
• “Replicate Directory Changes”

• “Replicate Directory Changes All”

Any systems with highly privileged access must be reviewed & scrutinized.
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3rd Party Product Permission Requirements 

•Domain user access 
•Operations systems access
•Mistaken identity – trust 

the installer 
•AD object rights
• Install permissions on 

systems
•Needs System rights

•Active Directory privileged 
rights
•Domain permissions 

during install
•More access required 

than often needed.
• Initial start/run 

permissions
•Needs full AD rights
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3rd Party Product Permission Requirements 

•Domain user access 

•Operations systems access

•Mistaken identity – trust 
the installer 

•AD object rights

• Install permissions on 
systems

•Needs System rights

•Active Directory privileged 
rights

•Domain permissions during 
install

•More access required than 
often needed.

• Initial start/run permissions

•Needs full AD rights
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Over-permissioned Delegation

•Use of built-in groups for delegation

•Clicking the "easy button": Full Control at the domain 
root.

• Let's just "make it work"

•Delegation tools in AD are challenging to get right
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PowerShell for OU Permission Report
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PowerShell for OU Permission Report: 
https://blogs.technet.microsoft.com/ashleymcglone/2013/03/25/active-directory-ou-
permissions-report-free-powershell-script-download/

https://blogs.technet.microsoft.com/ashleymcglone/2013/03/25/active-directory-ou-permissions-report-free-powershell-script-download/
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ACLight

ACLight leverages the Invoke-ACLScanner function from PowerView to gather AD ACL info 
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ACLight

ACLight leverages the Invoke-ACLScanner function from PowerView to gather AD ACL info 
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ACLight
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https://wald0.com/?p=112

Bloodhound: 
https://github.com/BloodHoundAD/BloodHound

Bloodhound uses either Invoke-ACLScanner function or SharpHound to gather AD ACL info 

https://wald0.com/?p=112
https://github.com/BloodHoundAD/BloodHound


Reviewing Active Directory Permissions

• PowerShell for OU Permission Report: 
• https://blogs.technet.microsoft.com/ashleymcglone/2013/03/25/active-

directory-ou-permissions-report-free-powershell-script-download/

• ACLight (Batch file that calls PowerShell): 
• https://github.com/cyberark/ACLight

• Bloodhound: 
• https://github.com/BloodHoundAD/BloodHound
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AD ACL Whitepaper by Andy Robbins and Will Schroeder (Black Hat 2017)
https://www.specterops.io/assets/resources/an_ace_up_the_sleeve.pdf
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Kerberos Delegation
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Kerberos Delegation
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Impersonate Anyone



Kerberos “Double Hop” Issue
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Kerberos Unconstrained Delegation
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Constrained Delegation

• Impersonate authenticated 
user to allowed services.

• If Attacker owns Service 
Account = impersonate user 
to specific service on server.
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KCD Protocol Transition

• Less secure than “Use 
Kerberos only”.

• Enables impersonation 
without prior AD 
authentication 
(NTLM/Kerberos).
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Control Delegation… Control AD
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Domain Controllers Policy Full Control on Servers OU



DC Silver Ticket for ‘LDAP’ Service - > DCSync
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DerbyCon 2015: Red vs. Blue:  Modern Active Directory Attacks & Defense



KCD Protocol Transition To DCSYNC
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Service Account with rights:
• “Replicate Directory Changes”
• “Replicate Directory Changes All”

Compromise web server with KCD 
configured for LDAP on a DC

Impersonate SyncAccount without Auth, 
to run DCSync & compromise AD



Discovering All Kerberos Delegation
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https://support.microsoft.com/en-us/help/305144/how-to-use-the-useraccountcontrol-flags-to-manipulate-user-account-
properties

Unconstrained
Constrained

KCD – Protocol Transition

ConstrainedUnconstrained Constrained – Protocol Transition

UserAccountControl 0x0080000 = Any Service (Kerberos Only), ELSE Specific Services
UserAccountControl 0x1000000 = Any Auth Protocol (Protocol Transition), ELSE Kerberos Only
msds-AllowedToDelegateTo = List of SPNs for Constrained Delegation

https://support.microsoft.com/en-us/help/305144/how-to-use-the-useraccountcontrol-flags-to-manipulate-user-account-properties


Kerberos Delegation Mitigations
GOOD: 

• Set all AD Admin accounts to: 
“Account is sensitive and cannot be delegated”

BEST:

• Add all AD Admin accounts to the “Protected Users” group (Windows 2012 R2 DCs).

• Ensure service accounts with Kerberos delegation have long, complex passwords 
(preferably group Managed Service Accounts).

• Don’t use Domain Controller SPNs when delegating.

• Work to remove Kerberos delegation from accounts.

• Work to shift accounts with unconstrained delegation to constrained.

• Restrict & monitor who has the ability to configure Kerberos delegation.

Limitation: 
Service Accounts typically can’t be added to Protected Users and are not/cannot be set 
with “Account is sensitive and cannot be delegated”
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Effective Detection
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Admins Bypass Password Policy

88
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Detecting Password Policy Bypass

89
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Kerberoasting All User SPNs
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Kerberoast Detection

• Event ID 4769
• Ticket Options: 0x40810000
• Ticket Encryption: 0x17

• Need to filter out service 
accounts (Account Name) & 
computers (Service Name).

• Inter-forest tickets use RC4 
unless configured to use AES.

• ADFS also uses RC4.
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Detection
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Kerberoast Honeypot
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Kerberoast Detection (Honeypot)
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Prevent Kerberoasting?
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Password Spraying

• Automated password guessing against all users to avoid lockout.

• Attempts logon with password(s) against each user, then moves on to 
the next one.

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



Password Spraying

• Automated password guessing against all users to avoid lockout.

• Attempts logon with password(s) against each user, then moves on to 
the next one.
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Password Spraying
• Connect to SMB share or network service

• Let’s start with connections to the PDC’s NETLOGON share…
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Switch from Network Share to AD Connection
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Event IDs that Matter: Domain Controllers
EventID Description Impact

4768 Kerberos auth ticket (TGT) was requested Track user Kerb auth, with client/workstation name.

4769 User requests a Kerberos service ticket Track user resource access requests & Kerberoasting

4964 Custom Special Group logon tracking Track admin & “users of interest” logons, req regkey

4625/4771 Logon failure Interesting logon failures. 4771 with 0x18 = bad pw

4765/4766 SID History added to an account/attempt 
failed

If you aren’t actively migrating accounts between 
domains, this could be malicious

4794 DSRM account password change attempt If this isn’t expected, could be malicious

4780 ACLs set on admin accounts If this isn’t expected, could be malicious

4739/643 Domain Policy was changed If this isn’t expected, could be malicious

4713/617 Kerberos policy was changed If this isn’t expected, could be malicious

4724/628 Attempt to reset an account's password Monitor for admin & sensitive account pw reset

4735/639 Security-enabled local group changed Monitor admin/sensitive group membership changes

4737/641 Security-enabled global group changed Monitor admin/sensitive group membership changes

4755/659 Security-enabled universal group changed Monitor admin & sensitive group membership changes

5136 A directory service object was modified Monitor for GPO changes, admin account modification, 
specific user attribute modification, etc.Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



AD Sec Recommendations
• Protect your Azure AD Connect server like a DC.

• Configure host-based firewall on all workstations 
with a default inbound block rule.

• Leverage something like Microsoft LAPS to 
automatically change local Administrator 
passwords on workstations (& servers).

• Use granular delegation for LAPS and limit 
membership only to accounts that require local 
admin rights.

• Gradually increase the Domain Password Policy 
to 15 characters. Use fine-grained password 
policies to enforce longer password 
requirements for admin & service accounts.

• Regularly review & monitor admin groups to 
ensure there are no unauthorized accounts.

• Use standardized account names which enables 
programmatic monitoring of admin group 
membership.

• Where possible, set privileged SAs to use AES.

• Check admin accounts for associated Kerberos SPNs. 
Remove SPNs on admin accounts.

• Review AD admin groups (Administrators, Domain 
Admins, Enterprise Admins, Schema Admins, Server 
Operators) and work to remove service accounts 
that don't require this level of access.

• Only use GPOs dedicated to Domain Controllers, 
don’t link GPOs already linked to other OUs.

• Don't use Production Forest admin accounts to 
manage other forests with different security levels.

• Ensure the Account Operators group is empty.

• Limit accounts configured with Kerberos delegation.

• Review the Domain Controller GPOs to ensure 
security settings are appropriate, especially User 
Rights Assignments:
• Allow log on through Remote Desktop Services

• Managing auditing and security log 

• Take ownership of files or other objects

• Enable computer and user accounts to be trusted for 
delegation Sean Metcalf (@PyroTek3) TrimarcSecurity.com
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Things that Matter

• Ensure local admin passwords are unique and change regularly.

• Install/enable host firewall on all workstations to prevent lateral movement by 
attackers and ransomware.

• Host firewalls on servers and Domain Controllers (limit remote management).

• Reduce AD admin group membership.

• Limit service account privileges.

• Ensure AD admins only use AD admin systems (PAW).

• Breaking bad - disabling old & uncommon features and protocols to reduce the 
Windows attack surface
• LM, NTLMv1, SMBv1, LLMNR, WPAD, NetBIOS, etc.

• Control Office macros.
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