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• Post info on ADSecurity.org



Agenda

• The “Cloud”

• Cloud Security Challenges

• Identity Management in the Cloud (Active Directory)

• Exploit Scenarios

• Office 365 Auditing & Logging

• Microsoft Cloud Security: What Really Matters

• Recommendations & Wrap-up

Sean Metcalf (@PyroTek3) TrimarcSecurity.com



Sean Metcalf (@PyroTek3) TrimarcSecurity.com



Sean Metcalf (@PyroTek3) TrimarcSecurity.com



Sean Metcalf (@PyroTek3) TrimarcSecurity.com



On-Premises vs Cloud

On-Prem

• Purchase, Install, Configure, 
Deploy:
• Hardware

• Software

• Network

• Storage

• Power

• HVAC

• Etc…

Cloud

• Pay a metered or monthly fee.

• Responsibility depends on 
service(s) provided.

• Management & Security capability 
dependent on provider.
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From On-Premises to Cloud
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Cloud Security Challenges
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Challenges

• Security controls: On-prem vs cloud 
•Cloud environment is constantly changing.
•Rapid changes often mean learning curve is steeper.
• Security capability and best practices depend on 

Cloud service offering.
• Sharing data appropriately and securely.
•What services and data is private vs what’s public isn’t 

always obvious.
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Managing VMs is Still Your Responsibility…
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“If you are vulnerable, attackers could get full access to your S3 bucket, allowing them to download, 
upload and overwrite files.”

https://blog.detectify.com/2017/07/13/aws-s3-misconfiguration-explained-fix/
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Cloud Discovery: 
What can we find?
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Cloud Recon: DNS MX Records

• Microsoft Office 365: 
DOMAIN-COM.mail.protection.outlook.com

• Google Apps (G Suite): 
*.google OR *.googlemail.com

• Proofpoint (pphosted)

• Cisco Email Security (iphmx)

• Cyren (ctmail)

• GoDaddy (secureserver)

• CSC (cscdns)
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Cloud Recon: DNS TXT Records

MS = Microsoft Office 365

Google-Site-Verification = G Suite

Amazonses = Amazon Simple Email

OSIAGENTREGURL = Symantec MDM

AzureWebsites = Microsoft Azure

Paychex = Paychex financial services

Docusign = Docusign digital signatures

Atlassian-* = Atlassian services
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Cloud Recon: SPF Records

SalesForce (salesforce.com, pardot.com, & 
exacttarget.com)

MailChimp (mcsv.net)

Mandrill (MailChimp paid app)

Q4Press (document collaboration)

Zendesk (support ticket)

Oracle Marketing (Eloqua.com)

Constant Contact (email marketing)

Postmark (mtasv.net)
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Discover Federation Servers

No standard naming for FS.

Some are hosted in the cloud.

DNS query for:
• adfs
• auth
• fs
• okta
• ping
• sso
• sts

Sean Metcalf (@PyroTek3) TrimarcSecurity.com



Federation Web Page Detail
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Federation Server Certificate Info
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Federation Server Compromise
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https://www.cyberark.com/threat-research-blog/golden-saml-newly-
discovered-attack-technique-forges-authentication-cloud-apps/

https://www.cyberark.com/threat-research-blog/golden-saml-newly-discovered-attack-technique-forges-authentication-cloud-apps/


PowerShell Management of Cloud Stuff
• Amazon AWS

https://aws.amazon.com/powershell/

• Google Cloud
https://cloud.google.com/powershell/

• Microsoft Azure
https://docs.microsoft.com/en-us/powershell/azure/install-azurerm-
ps?view=azurermps-4.1.0

• Microsoft Office 365
https://technet.microsoft.com/en-us/library/dn975125.aspx

• Azure Cloud Shell (in browser BASH or PowerShell shell)
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AAD – Microsoft Graph Explorer
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https://developer.microsoft.com/en-us/graph/graph-explorer#
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https://github.com/markekraus/PSMSGraph
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Identity Management in the Cloud
(Active Directory)
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Azure “Active Directory”
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On-premises Active Directory

• Authentication, Directory, & 
Management

• AD Forest for single entity

• Internal corporate network

• Authentication
• Kerberos
• NTLM

• LDAP

• Group Policy

Azure AD (Office 365)

• Identity

• Designed for multi-tenant

• Cloud/web-focused

• Authentication
• SAML 2.0

• OpenID Connect

• OAuth 2.0

• WS-Federation

• REST API: AD Graph API



Active Directory & the Cloud

• AD provides Single Sign On (SSO) to cloud services.

• Some directory sync tools synchronizes all users & attributes 
to cloud service(s).

• Most sync engines only require AD user rights to send user 
and group information to cloud service.

• Most organizations aren’t aware of all cloud services active 
in their environment.

• Do you know what cloud services sync information from 
your Active Directory?
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Azure AD Connect
• Filtering – select specific objects to sync (default: all users, contacts, 

groups, & Win10). Adjust filtering based on domains, OUs, or attributes.

• Password synchronization – AD pw hash hash ---> Azure AD.
PW management only in AD (use AD pw policy)

• Password writeback - enables users to update password while connected 
to cloud resources.

• Device writeback – writes Azure AD registered device info to AD for 
conditional access. 

• Prevent accidental deletes – protects against large number of deletes 
(enabled by default).
feature is turned on by default and protects your cloud directory from 
numerous deletes at the same time. By default it allows 500 deletes per 
run. You can change this setting depending on your organization size.

• Automatic upgrade – Keeps Azure AD Connect version current (express 
settings enabled by default).

Sean Metcalf (@PyroTek3) TrimarcSecurity.com



Express Permissions for Azure AD Connect 
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Express Permissions for Azure AD Connect 
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DCSync
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Custom Permissions for Azure AD Connect
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https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-accounts-permissions
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Microsoft: Azure AD Domain Services

• Active Directory managed by Microsoft in the cloud.

• “AD as a Service”

• Custom names

• Domain-join support

• Integrated with Azure AD

• NTLM & Kerberos auth support

• Group Policy

• AD management tools supported

• AAD DC Administrators, not Domain/Enterprise Admins
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Microsoft: Azure AD Domain Services
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Microsoft: Azure AD Domain Services
• No Capability:

• Schema updates (no LAPS)

• LDAP writes

• Trusts

• Domain Controller direct access

• Modification of domain & DC policies

• Federation capability through Azure AD

• Connectivity with on-prem AD is limited

• Object & pw sync through Azure AD Connect
• Sync from on-prem to Azure AD

• Sync from Azure AD to Azure AD DS
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Amazon AWS Active Directory
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Amazon AWS Directory (Active Directory) Microsoft Azure AD Domain Services

Windows Server 2012 R2 DFL/FFL Windows Server 2012 R2 DFL/FFL

Designed for Cloud and Corporate workloads. Designed for Azure VM joins (primarily).

Support for trusts including resource forest.
Schema updates supported (LDIF import).

Trusts are not supported.
No schema updates.

Ability to spin up additional DCs in different 
geographic locations.

Standard 2 DCs in a single virtual network in Azure

Password sync not supported. Supports password sync from production AD.

5 Fine-grained Password Policies available for 
modification to manage password policies.

Not supported.

O365 integration support: install Azure AD 
Connect, ADFS, etc.

Integration with Azure AD.

Domain join at VM instance creation.*

Pricing: ~$80 - $280/month Pricing: ~$80 - $100/month
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Exploit Scenarios
Attacking Office 365
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Gathering Email Content from O365

• MailSniper can connect to on-prem Exchange and O365 to pull data 
from mailboxes.
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Account ‘Backdoor’ Access: EWS Crack
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Access Defaults
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Limiting Access
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Compromise Single Account to 0wn the Cloud

• Global Admin is typically the user’s email address who signs 
up for the service.

• This is typically a user account.

• Tends to retain this access.

• Everyone wants Global Admin (it’s just the cloud, right?)

• Own this account to own cloud services.

Mitigation: 
Protect cloud admins like AD admins.
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Cloud Password Reset Ability with Write-back
1. Cloud PW Reset Admin account used to reset cloud 

account passwords.
2. Cloud PW Reset Admin account is compromised.
3. Azure AD Connect write-back is enabled, so these 

passwords get updated on the corporate network.
4. Attacker now owns accounts on-premises.

Mitigation: 
Ensure on-prem admin accounts are not cloud enabled.
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Compromise Azure AD Connect Service 
Account
1. Gain access to Azure AD Connect account/server

2. Express Permissions/ PW sync enabled provides DCSync
capability

3. If PW Sync is enabled, all synced user passwords pass 
through Azure AD Connect server.

Mitigation: 
Ensure only Domain Admins has permissions on this service 
account. 
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Compromise Azure AD Connect Server

• If PW Sync is enabled, all synced user passwords pass 
through Azure AD Connect server.

•Mitigation: 
Protect this server like a Domain Controller
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PW Sync (MD4+salt+PBKDF2+HMAC-SHA256) 
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https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnectsync-implement-
password-synchronization
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Others?
Still researching…
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Office 365 Auditing & Logging
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Office 365 Audit Log Data API
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Enable Office 365 Auditing

$Session = New-PSSession –ConfigurationName Microsoft.Exchange
-ConnectionUri https://outlook.office365.com/powershell-liveid/  
-Credential $UserCredential –Authentication Basic -AllowRedirection

Import-PSSession $Session 

Set-AdminAuditLogConfig -UnifiedAuditLogIngestionEnabled $True 
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O365 Exchange Audit Options

• Auditing Types: Admin, Delegate, & Owner
• Enable Auditing (standard)

• Mailbox access, certain admin & delegate actions

• Administrator with Full Access permission to a user's mailbox is considered a 
delegate user.

• Enable mailbox Owner auditing

• Auditing logs are kept for 90 days.

• Admin mailbox access scenarios:
• Mailbox search using In-Place eDiscovery (Exchange Online) or 

Content Search (Office 365).

• Microsoft Exchange Server MAPI Editor.
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Admin Delegate Owner

Copy

Create
(Calendar, Contacts, Notes, or 
Tasks)

Create
(Calendar, Contacts, Notes, or 
Tasks)

Create 
(Calendar, Contacts, Notes, or 
Tasks)

FolderBind (mailbox open) FolderBind (mailbox open)

HardDelete
(purged from the Recoverable 
Items)

HardDelete
(purged from the Recoverable 
Items)

HardDelete
(purged from the Recoverable 
Items)

MessageBind
(message viewed in preview 
pane or opened)

MailboxLogin

Move Move Move

MoveToDeletedItems MoveToDeletedItems MoveToDeletedItems

SendAs SendAs

SendOnBehalf SendOnBehalf

SoftDelete SoftDelete SoftDelete

Update Update Update
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Enable Office 365 Mailbox Auditing
$Session = New-PSSession –ConfigurationName Microsoft.Exchange
-ConnectionUri https://outlook.office365.com/powershell-liveid/  
-Credential $UserCredential –Authentication Basic -AllowRedirection

Import-PSSession $Session 

Get-Mailbox -ResultSize Unlimited -Filter {RecipientTypeDetails -eq
"UserMailbox"} | `

Set-Mailbox -AuditEnabled $true -AuditOwner
MailboxLogin,HardDelete,SoftDelete
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Check Office 365 Mailbox Auditing
• Get-Mailbox -ResultSize Unlimited -Filter {RecipientTypeDetails -eq

"UserMailbox"} | FL Name,Audit* 
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Azure AD Logging
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Monitor App Registrations
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Microsoft Cloud Logging

• Azure AD Logging – Azure AD events – logons, user 
modification, password changes, administrator activity, etc.

• Azure Security Center – central console for security events 
and alerts for hybrid cloud (Azure/non-Azure).

• Azure Log Analytics - monitors cloud & on-prem availability 
and performance.

• Cloud App Security – Monitors logon and app activity.

• Microsoft Operations Management Suite (OMS) -
Microsoft's cloud-based IT management solution.
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Default State: Microsoft Cloud Audit Logging

•No user or admin logging.

•No mailbox activity logging.

TL;DR: An organization’s cloud admin has to enable logging before 
being able to properly monitor their environment.
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Microsoft Cloud Security: 
What Really Matters
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Limiting 
Access



Azure AD Access Controls
• Admins and users in the guest inviter role can invite guests. [Yes]

• Guests can invite other guests (SharePoint sites or Azure resources). [No]

• Guest user permissions are limited (can’t enumerate users, enumerate 
directory resources, or be member in admin roles). [Yes]

• Members can invite guests to collaborate (SharePoint sites or Azure 
resources). [No]
• No means only administrators can invite guests.

• Restrict access to Azure AD administration portal.
• No lets non-admins use the Azure AD administration portal to access AD 

resources user has permissions to read or manage resources they own.

• Yes restricts all non-administrators from accessing any Azure AD data in admin 
portal. Doesn’t restrict access other clients like PowerShell or Visual Studio.
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Enable MFA
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Enable MFA for all admins
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Administration: 
Who has admin rights?
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Office 365 admin 
role

Translates to this in 
Exchange Online …

Translates to this in 
SharePoint Online …

Translates to this in 
Skype for Business 
Online.....

Translates to this in 
the Security & 
Compliance Center...

Global Admin Exchange Online 
admin
Company admin

SharePoint Online 
admin

Skype for Business 
admin

Security & 
Compliance Center 
admin (member of 
OrganizationManag
ement role group)

Billing admin N/A N/A N/A N/A
Password admin Help Desk admin* N/A Help desk admin N/A
Service admin N/A N/A N/A N/A
User management 
admin

N/A N/A Skype for Business 
admin

N/A

Exchange 
administrator

Exchange Online 
admin

N/A N/A N/A

SharePoint 
administrator

N/A SharePoint Online 
admin

N/A N/A

Skype for Business 
administrator

N/A N/A Skype for Business 
admin

N/A

Compliance 
administrator

Organization 
Management

N/A N/A Compliance admin
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Improving Office 365 Security: Secure Score
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Improving Office 365 Security: Secure Score
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Azure Security Center
”Azure Security Center provides unified security management 

and advanced threat protection for workloads running in 
Azure, on-premises, and in other clouds. It delivers visibility 

and control over hybrid cloud workloads, active defenses that
reduce your exposure to threats, and intelligent detection to

help you keep pace with rapidly evolving cyberattacks.

The Security Center Overview provides a quick view into the 
security posture of your Azure and non-Azure workloads, 
enabling you to discover and assess the security of your 

workloads and to identify and mitigate risk.”
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Azure Security Center
• Free Tier:

• basic security policy, security recommendations, and integration with security 
products and services from partners.

• Standard Tier: $15/node/month
• Hybrid security 
• Advanced threat detection 
• Whitelisting controls
• Just in Time access to Azure VMs
• Free for 60 days

• Configurable Security Policies 

• Microsoft monitoring agent (port 443) leverages ETW and event log data

• Recommendations provide actions

• Integration from other elements (ex. Azure AD Identity Protection)
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Enable Azure Security Center
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Security Center Highlights Potential Issues
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Connect Additional Data Sources for Better Insight 
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Adaptive 
Application
Controls
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Just In Time (JIT) VM Access Configuration
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Azure AD Conditional Access

• Enforce different rules on authentication/access based on a 
variety of conditions.

• Control access based on:
• Sign-in activity (anomalies?) 

• Network location (corporate network vs internet)

• Device (registered with Azure or not)

• Application (Outlook vs OWA vs EWS)

• Requires Azure AD P1
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Azure AD Conditional Access

• Enforce different rules on authentication based on user location (on-
prem vs. internet).

• Control access based on:
• Sign-in activity

• Network location

• Device

• Application
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Azure AD Privileged Identity Management (Preview)
• Removes permanent admin access & better track who has what 

rights when.

• Enables “just in time” admin rights based on role.

• Provides approval workflow (auto-approved or single approver 
from list).

• Access expires automatically once the threshold is reached after 
approval.
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Azure AD Identity Protection
• Requires Azure AD Premium (P2)

• Configure automated responses to detected 
suspicious actions that are related to your 
organization’s identities

• Investigate suspicious incidents and take 
appropriate action to resolve them

• Configure risk-based policies that respond to 
detected issues at a specified risk level.

• Policies can either block or initiate adaptive 
remediation actions including password resets & 
MFA enforcement.
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Cloud App Security

•Discover cloud app use - sanction and unsanction
apps [Azure AD P1]

• Enforce DLP policies and configure alerting

•Detect anomalous use and security incidents. 
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Security Center, Cloud Security, & Secure Score, Oh My!

• (Azure) Security Center
• Effectively a Cloud SIEM with threat intel and controls.

• (Office 365) Cloud Security App
• Cloud app usage discovery and app data control.

• (Office 365) Secure Score
• Recommended Office 365 security configuration checks and 

implementation guidance.

• (Azure AD) Conditional Access [Azure AD P1]
• Control access and authentication types.

• (Azure AD) Privileged Identity Management [Azure AD P2]
• Approval workflow and management of admin roles.

• (Azure AD) Identity Protection [Azure AD P2]
• Manage and limit risk of identity loss.
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Azure AD Tiers
• Free

• Dynamically banned passwords (prevents user from setting really bad passwords).

• Basic: $1 per user monthly
• No object limit
• Basic reports

• P1: $6 per user monthly
• Self-Service Group and app Management
• Self Service Password Reset
• Two-way sync between on-prem & Azure AD
• Cloud App Discovery
• Conditional Access based on group, location, and device state
• MDM auto-enrollment

• P2: $9 per user monthly
• Includes P1 features
• Identity Protection
• Privileged Identity Management

Sean Metcalf (@PyroTek3) TrimarcSecurity.comAs of 10/2017 https://azure.microsoft.com/en-us/pricing/details/active-directory/
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Cloud Security Best Practices
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Cloud Recommendations Summary
• Consider removing DNS txt records created to on-board cloud services.

• Discover accounts in AD that may be synchronizing on-prem AD with a cloud service.

• Ensure Azure AD Connect doesn't have rights it doesn't need.

• Disable user access protocols that aren't required - goal is Modern Auth with MFA.

• Protect Azure AD Connect & federation servers like DCs.

• Protect cloud admins like AD admins.

• Ensure on-prem admin accounts are not cloud enabled.

• Ensure only Domain Admins has permissions on highly privileged service accounts.

• Enable user and admin activity logging in Office 365 (UnifiedAuditLogIngestionEnabled).

• Limit who has Global Admin rights.

• Enable mailbox activity auditing on all O365 mailboxes.

• Monitor App registrations.

• Limit user access to Azure AD.

• Enable MFA on all accounts, especially admin accounts.

• Review the recommendations in Office Secure Score and implement as many as possible.
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VM Recommendations

• Rename the local Administrator 
account & change the password.

• Limit management protocol access 
(JIT).

• Azure Security Center can monitor 
alerts.
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Protecting Admin Accounts

• Enforce MFA on all admin accounts

•Many of the basics remain the same
• Least privilege is key and poorly understood in many cloud 

implementations
• Least access, use the security features provided by the 

cloud
• Cloud admin workstations – treat same as privileged users

• Limit admin role membership and monitor group 
membership. PIM can help.
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Monitoring and alerting

• It’s not just for your network any more

• Defenders need to work with DevOps to make sure that cloud 
resources and data are considered in defensive designs

• Different cloud providers provide different tools for managing 
security

• Defenders must be familiar with the tools from cloud providers.

• Log collection and management needs to include cloud assets

• You do know what your assets are, right?

• Assume breach!
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Summary

•Cloud is a new paradigm requiring careful planning.

• Securing cloud resources isn’t straight forward.

•Many items that apply to on-premises also applies to 
cloud.
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References
Azure AD
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-whatis

Azure AD Connect
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-
aadconnect

Azure AD Domain Services
https://docs.microsoft.com/en-us/azure/active-directory-domain-services/active-
directory-ds-overview

Amazon AWS Directory FAQ
https://aws.amazon.com/directoryservice/faqs/

Azure Security Center 
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro

Cloud App Security
https://docs.microsoft.com/en-us/cloud-app-security/what-is-cloud-app-security
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References
Azure Network Security Best Practices
https://docs.microsoft.com/en-us/azure/security/azure-security-network-security-
best-practices

Azure security best practices and patterns
https://docs.microsoft.com/en-us/azure/security/security-best-practices-and-patterns

Azure virtual machine security best practices
https://docs.microsoft.com/en-us/azure/security/azure-security-best-practices-vms

Azure identity & access security best practices
https://docs.microsoft.com/en-us/azure/security/azure-security-identity-
management-best-practices

Security Best Practices for Windows Azure Solutions - Download Center
http://download.microsoft.com/download/7/8/a/78ab795a-8a5b-48b0-9422-
fddeee8f70c1/securitybestpracticesforwindowsazuresolutinsfeb2014.docx
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References

Amazon AWS PowerShell
https://aws.amazon.com/powershell/

Google Cloud PowerShell
https://cloud.google.com/powershell/

Microsoft Azure PowerShell
https://docs.microsoft.com/en-us/powershell/azure/install-azurerm-
ps?view=azurermps-4.1.0

Microsoft Office 365 PowerShell
https://technet.microsoft.com/en-us/library/dn975125.aspx
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References
OWA-Toolkit
https://github.com/johnnyDEP/OWA-Toolkit

MailSniper: Invoke-PasswordSprayOWA
https://github.com/dafthack/MailSniper

Patator:
https://github.com/lanjelot/patator

LyncSniper: https://github.com/mdsecresearch/LyncSniper 
https://www.mdsec.co.uk/2017/04/penetration-testing-skype-for-business-
exploiting-the-missing-lync/

Detectify - AWS S3 Miconfigurations Explained
https://blog.detectify.com/2017/07/13/aws-s3-misconfiguration-explained-fix/

Infiltrate 2017: Cloud Post Exploitation Techniques - Andrew Johnson & Sacha Faust 
https://vimeo.com/214855977
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References
The AWS Security Best Practices white paper
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Best_Practi
ces.pdf

The EC2 Instances Best Practices white paper
https://aws.amazon.com/articles/1233/

Finding API keys
https://hackernoon.com/how-to-use-environment-variables-keep-your-
secret-keys-safe-secure-8b1a7877d69c

AWS Credential Management
https://github.com/awslabs/git-secrets

AWS re:Invent 2016: Automating Security Event Response, from Idea to 
Code to Execution
https://www.youtube.com/watch?v=x4GkAGe65vE
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O365 SharePoint Controls
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SharePoint Data Access Controls
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