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AGENDA

ACurrent state of Active Directory Security
AAD Security Evolution = .

. . odays agenda:
AExpanding AD Permissions Y Be stylin' and profiin’ @
AAttacker Capability 2) Lunch
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The Current State of Active Directory:
The Good, the Bad, & the UGLY
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The Good

ABetter awareness of the importance of AD security.
AAD security more thoroughly tested.

ALess Domain Admins (overall).

ALess credentials in Group Policy Preferences.

AMore local Admin passwords are automatically
rotated (LAPS).

APowerShell security improvements (v5).



The BAD

AToo many Domain Admins still administer AD from
their regular workstation.

APrivilege escalation from regular user is still too easy.
ALots of legacy cruft reduces security.

ANot enough (PowerShell) logging deployed.

AToo many blind spots (poor visibility).



YOUR SECURITY

The Evolution of
Active Directory
Security

GRATEFULLY ACCEPTED



AD Security: The early days

AThe year is 2000, the OS is too!

AActive Directory key design decisions
AReplication is feared

AKerberos is embraced and extended
AENnterSIDHistory

ACompromises to support Windows NT legacy
ANT lives onL



AD Security: AD v2 & v3

AWindows 2003 Server

ALots of improvements

AAD matures significantly

ALastLogonTimestantpacks last logon (& replicates!)
AConstrained Delegation

N St SOUADGS ! dzZKSYUAOIFUA2Z2Y
AMany organizations deploy Active Directory
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AWindowsServer2008/2008 R2
AEnter the AD Recycle Bin

Al ast interactive logon information
AFinegrained password policies

AAuthentication mechanism assurance which identifies
logon method type (smart card or user name/password)

AManaged Service Accounts (let AD handle the password)

AAutomatic SPN management for services running under
context of a Managed Service Account.

AGoodbye Kerberos DES, hello AES




AD: Security Enhancements

AWindows Server 2012/2012 R2
AFocus on protecting credentials
AShift in security focus

ADGside protections for Protected Users
ANo NTLM authentication
ANo Kerberos DES or RC4 ciphers
ANo Delegatiorg unconstrained or constrained delegation
ANo user tickets (TGTs) renewed beyond the initiat Kfetime

AAuthentication Policies & Authentication Policy Silos



Rearchitecting Security

Awindows Server 2016/Windows 10

AMajor changes in OS security architecture
AFrom Normal World to Secure World (VSM)
ACredential Guard & Remote Credential Guard
ALots of minor changes, big impact

ANew shadow security principals (groups)

AAN expiring links feature (Group TTL)

AKDC enhancements to restrict Kerberos ticket lifetime to the
lowest group TTL



AD Permissions:
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It's iImportant to understand that dloesn't
matter what Active Directory permissions a

user hasvhen using the Exchange
management tooldf the user is authorized,

via RBAQo perform an action in the
Exchange management todise user can
perform the action regardless of his or her

Active Directory permissions.

https://technet.microsoft.com/enus/library/dd638106.aspx
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Highly Privileged Exchange Groups

AExchange Trusted Subsystem (like SYSTEM, only better)
AG¢KS 9EOKFIY3S ¢NHzZ2AGSR {dzoaeadSYy Aa
read/write access to every Exchanagdated object in the Exchange
2NHI VAL | UA2Z2Y de
AMembers: Exchange Servers
AMemberOf Exchange Windows Permissions

AExchange Windows Permissions
AProvides rights to AD objects (users, grougis),
AMembers: Exchange Trusted Subsystem

AOrganization Management (the DA of the Exchange world) o
AbaSYOSNA X KIS RYAYAAaUNI GAGDS | OOS
organization and can perform almost any task against any Exchange 2013
ob}\egt, with somg exceptions. . . g L. s
XAa || OSNE LRZ2gSNFdzZ NR{S YR a adzO
Qrganizationallevel.administrative tasks that can potentjally impact the g
SYUANBE 9EOKIY3AS 2NHIYAIIFTUAZ2Y aK2z2dzZ R

AMembers: 2 to 3 Exchange organization admin accounts (or less)



Exchange RBAC

AEarly Exchange versions required AD object delegation for
Exchange rights

AExchange 2010: Exchange Trusted Subsystem
AMEOKI y3IS KIFIa A0Qad 26y LI NI f {
AThe Exchange local System account has the power

AAdd an account/group to the Exchange Trusted Subsystem
group
ADSG [20Ff { {¢9a 2y |y 9EOKI




Exchange Rights

AExchange has extensive rights throughout Active Directory:.

AModify rights on most objects, including users and groups (even
admins).
AExceptAdminSDHoldeprotected groups/users.

AAccess provided through Exchange groups (like Trusted Subsystem)

Aln environments where Exchange 2000/2003 was originally installed,
those rights persist, potentially providing even more access.

AMigrated to O3657?
Great, all these permissions are still in AD.



Old Exchange Permissions Persis
- LJIANF RS | FOSNJ :

Exchange 2008 2003A 2007A 2010A 2013A 2016
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Microsoft,
we need a way to fix this
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Microsoft System Center Configuration Manager
(SCCM)

AQriginally SMS (not text messaging)

AGranular delegation was a challenge, much better in SCCM
2012.

ARoleBased Access breakout

AAIl Desktops Workstation Assets
AAIl Servers Server Assets

ATypically manages (& patches) all Windows systems
AWorkstations
AServers
ADomain Controllers



3rd Party Product Permission Requirements

ADomain user access AActive Directory privileged

AOperations systems access 19Nts

Alistaken identityc trust ~ ADoOmain permissions
the installer during install

- - AMore access required
AAD object rights than often needed.

Alnitial start/run
permissions

ANeeds full AD rights

Alnstall permissions on
systems

ANeeds System rights



3rd Party Product Permission Requirements

ADomain user access AActive Directory privileged
AOperations systems access rights
AMistaken identityc trust ADomain permissions during

the installer install
AAD obiject rights AMore access required than
Alnstall permissions on often needed.

systems Alnitial start/run permissions

ANeeds System rights MNeeds full AD rights



Overpermissioned Delegation

AUse of builtin groups for delegation

AClicking the "easy button": Full Control at the domain
root.

ALet's just "make it work"
ADelegation tools in AD are challenging to get right
AWe need better managing/reporting tools



Permissions

Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit {if available).

Permission entries:

Tyl Iy

Type

Deny

Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

|

Principal

Everyone

LAPS Password Admins (ADSECLABL...
Waorkstation Admins (ADSECLAB\Wor...
Account Operators (ADSECLABVAccou...
Account Operators (ADSECLABVAccou...
Account Operators (ADSECLABVAccou...
Print Operators (ADSECLAB\Print Oper...
Account Operators (ADSECLAB\Accou...
Domain Computers (ADSECLAB\Dom...
Domain Admins (ADSECLAB\Domain ...

EMTERPRISE DOMAIN CONTROLLERS
Authenticated Users
SYSTEM

Pre-Windows 2000 Compatible Access..,
Pre-Windows 2000 Compatible Access...
Pre-Windows 2000 Compatible Access...

SELF
SELF

Enterprise Admins (ADSECLAB\Enterpr...
Pre-Windows 2000 Compatible Access...
Administrators (ADSECLAB\Administr...

FRITFRERISE MCIEALAIN OB TR | FRS

Access
Special
Special
Full control

Create/delete InetOrgPerson ...
Create/delete Computer obje...

Create/delete Group objects
Create/delete Printer objects
Create/delete User objects
Full control

Full control

Special

Special

Full control

Special

Special

Special

Special
Full control

List contents

Inherited from

Mone

Mone

Mone

Mone

MNone

MNone

MNone

MNone

MNone

MNone

MNone

Mone

Mone
DC=lab,DC=adsecurity,DC=0org
DC=lab,DC=adsecurity, DC=crg
DC=lab,DC=adsecurity,DC=org
DC=lab,DC=adsecurity,DC=org
DC=lab,DC=adsecurity,DC=org
DC=lab,DC=adsecurity,DC=org
DC=lab,DC=adsecurity,DC=org

spagialVetcall (@PyroTek3) Trimap@eqshPEX adsecurity, DC=org

M =lak M =adeariirits N = mrm

Applies to

This cbject only

Descendant Computer objects
Descendant Computer objects

This chbject only

This cbject only

This cbject only

This cbject only

This cbject only

This object and all descendant objects
This cbject only

This cbject only

This cbject only

This cbject only

Descendant InetOrgPerson objects
Descendant Group objects
Descendant User cbjects

This cbject and all descendant objects
This cbject and all descendant objects
This object and all descendant objects
This object and all descendant objects
This object and all descendant objects

Mecrerdant C Aamenber mlrecte



Permissions

Auditing Effective Access

For additional information, deuble-click a permission entry. Te modify a permission entry, select the entry and click Edit {if available).

Permission entries:

EEEEEEEEEFEREEEEEEE

Type

Deny

Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Principal

Everyone

LAPS Password Admins (ADSECLABAL...
Workstation Admins (ADSECLAB\Wor...
Account Operators (ADSECLAB\Accou...
Account Operators (ADSECLAB\Accou..,
Account Operators (ADSECLAB\Accou...
Print Operators (ADSECLAB\Print Oper...
Account Operators (ADSECLAB\Accou..,
Demain Computers (ADSECLAB\Dom...
Uomaimin Admins (AUSECLAB\Domain ...

EMTERPRISE DOMAIN COMTROLLERS
Authenticated Users
SYSTEM

Pre-Windows 2000 Compatible Access...
Pre-Windows 2000 Compatible Access...
Pre-Windows 2000 Compatible Access..,

SELF
SELF

Access
Special
Special
Full control

Create/delete InetOrgPerson ...
Create/delete Computer obje...

Create/delete Group objects
Create/delete Printer objects
Create/delete User obiects
Full control

Full control

Special

Special

Full control

Special

Special

Special

Sean Metcalf (@PyroTek3) TrlmarcSecurl )Elcom

Special

Inherited from

Mone

Mone

Mone

Mone

Mone

Mone

Mone

Mone

Mone

Mone

Mone

Mone

Mone
DC=lab,DC=adsecurity,DC=org
DC=lab,DC=adsecurity,DC=org
DC=lab,DC=adsecurty,DC=corg
D= Iah DC=adsecunty,C=org

=lab,DC=adsecurity,DC=org

Applies to

This cbject only

Descendant Computer objects
Descendant Computer objects

This object only

This chject only

This object only

This object only

This chiect only

This object and all descendant objects
| his object only

This object only

This cbject only

This object only

Descendant InetOrgPerson objects
Descendant Group objects
Descendant User objects

This object and all descendant objects
This object and all descendant objects
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AOId GPO settings

ADNR dzLJ YSYOSNAKAL) SELJ yRA
AGroup nesting makes rights auditing challenging
ADefault Domain Controller security
AOverpermissioned GPO security

ASpider web of AD ACLs, layer upon layer



Domain Admins Properties

(2] x |

Dbject Security Attribute Editor
General Members Member Of Managed By
Members:
MName Active Directory Domain Services Folder
ELADA Admins lab .adsecurty .org/AD Management
3_'; ADSAdministr... lab.adsecurty.org/Users

3_'; LukeSkoywalker lab adsecunty.org/AD Management

ADA Admins Properties

Securty

Me.

Attribute Editor

©Tmbers

Member Of

Managed By

Mame

82, Critical Server...

Active Directory Domain Services Folder

lab .adsecurty.org/AD Management

Critical Server Admins Properties ?
Object Security Attribute Editor
General Members Member Of Managed By
Members:
MName Active Directory Domain Services Folder
ELSEWH Admins  lab.adsecurty.org/AD Management
Server Admins Properties J
N : Security Attribute Editor
% .Aembers Member Of Managed By
Members.
MName Active Directory Domain Services Folder
33 HanSalo lab .adsecurty.org/AD Management

?j Wesley Crusher |ab.adsecurity org/Accounts




Default Domain Policy

Account Policies/Password Policy
Policy
Erforce password history
Maoimum password age
Minimum password age
Minimum password length

Password must meet complesdty requirements

Store passwords using reversible encryption

Sean Metcalf (@PyroTek3) TrimarcSecurity.com

Setting
24 passwords remembered
47 days

1 days

/ characters
Enabled
Disabled



Default Domain Policy

Account Policies/Password Policy

Policy

Enforce password history

Maximum password age

Minimum password age

Minimum password length

Password must meet complexity requirements

Store passwords using reversible encryption

Sean Metcalf (@PyroTek3) TrimarcSecurity.com

Setting
24 passwords remembered
42 days

1 days

7 characters
Enabled
Disabled



In a new Windows Server 2016 AD Forest,
Still unable to set password minimum to >14 characters
(group policy template limitation)

Minimum password length Properties ? X

Securty Policy Setting  Explain

a;. Minimum password length

| Define this policy setting

Fassword must be at least:
14 = characters

Sean Metcalf (@PyroTek3) TrimarcSecurity.com



Default Domain Controllers Policy

Local Policies/Security Oplions
Domain Controller
Policy
Domain controller: LDAP server signing requirements
Domain Member
Policy
Diomain member: Digitally encrypt or sign secure channel data (always)

Microsoft Network Server
Policy
Microsoft network server: Digitally sign communications (always)

Microsoft networ server: Digitally sign communications (f client agrees)

Setting

Maone

Setting
Enabled

Setting
Enabled
Enabled



Security Settings
Local Policies/User Rights Assignment

Policy
Access this computer from the network

Add workstations to domain

Adjust memory quotas for a process
Allow log on locally

Back up files and dirsctories
Bypass traverse checking

Change the system time

Create a pagefile

Debug programs

Enable computer and user accounts to be trusted for delegation
Force shutdown from a remote system
Generate security audits

Increase scheduling priority

Load and unload device drivers

Log on as a batch job

Manage auditing and securty log
Modify firmware environment values
Profile single process

Profile system peformance

Remove computer from docking station
Replace a process level token

Restore files and directories

Shut down the system

Take ownership of files or other objects

Setting

BUILTIN\Pre-Windows 2000 Compatible Access, NT AUTHORITYAENTERPRISE DOMAIN CONTROLLERS, !
AUTHORITY\Authenticated Users, BUILTIN\Administrators, Everyone

NT AUTHORITY\Authenticated Users

BUILTIN\Administrators, NT AUTHORITYANETWORK SERVICE, NT AUTHORITY\LOCAL SERVICE

NT AUTHORITY\ENTERPRISE DOMAIN CONTROLLERS, BUILTIN\Prirt Operators, BUILTIN\Server Operatc
BUILTIN\Account Operators, BUILTIN\Backup Operators, BUILTIN\Administrators

BUILTIN\Server Operators, BUILTIN\Backup Operators. BUILTIN \Administrators

BUILTIN\Pre-Windows 2000 Compatible Access, NT AUTHORITY\Authenticated Users, BUILTIN\Administrator
AUTHORITYANETWORK SERVICE. NT AUTHORITYA\LOCAL SERVICE, Everyone

BUILTIN\Server Operators, BUILTIN\Administrators, NT AUTHORITY\LOCAL SERVICE
BUILTIN\Administrators

BUILTIN\Administrators

BUILTIN\Administrators

BUILTIN\Sesver Operators, BUILTIN \Administrators

NT AUTHORITYANETWORK SERVICE, NT AUTHORITY\LOCAL SERVICE
BUILTIN\Administrators

BUILTIN\Print Operators, BUILTIN\Administrators

BUILTIN\Performance Log Users, BUILTIN\Backup Operators, BUILTIN\Administrators
BUILTIN Administrators

BUILTIN\Administrators

BUILTIN\Administrators

NT SERVICE\WdiServiceHost, BUILTIN\Administrators

BUILTIN\Administrators

NT AUTHORITYANETWORK SERVICE, NT AUTHORITY\LOCAL SERVICE
BUILTIN\Server Operators, BUILTIN\Backup Operators, BUILTIN\Administrators
BUILTIN\Pnnt Operators, BUILTIN\Server Operators, BUILTIN\Backup Operators, BUILTIN\Administrators

Sean Metcalf (@PyroTek3) TrirBEICR¢@dribsedns



Attacker Capabllity & Mitigations
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AAccount (credentials)
ARights (privileges)
AAccess (connectivity to resources)



SA&aNHzLIJG GKS ! G0l O SNJ

APrevent access to privileged accounts.

ALimit rights on accounts attackers could gain access to
ARestrict network communication to admin systems.
ALYLIE SYSYU GUNRARLIWANBA&AE (2
AAlign detection with potential escalation paths.



Traditional AD Administration

AAIl admins are Domain Admins.

AAdministration from anywhere servers, workstations,
Starbucks.

ANeed a service account with AD right®omain Admin!
ANeed to manage user accourg#\ccount Operators!
ANeed to run backups (anywhereBackup Operator: /¥

AManagement system deploys software & patches
workstations, servers, & Domain Controllers.

AAgents, everywhere!
ACdzt t / 2 Y LINE YAEASX [ A]SH

n Metcalf (@PyroTek3) TrimarcSecurity.com




Getting Credentials Is Easy

Have you heard of Responder (or Inveigh)?



user@pwnbox: Xpl
$ sudo ./Responder.py -I etho® -wPv

bash 1




AN N A

[ 02LILIAYI GKS / NBRSyY (.

ADisable NetBIOS
ADHCP or script

ADisable WPAD

A Partial mitigation of WPAD issues is possible by installing the Microsoft patch
KB3165191 (MS1@77). Hardens the WPAD process and when the system
responds to NetBIOS requests.

ADisable via GPfagkey
A HKEY_CURRENT_USERwvaré Microsoft\ Windows CurrentVersiokinternet SettingsWpad,

New DWORD (32 A G+ I f dxpadOvertide t W Ra aSG (2 damée
AS5Aal ot S ONMETTBMSINGZOkYOAStS & & O2 OSNE { SNIWAOSE OAl Dt |
ADisable LLMNR
AGPO: Computer Configuration/Administrative Templates/Network/DNS Client

A{ SO a¢dz2NYy hFTF adzZ GAOFad blYS wSaz2f d
AEnable SMB Signing



Net Session Enumeration

ANT method for determining where users have
authenticated.

AAuthenticated users have this right by default.

ASome identity products use this method to map user
to IP on the network.

ABloodhound uses this to identify admin logons.
ATypically target Domain Controllers or file servers.



Blocking Net Session Enumeration W#tCease

AThe followingregkeycontrols who can performletSession

Enum

AHKEY LOCAL_MACHINE/SY STiEMhtControlSéServiceslan
manServefDefaultSecuritySrvsvcSessioninfo
ARegKeyalueSrvsvcSessionlnifacludes Permissions for:

AMember of Administrators group (Security Identifier (Sid)}%
32-544)

AMem
AMem
AL ast

per of Server Operators group (Std-5-32-549)
ner of Power Users group (Si-5-32-547)

out not least Authenticated Users group (S1d5

S11)

https://qallery.technet.microsoft.com/NeCeaseBlockingNet-1e8dch5b



https://gallery.technet.microsoft.com/Net-Cease-Blocking-Net-1e8dcb5b

Local Group Enumeration via SAMR

ASAMR provides a method to enumerate local group membership on a
Windows system as a user. This includes the local Administrators

grou

ol

Awindows 10 provides the ability to limit this capability.
AWindows 10 Anniversary Update (v1607) limits this right to only local

Adm

Inistrators. .
1/ SAMR moved on! #WVNindows10 pleasant

surprise: Remote query of local users (inc.
local admins) can be controlled.

Group Policy: “Network Access: Restrict clients allowed to make remote calls to SAm”

Registry Key: "HKLM/System/CurrentControlSet/Control/Lsa/RestrictRemoteSAM”™

Win version Who can query local users by Can default be changed
default

< Win10 Any domain user No

Win10 Any domain users Yes (only via registry)

Sean Metcalf (@PyroTekB) TrimarcSecurity com > Win10 (e.g. anniversary) Only locai administrators Yes (registry or GPO)



Need Better Controls for These (GPO)

AFully disable WPAD.
ADisable NETBIOS.

AChangeNetSessioehavior to limit to specific AD
group.

AADbility to enumerate local groups as a user (SAMR)
and backport functionality to Windows 7/2008R2



As an Attacker, Do | Need Domain Admin?

NoO.



Avenues to Compromise

AGPO permissions

AAD Permissions

Almproper group nesting
AOverpermissioned accounts
AService account access
AKerberos Delegation
APassword Vaults

ABackup Process



In the Real World, Rights are Everywhere

AWorkstation Admins have full control on workstation computer
objects and local admin rights.

AServer Admins have full control on server computer objects and local
admin rights.

AOften, Server Admins are Exchange Admins.
ASometimes Server Admins have rights to Domain Controllers.

AHelp Desk Admins have local admin rights and remote control on user
workstations.

ALocal admin accounts & passwords often the same among
workstations, and sometimes the same among servers.

AG CSYLIZNI NEE | RYAY 3INRdAzZLI FaaAirdayy.



Red Team Perspective




Securing AD Counterpoint

AAD is only as secure as the AD admin accounts.

ADomain Admin accounts are everywhere!
ADAs logon to Exchange, SCCM, servers, and workstations.

AService Accounts in DA are often used on domain
computers.

AAuthenticated security scans can leave privileged creds
behind

AAccount right is combination of:
AGroup Membership (AD & local computer)
ADelegated OU & GPO permissions

ACompromise the right account or computer to Own AD



Jump (Admin) Servers

Alf Admins arenot using Admin workstationgkeylog
F2NJ ONBRa 2y FFRYAYQa 62 NJ
ADiscover all potential remoting services.
ARDP (2FA?)
AWM
AWinRMPowerShell Remoting

APSExec
ANamedPipe

ACompromise a Jump Server, Own the domain!



Hijacking the Admin/Jump Server

AGet Admin on the server
AGet SYSTEM
ARun tscon.exe as SYSTEM

O 2 )/y@LSCErSconlna:tt ol KS
0K2dzi | LJ aag?2

https://medium.com/@networksecurity/rdghijackinghow-to-hijackrds-and-remoteappsessiondransparentlyto-
move-through-an-da2ale73a5f6

Sean Metcalf (@PyroTek3) TrimarcSecurity.com
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3 | ® www.korznikov.com/2017/03/0-day-or-feature-privilege-escalation.htmi
Another method is to create a service that will connect selected session to ours.

1. Get all sessions information:

C:\Windows\system32>query user

USERNAME SESSTONMNAME ID STATE IDLE TIME LOGON TIME
Disc 1 3/12/2817 3:87 PM
>localadmin rdp-tcp#55 2 Active . 31272817 3:186 PM

C:\Windows\system32>

2. Create service which will hijack user's session:

C:\Windows\system32>sc create sesshijack binpath= “"cmd.exe /k tscon fdest:rdp-tcp#55™

[SC] CreateService SUCCESS

3. Start service:

net setart sesshijack

Right after that your session will be replaced with target session.



Bl Windows Server 2012R2

AlexanderKorznikowdemonstrates using Sticky Keys dacbonto access an administrator RDP
aSadaABYIK2dzi SOSyenter2 3IIAY I AYyG2 (GKS

https://medium.com/@ networksecurity/rdghijackinghow-to-hijackrds-andremoteappsessiondransparentlyto-
move-through-an-da2ale73a5f6



https://medium.com/@networksecurity/rdp-hijacking-how-to-hijack-rds-and-remoteapp-sessions-transparently-to-move-through-an-da2a1e73a5f6

Universal Bypass for Most Defenses

Service Accounts
AOverpermissioned
ANot protected like Admins
AWeak passwords
ANo 2FA/MFA
ALimited visibility/understanding
AToo much FUD RE: changing



{

NextLevel Recon: Bloodhound

BLOODHOUND

oBloodHounds a single pagé&avascriptveb application,
built on top ofLinkurious compiled withElectron with a
Neo4djdatabase fed by RowerShelingestode oy 26 [ | 1

AEnumerates users, computers, & groupNetSession
iInfo on logons + AD ACLs.

AProvides a visual representation of attack paths from a
computer to Domain Admin.

A Developed by Andy Robbins, Rohazarkar& Will
Schroeder.

https://github. com/BIoodHoundAD/BIoodHound/W|k|

n Metcalf (@PyroTek3) TrimarcSecurity.com



http://linkurio.us/
http://electron.atom.io/
https://neo4j.com/
https://github.com/adaptivethreat/Bloodhound/wiki/PowerShell-Ingestor
https://github.com/BloodHoundAD/BloodHound/wiki

Sean Metcalf (@PyroTek3) TrimarcSecurity.com



