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The Current State of Active Directory:
The Good, the Bad, & the UGLY
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The Good

ÅBetter awareness of the importance of AD security.

ÅAD security more thoroughly tested.

ÅLess Domain Admins (overall).

ÅLess credentials in Group Policy Preferences.

ÅMore local Admin passwords are automatically 
rotated (LAPS).

ÅPowerShell security improvements (v5).
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The BAD

ÅToo many Domain Admins still administer AD from 
their regular workstation.

ÅPrivilege escalation from regular user is still too easy.

ÅLots of legacy cruft reduces security.

ÅNot enough (PowerShell) logging deployed.

ÅToo many blind spots (poor visibility).
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The Evolution of 
Active Directory 
Security
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AD Security: The early days

ÅThe year is 2000, the OS is too!

ÅActive Directory key design decisions

ÅReplication is feared

ÅKerberos is embraced and extended

ÅEnter SIDHistory

ÅCompromises to support Windows NT legacy

ÅNT lives on! L
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AD Security: AD v2 & v3

ÅWindows 2003 Server

ÅLots of improvements

ÅAD matures significantly

ÅLastLogonTimestamptracks last logon (& replicates!)

ÅConstrained Delegation

Å{ŜƭŜŎǘƛǾŜ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ŦƻǊ ¢ǊǳǎǘǎΦ 9ǾŜǊȅƻƴŜ ƛƎƴƻǊŜǎΧ

ÅMany organizations deploy Active Directory
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!5Υ [ŜǘΩǎ 5ƻ {ŜŎǳǊƛǘȅΗ
ÅWindows Server2008/2008 R2

ÅEnter the AD Recycle Bin

ÅLast interactive logon information

ÅFine-grained password policies

ÅAuthentication mechanism assurance which identifies 
logon method type (smart card or user name/password)

ÅManaged Service Accounts (let AD handle the password)

ÅAutomatic SPN management for services running under 
context of a Managed Service Account.

ÅGoodbye Kerberos DES, hello AES
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AD: Security Enhancements

ÅWindows Server 2012/2012 R2

ÅFocus on protecting credentials

ÅShift in security focus

ÅDC-side protections for Protected Users 
ÅNo NTLM authentication

ÅNo Kerberos DES or RC4 ciphers

ÅNo Delegation ςunconstrained or constrained delegation
ÅNo user tickets (TGTs) renewed beyond the initial 4 hr lifetime

ÅAuthentication Policies & Authentication Policy Silos
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Rearchitecting Security

ÅWindows Server 2016/Windows 10

ÅMajor changes in OS security architecture

ÅFrom Normal World to Secure World (VSM)

ÅCredential Guard & Remote Credential Guard

ÅLots of minor changes, big impact

ÅNew shadow security principals (groups) 

ÅAn expiring links feature (Group TTL)

ÅKDC enhancements to restrict Kerberos ticket lifetime to the 
lowest group TTL
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AD Permissions: 
²Ƙŀǘ ȅƻǳ ŘƻƴΩǘ ƪƴƻǿ Ŏŀƴ ƘǳǊǘ



https://technet.microsoft.com/en-us/library/dd638106.aspx

It's important to understand that it doesn't 
matter what Active Directory permissions a 
user has when using the Exchange 
management tools. If the user is authorized, 
via RBAC, to perform an action in the 
Exchange management tools, the user can 
perform the action regardless of his or her 
Active Directory permissions.
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Highly Privileged Exchange Groups
ÅExchange Trusted Subsystem (like SYSTEM, only better)
Åά¢ƘŜ 9ȄŎƘŀƴƎŜ ¢ǊǳǎǘŜŘ {ǳōǎȅǎǘŜƳ ƛǎ ŀ ƘƛƎƘƭȅ ǇǊƛǾƛƭŜƎŜŘ ΧDǊƻǳǇ ǘƘŀǘ Ƙŀǎ 

read/write access to every Exchange-related object in the Exchange 
ƻǊƎŀƴƛȊŀǘƛƻƴΦέ
ÅMembers: Exchange Servers
ÅMemberOf: Exchange Windows Permissions

ÅExchange Windows Permissions
ÅProvides rights to AD objects (users, groups, etc)
ÅMembers: Exchange Trusted Subsystem 

ÅOrganization Management (the DA of the Exchange world)
ÅάaŜƳōŜǊǎ Χ ƘŀǾŜ ŀŘƳƛƴƛǎǘǊŀǘƛǾŜ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ŜƴǘƛǊŜ 9ȄŎƘŀƴƎŜ нлмо 

organization and can perform almost any task against any Exchange 2013 
object, with some exceptions.
Χƛǎ ŀ ǾŜǊȅ ǇƻǿŜǊŦǳƭ ǊƻƭŜ ŀƴŘ ŀǎ ǎǳŎƘΣ ƻƴƭȅ ǳǎŜǊǎ ƻǊ Χ ƎǊƻǳǇǎ ǘƘŀǘ ǇŜǊŦƻǊƳ 
organizational-level administrative tasks that can potentially impact the 
ŜƴǘƛǊŜ 9ȄŎƘŀƴƎŜ ƻǊƎŀƴƛȊŀǘƛƻƴ ǎƘƻǳƭŘ ōŜ ƳŜƳōŜǊǎ ƻŦ ǘƘƛǎ ǊƻƭŜ ƎǊƻǳǇΦέ
ÅMembers: 2 to 3 Exchange organization admin accounts (or less)
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Exchange RBAC

ÅEarly Exchange versions required AD object delegation for 
Exchange rights

ÅExchange 2010: Exchange Trusted Subsystem

Å9ȄŎƘŀƴƎŜ Ƙŀǎ ƛǘΩǎ ƻǿƴ ǇŀǊŀƭƭŜƭ ǎŜŎǳǊƛǘȅ όw.!/ύ ƳƻŘŜƭ

ÅThe Exchange local System account has the power

ÅAdd an account/group to the Exchange Trusted Subsystem 
group

ÅDŜǘ [ƻŎŀƭ {¸{¢9a ƻƴ ŀƴ 9ȄŎƘŀƴƎŜ {ŜǊǾŜǊΧ
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Exchange Rights

ÅExchange has extensive rights throughout Active Directory.

ÅModify rights on most objects, including users and groups (even 
admins). 
ÅExcept AdminSDHolderprotected groups/users.

ÅAccess provided through Exchange groups (like Trusted Subsystem)

ÅIn environments where Exchange 2000/2003 was originally installed, 
those rights persist, potentially providing even more access.

ÅMigrated to O365? 
Great, all these permissions are still in AD.
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Old Exchange Permissions Persist 
¦ǇƎǊŀŘŜ ŀŦǘŜǊ ¦ǇƎǊŀŘŜΧ

Exchange 2000 Ą 2003 Ą 2007 Ą 2010 Ą 2013 Ą 2016
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Microsoft, 
we need a way to fix this
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Microsoft System Center Configuration Manager
(SCCM)

ÅOriginally SMS (not text messaging)

ÅGranular delegation was a challenge, much better in SCCM 
2012.

ÅRole-Based Access breakout
ÅAll Desktops - Workstation Assets

ÅAll Servers - Server Assets

ÅTypically manages (& patches) all Windows systems
ÅWorkstations

ÅServers

ÅDomain Controllers
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3rd Party Product Permission Requirements 

ÅDomain user access 
ÅOperations systems access
ÅMistaken identity ςtrust 
the installer 
ÅAD object rights
ÅInstall permissions on 
systems
ÅNeeds System rights

ÅActive Directory privileged 
rights
ÅDomain permissions 
during install
ÅMore access required 
than often needed.
ÅInitial start/run 
permissions
ÅNeeds full AD rights
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Over-permissioned Delegation

ÅUse of built-in groups for delegation

ÅClicking the "easy button": Full Control at the domain 
root.

ÅLet's just "make it work"

ÅDelegation tools in AD are challenging to get right

ÅWe need better managing/reporting tools 
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/ƻƳƳƻƴ LǎǎǳŜǎ tŜǊǎƛǎǘΧ

ÅOld GPO settings

ÅDǊƻǳǇ ƳŜƳōŜǊǎƘƛǇ ŜȄǇŀƴŘǎ όŀƴŘ ŜȄǇŀƴŘǎΧύ

ÅGroup nesting makes rights auditing challenging

ÅDefault Domain Controller security

ÅOver-permissioned GPO security

ÅSpider web of AD ACLs, layer upon layer
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Default Domain Policy
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Default Domain Policy
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In a new Windows Server 2016 AD Forest,
Still unable to set password minimum to >14 characters 
(group policy template limitation)
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Default Domain Controllers Policy
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Attacker Capability & Mitigations
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!ǘǘŀŎƪŜǊǎ wŜǉǳƛǊŜΧ

ÅAccount (credentials)

ÅRights (privileges)

ÅAccess (connectivity to resources)
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5ƛǎǊǳǇǘ ǘƘŜ !ǘǘŀŎƪŜǊΩǎ tƭŀȅōƻƻƪ

ÅPrevent access to privileged accounts.

ÅLimit rights on accounts attackers could gain access to.

ÅRestrict network communication to admin systems.

ÅLƳǇƭŜƳŜƴǘ άǘǊƛǇǿƛǊŜǎέ ǘƻ ƛŘŜƴǘƛŦȅ ŀƴƻƳŀƭƻǳǎ ŀŎǘƛǾƛǘȅΦ

ÅAlign detection with potential escalation paths.

Sean Metcalf (@PyroTek3) TrimarcSecurity.com



Traditional AD Administration
ÅAll admins are Domain Admins.

ÅAdministration from anywhere ςservers, workstations, 
Starbucks.

ÅNeed a service account with AD rights ςDomain Admin!

ÅNeed to manage user accounts ςAccount Operators!

ÅNeed to run backups (anywhere) ςBackup Operators!

ÅManagement system deploys software & patches all 
workstations, servers, & Domain Controllers.

ÅAgents, everywhere!

ÅCǳƭƭ /ƻƳǇǊƻƳƛǎŜΧ [ƛƪŜƭȅ
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Getting Credentials Is Easy
Have you heard of Responder (or Inveigh)?
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{ǘƻǇǇƛƴƎ ǘƘŜ /ǊŜŘŜƴǘƛŀƭ ά9ŀǎȅ .ǳǘǘƻƴέ
ÅDisable NetBIOS
ÅDHCP or script

ÅDisable WPAD
ÅPartial mitigation of WPAD issues is possible by installing the Microsoft patch 

KB3165191 (MS16-077). Hardens the WPAD process and when the system 
responds to NetBIOS requests.

ÅDisable via GPO regkey:
ÅHKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\ Internet Settings\Wpad, 

New DWORD (32-.ƛǘ ±ŀƭǳŜύ ŎŀƭƭŜŘ άWpadOverrideέ ŀƴŘ ǎŜǘ ǘƻ άмέ

Å5ƛǎŀōƭŜ ǘƘŜ ǎŜǊǾƛŎŜ άWinHTTPWeb Proxy Auto-5ƛǎŎƻǾŜǊȅ {ŜǊǾƛŎŜέ Ǿƛŀ Dth

ÅDisable LLMNR
ÅGPO: Computer Configuration/Administrative Templates/Network/DNS Client

Å{Ŝǘ ά¢ǳǊƴ hŦŦ aǳƭǘƛŎŀǎǘ bŀƳŜ wŜǎƻƭǳǘƛƻƴέ ǘƻ ά9ƴŀōƭŜŘέ

ÅEnable SMB Signing Sean Metcalf (@PyroTek3) TrimarcSecurity.com



Net Session Enumeration

ÅNT method for determining where users have 
authenticated.

ÅAuthenticated users have this right by default.

ÅSome identity products use this method to map user 
to IP on the network.

ÅBloodhound uses this to identify admin logons.

ÅTypically target Domain Controllers or file servers.
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Blocking Net Session Enumeration with NetCease

ÅThe following regkeycontrols who can perform NetSession
Enum:
ÅHKEY_LOCAL_MACHINE/SYSTEM/CurrentControlSet/Services/Lan

manServer/DefaultSecurity/SrvsvcSessionInfo

ÅRegKeyvalue SrvsvcSessionInfoincludes Permissions for:
ÅMember of Administrators group (Security Identifier (Sid) S-1-5-

32-544)

ÅMember of Server Operators group (Sid S-1-5-32-549)

ÅMember of Power Users group (Sid S-1-5-32-547)

ÅLast but not least Authenticated Users group (Sid S-1-5-11)

https://gallery.technet.microsoft.com/Net-Cease-Blocking-Net-1e8dcb5b
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Local Group Enumeration via SAMR

ÅSAMR provides a method to enumerate local group membership on a 
Windows system as a user. This includes the local Administrators 
group!

ÅWindows 10 provides the ability to limit this capability.

ÅWindows 10 Anniversary Update (v1607) limits this right to only local 
Administrators. 
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Need Better Controls for These (GPO)

ÅFully disable WPAD.

ÅDisable NETBIOS.

ÅChange NetSessionbehavior to limit to specific AD 
group.

ÅAbility to enumerate local groups as a user (SAMR) 
and backport functionality to Windows 7/2008R2
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As an Attacker, Do I Need Domain Admin?

No.
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Avenues to Compromise

ÅGPO permissions

ÅAD Permissions

ÅImproper group nesting

ÅOver-permissioned accounts

ÅService account access

ÅKerberos Delegation

ÅPassword Vaults

ÅBackup Process
Sean Metcalf (@PyroTek3) TrimarcSecurity.com



In the Real World, Rights are Everywhere
ÅWorkstation Admins have full control on workstation computer 

objects and local admin rights.

ÅServer Admins have full control on server computer objects and local 
admin rights.

ÅOften, Server Admins are Exchange Admins.

ÅSometimes Server Admins have rights to Domain Controllers.

ÅHelp Desk Admins have local admin rights and remote control on user 
workstations.

ÅLocal admin accounts & passwords often the same among 
workstations, and sometimes the same among servers.

Åά¢ŜƳǇƻǊŀǊȅέ ŀŘƳƛƴ ƎǊƻǳǇ ŀǎǎƛƎƴƳŜƴǘǎ ƻŦǘŜƴ ōŜŎƻƳŜ ǇŜǊƳŀƴŜƴǘΦ
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Red Team Perspective
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Securing AD Counterpoint
ÅAD is only as secure as the AD admin accounts.
ÅDomain Admin accounts are everywhere!
ÅDAs logon to Exchange, SCCM, servers, and workstations.
ÅService Accounts in DA are often used on domain 

computers.
ÅAuthenticated security scans can leave privileged creds 

behind

ÅAccount right is combination of:
ÅGroup Membership (AD & local computer)
ÅDelegated OU & GPO permissions

ÅCompromise the right account or computer to 0wn AD
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Jump (Admin) Servers

ÅIf Admins are not using Admin workstations, keylog
ŦƻǊ ŎǊŜŘǎ ƻƴ ŀŘƳƛƴΩǎ ǿƻǊƪǎǘŀǘƛƻƴΦ

ÅDiscover all potential remoting services.
ÅRDP (2FA?)
ÅWMI
ÅWinRM/PowerShell Remoting
ÅPSExec
ÅNamedPipe

ÅCompromise a Jump Server, 0wn the domain!
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Hijacking the Admin/Jump Server

ÅGet Admin on the server

ÅGet SYSTEM

ÅRun tscon.exe as SYSTEM

έƛŦ ȅƻǳ Ǌǳƴ ǘǎŎƻƴΦŜȄŜ ŀǎ ǘƘŜ {¸{¢9a ǳǎŜǊΣyou can connect to 
ŀƴȅ ǎŜǎǎƛƻƴ ǿƛǘƘƻǳǘ ŀ ǇŀǎǎǿƻǊŘέ

https://medium.com/@networksecurity/rdp-hijacking-how-to-hijack-rds-and-remoteapp-sessions-transparently-to-
move-through-an-da2a1e73a5f6

Sean Metcalf (@PyroTek3) TrimarcSecurity.com
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Alexander Korznikovdemonstrates using Sticky Keys and tsconto access an administrator RDP 
ǎŜǎǎƛƻƴτ ǿƛǘƘƻǳǘ ŜǾŜƴ ƭƻƎƎƛƴƎ ƛƴǘƻ ǘƘŜserver.

https://medium.com/@networksecurity/rdp-hijacking-how-to-hijack-rds-and-remoteapp-sessions-transparently-to-
move-through-an-da2a1e73a5f6 Sean Metcalf (@PyroTek3) TrimarcSecurity.com
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Universal Bypass for Most Defenses

Service Accounts
ÅOver-permissioned
ÅNot protected like Admins
ÅWeak passwords
ÅNo 2FA/MFA
ÅLimited visibility/understanding
ÅToo much FUD RE: changing
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Next-Level Recon: Bloodhound

άBloodHoundis a single page Javascriptweb application, 
built on top of Linkurious, compiled with Electron, with a 
Neo4jdatabase fed by a PowerShell ingestorΦέ όƴƻǿ /Іύ

ÅEnumerates users, computers, & groups + NetSession
info on logons + AD ACLs.

ÅProvides a visual representation of attack paths from a 
computer to Domain Admin.

ÅDeveloped by Andy Robbins, Rohan Vazarkar, & Will 
Schroeder.

https://github.com/BloodHoundAD/BloodHound/wiki
Sean Metcalf (@PyroTek3) TrimarcSecurity.com

http://linkurio.us/
http://electron.atom.io/
https://neo4j.com/
https://github.com/adaptivethreat/Bloodhound/wiki/PowerShell-Ingestor
https://github.com/BloodHoundAD/BloodHound/wiki


Sean Metcalf (@PyroTek3) TrimarcSecurity.com


