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AGENDA

• Current state of Active Directory Security

• AD Security Evolution

• Expanding AD Permissions

• Attacker Capability

• Microsoft’s AD Security 
Guidance

• What Really Matters

• Recommendations
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The Current State of Active Directory:
The Good, the Bad, & the UGLY
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The Good

•Better awareness of the importance of AD security.

•AD security more thoroughly tested.

• Less Domain Admins (overall).

• Less credentials in Group Policy Preferences.

•More local Admin passwords are automatically 
rotated (LAPS).

•PowerShell security improvements (v5).
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The BAD

• Too many Domain Admins still administer AD from 
their regular workstation.

•Privilege escalation from regular user is still too easy.

• Lots of legacy cruft reduces security.

•Not enough (PowerShell) logging deployed.

• Too many blind spots (poor visibility).
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The Evolution of 
Active Directory 
Security
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AD Security: The early days

• The year is 2000, the OS is too!

•Active Directory key design decisions

•Replication is feared

•Kerberos is embraced and extended

• Enter SIDHistory

•Compromises to support Windows NT legacy

•NT lives on! 
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AD Security: AD v2 & v3

•Windows 2003 Server

• Lots of improvements

•AD matures significantly

• LastLogonTimestamp tracks last logon (& replicates!)

•Constrained Delegation

• Selective Authentication for Trusts. Everyone ignores…

•Many organizations deploy Active Directory
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AD: Let’s Do Security!
• Windows Server 2008/2008 R2

• Enter the AD Recycle Bin

• Last interactive logon information

• Fine-grained password policies

• Authentication mechanism assurance which identifies 
logon method type (smart card or user name/password)

• Managed Service Accounts (let AD handle the password)

• Automatic SPN management for services running under 
context of a Managed Service Account.

• Goodbye Kerberos DES, hello AES
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AD: Security Enhancements

• Windows Server 2012/2012 R2

• Focus on protecting credentials

• Shift in security focus

• DC-side protections for Protected Users 
• No NTLM authentication

• No Kerberos DES or RC4 ciphers

• No Delegation – unconstrained or constrained delegation
• No user tickets (TGTs) renewed beyond the initial 4 hr lifetime

• Authentication Policies & Authentication Policy Silos
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Rearchitecting Security

• Windows Server 2016/Windows 10

• Major changes in OS security architecture

• From Normal World to Secure World (VSM)

• Credential Guard & Remote Credential Guard

• Lots of minor changes, big impact

• New shadow security principals (groups) 

• An expiring links feature (Group TTL)

• KDC enhancements to restrict Kerberos ticket lifetime to the 
lowest group TTL
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AD Permissions: 
What you don’t know can hurt



https://technet.microsoft.com/en-us/library/dd638106.aspx

It's important to understand that it doesn't 
matter what Active Directory permissions a 
user has when using the Exchange 
management tools. If the user is authorized, 
via RBAC, to perform an action in the 
Exchange management tools, the user can 
perform the action regardless of his or her 
Active Directory permissions.
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Highly Privileged Exchange Groups
• Exchange Trusted Subsystem (like SYSTEM, only better)

• “The Exchange Trusted Subsystem is a highly privileged …Group that has 
read/write access to every Exchange-related object in the Exchange 
organization.”

• Members: Exchange Servers
• MemberOf: Exchange Windows Permissions

• Exchange Windows Permissions
• Provides rights to AD objects (users, groups, etc)
• Members: Exchange Trusted Subsystem 

• Organization Management (the DA of the Exchange world)
• “Members … have administrative access to the entire Exchange 2013 

organization and can perform almost any task against any Exchange 2013 
object, with some exceptions.
…is a very powerful role and as such, only users or … groups that perform 
organizational-level administrative tasks that can potentially impact the 
entire Exchange organization should be members of this role group.”

• Members: 2 to 3 Exchange organization admin accounts (or less)
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Exchange RBAC

• Early Exchange versions required AD object delegation for 
Exchange rights

• Exchange 2010: Exchange Trusted Subsystem

• Exchange has it’s own parallel security (RBAC) model

• The Exchange local System account has the power

• Add an account/group to the Exchange Trusted Subsystem 
group

• Get Local SYSTEM on an Exchange Server…
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Exchange Rights

• Exchange has extensive rights throughout Active Directory.

• Modify rights on most objects, including users and groups (even 
admins). 
• Except AdminSDHolder protected groups/users.

• Access provided through Exchange groups (like Trusted Subsystem)

• In environments where Exchange 2000/2003 was originally installed, 
those rights persist, potentially providing even more access.

• Migrated to O365? 
Great, all these permissions are still in AD.
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Old Exchange Permissions Persist 
Upgrade after Upgrade…

Exchange 2000  2003  2007  2010  2013  2016
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Microsoft, 
we need a way to fix this
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Microsoft System Center Configuration Manager
(SCCM)

• Originally SMS (not text messaging)

• Granular delegation was a challenge, much better in SCCM 
2012.

• Role-Based Access breakout
• All Desktops - Workstation Assets

• All Servers - Server Assets

• Typically manages (& patches) all Windows systems
• Workstations

• Servers

• Domain Controllers
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3rd Party Product Permission Requirements 

•Domain user access 
•Operations systems access
•Mistaken identity – trust 

the installer 
•AD object rights
• Install permissions on 

systems
•Needs System rights

•Active Directory privileged 
rights
•Domain permissions 

during install
•More access required 

than often needed.
• Initial start/run 

permissions
•Needs full AD rights
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Over-permissioned Delegation

•Use of built-in groups for delegation

•Clicking the "easy button": Full Control at the domain 
root.

• Let's just "make it work"

•Delegation tools in AD are challenging to get right

•We need better managing/reporting tools 
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Common Issues Persist…

•Old GPO settings

•Group membership expands (and expands…)

•Group nesting makes rights auditing challenging

•Default Domain Controller security

•Over-permissioned GPO security

• Spider web of AD ACLs, layer upon layer
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Default Domain Policy
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Default Domain Policy
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In a new Windows Server 2016 AD Forest,
Still unable to set password minimum to >14 characters 
(group policy template limitation)
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Default Domain Controllers Policy
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Attacker Capability & Mitigations
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Attackers Require…

•Account (credentials)

•Rights (privileges)

•Access (connectivity to resources)
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Disrupt the Attacker’s Playbook

•Prevent access to privileged accounts.

• Limit rights on accounts attackers could gain access to.

•Restrict network communication to admin systems.

• Implement “tripwires” to identify anomalous activity.

•Align detection with potential escalation paths.
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Traditional AD Administration
• All admins are Domain Admins.

• Administration from anywhere – servers, workstations, 
Starbucks.

• Need a service account with AD rights – Domain Admin!

• Need to manage user accounts – Account Operators!

• Need to run backups (anywhere) – Backup Operators!

• Management system deploys software & patches all 
workstations, servers, & Domain Controllers.

• Agents, everywhere!

• Full Compromise… Likely
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Getting Credentials Is Easy
Have you heard of Responder (or Inveigh)?
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Stopping the Credential “Easy Button”
• Disable NetBIOS

• DHCP or script

• Disable WPAD
• Partial mitigation of WPAD issues is possible by installing the Microsoft patch 

KB3165191 (MS16-077). Hardens the WPAD process and when the system 
responds to NetBIOS requests.

• Disable via GPO regkey:
• HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Wpad, 

New DWORD (32-Bit Value) called “WpadOverride” and set to “1”

• Disable the service “WinHTTP Web Proxy Auto-Discovery Service” via GPO

• Disable LLMNR
• GPO: Computer Configuration/Administrative Templates/Network/DNS Client

• Set “Turn Off Multicast Name Resolution” to “Enabled”

• Enable SMB Signing Sean Metcalf (@PyroTek3) TrimarcSecurity.com



Net Session Enumeration

•NT method for determining where users have 
authenticated.

•Authenticated users have this right by default.

• Some identity products use this method to map user 
to IP on the network.

•Bloodhound uses this to identify admin logons.

• Typically target Domain Controllers or file servers.
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Blocking Net Session Enumeration with NetCease

• The following regkey controls who can perform NetSession
Enum:
• HKEY_LOCAL_MACHINE/SYSTEM/CurrentControlSet/Services/Lan

manServer/DefaultSecurity/SrvsvcSessionInfo

• RegKey value SrvsvcSessionInfo includes Permissions for:
• Member of Administrators group (Security Identifier (Sid) S-1-5-

32-544)

• Member of Server Operators group (Sid S-1-5-32-549)

• Member of Power Users group (Sid S-1-5-32-547)

• Last but not least Authenticated Users group (Sid S-1-5-11)

https://gallery.technet.microsoft.com/Net-Cease-Blocking-Net-1e8dcb5b
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Local Group Enumeration via SAMR

• SAMR provides a method to enumerate local group membership on a 
Windows system as a user. This includes the local Administrators 
group!

• Windows 10 provides the ability to limit this capability.

• Windows 10 Anniversary Update (v1607) limits this right to only local 
Administrators. 
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Need Better Controls for These (GPO)

• Fully disable WPAD.

•Disable NETBIOS.

•Change NetSession behavior to limit to specific AD 
group.

•Ability to enumerate local groups as a user (SAMR) 
and backport functionality to Windows 7/2008R2
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As an Attacker, Do I Need Domain Admin?

No.
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Avenues to Compromise

•GPO permissions

•AD Permissions

• Improper group nesting

•Over-permissioned accounts

• Service account access

•Kerberos Delegation

•Password Vaults

•Backup Process
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In the Real World, Rights are Everywhere
• Workstation Admins have full control on workstation computer 

objects and local admin rights.

• Server Admins have full control on server computer objects and local 
admin rights.

• Often, Server Admins are Exchange Admins.

• Sometimes Server Admins have rights to Domain Controllers.

• Help Desk Admins have local admin rights and remote control on user 
workstations.

• Local admin accounts & passwords often the same among 
workstations, and sometimes the same among servers.

• “Temporary” admin group assignments often become permanent.
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Red Team Perspective
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Securing AD Counterpoint
•AD is only as secure as the AD admin accounts.
•Domain Admin accounts are everywhere!

• DAs logon to Exchange, SCCM, servers, and workstations.
• Service Accounts in DA are often used on domain 

computers.
• Authenticated security scans can leave privileged creds 

behind

•Account right is combination of:
• Group Membership (AD & local computer)
• Delegated OU & GPO permissions

•Compromise the right account or computer to 0wn AD
Sean Metcalf (@PyroTek3) TrimarcSecurity.com



Jump (Admin) Servers

• If Admins are not using Admin workstations, keylog
for creds on admin’s workstation.

•Discover all potential remoting services.
• RDP (2FA?)
• WMI
• WinRM/PowerShell Remoting
• PSExec
• NamedPipe

•Compromise a Jump Server, 0wn the domain!
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Hijacking the Admin/Jump Server

• Get Admin on the server

• Get SYSTEM

• Run tscon.exe as SYSTEM

”if you run tscon.exe as the SYSTEM user, you can connect to 
any session without a password”

https://medium.com/@networksecurity/rdp-hijacking-how-to-hijack-rds-and-remoteapp-sessions-transparently-to-
move-through-an-da2a1e73a5f6

Sean Metcalf (@PyroTek3) TrimarcSecurity.com
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Alexander Korznikov demonstrates using Sticky Keys and tscon to access an administrator RDP 
session — without even logging into the server.

https://medium.com/@networksecurity/rdp-hijacking-how-to-hijack-rds-and-remoteapp-sessions-transparently-to-
move-through-an-da2a1e73a5f6 Sean Metcalf (@PyroTek3) TrimarcSecurity.com
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Universal Bypass for Most Defenses

Service Accounts
•Over-permissioned
•Not protected like Admins
•Weak passwords
•No 2FA/MFA
• Limited visibility/understanding
• Too much FUD RE: changing
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Next-Level Recon: Bloodhound

“BloodHound is a single page Javascript web application, 
built on top of Linkurious, compiled with Electron, with a 
Neo4j database fed by a PowerShell ingestor.” (now C#)

• Enumerates users, computers, & groups + NetSession
info on logons + AD ACLs.

• Provides a visual representation of attack paths from a 
computer to Domain Admin.

• Developed by Andy Robbins, Rohan Vazarkar, & Will 
Schroeder.

https://github.com/BloodHoundAD/BloodHound/wiki
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Microsoft Active Directory 
Security Guidance
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Security Privileged Access Roadmap: Stage 1
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Security Privileged Access Roadmap: Stage 1

• Separate Accounts for User & Admin tasks
• Agreed, and this should be an easy task to complete.

•Privileged Access Workstations (PAWs) for AD Admin 
• Yes, this should be done. This is really tough in practice.

•Unique Local Admin Accounts (LAPS) for Workstations 
• Not too difficult to deploy, delegation is another story…
• More difficult to get rid of additional local admin accounts.

•Unique Local Admin Accounts (LAPS) for Servers
• Many orgs are concerned about this and unsure of path 

forward.
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Security Privileged Access Roadmap: Stage 2
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Security Privileged Access Roadmap: Stage 2
• Privileged Access Workstation (PAW) for all system administration

• Ideal, but difficult

• Time-bound privileges (PAM)
• Aka.ms/PAM  https://docs.microsoft.com/en-us/microsoft-identity-

manager/pam/privileged-identity-management-for-active-directory-domain-
services

• Sounds good, but how?

• Multi Factor for Elevation
• This can be accomplished with MIM PAM and Azure AD PIM using Azure 

Multi-factor authentication (MFA).
• MIM is expensive and requires extensive resources

• Just Enough Administration (JEA) for DC maintenance*

• Lower attack surface of Domain & DCs*

• Attack Detection (ATA)*
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PAW Update: 
O365 Global Admin Role = Tier 0

https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/privileged-access-workstations
Sean Metcalf (@PyroTek3) TrimarcSecurity.com
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JEA Guidance
• aka.ms/JEA  https://github.com/PowerShell/JEA

• JEA doc only provides info on how to configure DNS service 
administration on DCs.

• This isn’t enough & doesn’t warrant pointing to JEA as a “solution” 
in Stage 2 (better in Stage 3).
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Lower attack surface of Domain & DCs
• Physical Security

• Physical DCs
• Virtual DCs

• Branch Locations

• Domain Controller Operating 
Systems

• Secure Configuration of Domain 
Controllers

• Security Configuration Wizard

• Microsoft Security Compliance 
Manager

• AppLocker

• RDP Restrictions

• Patch and Configuration 
Management for Domain 
Controllers

• Blocking Internet Access for 
Domain Controllers

• Perimeter Firewall Restrictions

• DC Firewall Configurations

• Preventing Web Browsing from 
Domain Controllers
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Lower attack surface of Domain & DCs: 
What’s Missing?
• Clear guidance on recommended GPO security settings beyond default.

• Protocol/feature reduction/lockdown

• Implementation guidance for implementing Admin systems (PAWs, 
Admin/Jump servers, etc) to limit management protocols.

• Beyond RDP: Limit WMI, WinRM, etc

• AppLocker on DCs…

• The last 4 - 5 items are focused on preventing DC internet access. Use a 
host firewall/IPSec rule and reinforce on perimeter firewalls and call it a 
day.

Sean Metcalf (@PyroTek3) TrimarcSecurity.com



Lower attack surface of Domain & DCs
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Attack Detection: What We Need
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Attack Detection: What We Need
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Attack Detection: What We Need
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Security Privileged Access Roadmap: Stage 3
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Security Privileged Access Roadmap: Stage 3
• Modernize Roles and Delegation Model

• Requires discovery of true admin roles and determine what rights 
are required for each role.

• Smartcard or Passport Authentication for all admins
• Passport is now Hello for Business & not well documented.

• Admin forest for Active Directory Administrators*

• Code integrity policy for DCs (2016)
• Requires DCs run Windows Server 2016

• Shielded VMs for DCs (Server 2016 Hyper-V Fabric)
• Requires Hyper-V servers run Windows Server 2016 and have TPM 

chips
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Let’s Talk Tiers!
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AD Admin Tiers
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AD Admin Tiers

https://technet.microsoft.com/en-us/library/mt631193.aspx
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Achieving Tier 0: AD Admin & DCs
• DCs have separate management and patching system than other 

tiers (ex. WSUS or SCCM).
• All admin systems for DCs and other systems in Tier 0 only exist 

in this tier.
• All AD admin accounts use PAWs.
• All privileged AD service accounts are only on Tier 0 systems.
• Requires all relevant systems to exist in this tier.

• Domain Controllers
• ADFS
• Azure AD Connect Server
• Virtualization Platform servers

Difficulty Level: High
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Achieving Tier 1: Servers & Server Admin

• Servers have separate management and patching 
system than other tiers (ex. WSUS or SCCM).
•All admin systems for Servers only exist in this tier.
•All admin accounts use PAWs.
•All privileged AD service accounts are only on Tier 1 

systems.
•Requires all relevant systems to exist in this tier.

Difficulty Level: High
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Achieving Tier 2: Workstations & Administration

•Workstations have separate management and 
patching system than other tiers (ex. WSUS or SCCM).
•All admin systems for Workstations only exist in this 

tier.
•All admin accounts use PAWs.
•All privileged AD service accounts are only on Tier 2 

systems.
•Requires all relevant systems to exist in this tier.

Difficulty Level: 
Medium-High
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What’s Missing?
•Removing local admin rights from users.
• Limiting broad system access
• Workstation Admin
• Server Admin

• Limiting network access from any system to any 
system.
•Practical guidance on achieving each tier with case 

studies.
•Service Account risks
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Red Forest aka ESAE
Separate forest for Active Directory Administration
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Admin Forest 
aka Enhanced Security Administrative Environment 
(ESAE)
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ESAE Key Components
• New Windows Server 2016 AD Forest with high security configuration.

• ESAE forest is isolated from the production network with strong network 
controls and only allows encrypted communication to production DCs & select 
AD Admin systems.

• 1-way trust with Selective Authentication (production AD forest trusts ESAE).

• Production AD admin groups are empty, except group for ESAE admin groups.

• No production AD admin groups/accounts in ESAE have admin rights to ESAE.

• All systems run Windows 10/ Windows Server 2016.

• Auto-patching by ESAE management/patching system.

• Production AD admin accounts in ESAE should not retain full-time Production 
AD admin group membership and require MFA for authentication.

• ESAE should be carefully monitored for anomalous activity.
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ESAE/Red Forest Implementation

•Assume Breach

•Before deploying, check the environment

• Start clean, stay clean

• If the production AD environment is compromised, 
what does ESAE buy you?

•What should be done first?
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Red Forest Limitations
• Expensive to deploy 
• Greatly increases management overhead & cost.
• Duplicate infrastructure.
• Requires physical hardware
• Requires PKI Infrastructure.
• Doesn’t fix production AD issues.
• Doesn’t resolve expansive rights over workstations & servers.

Best Case: Isolates AD Admin accounts

What about domain privileged Service Accounts? 
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Wrapping It Up
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Things that Matter
• Ensure local admin passwords are unique and change regularly.

• Install/enable host firewall on all workstations to prevent lateral 
movement by attackers and ransomware.

• Host firewalls on servers and Domain Controllers.

• Reduce AD admin group membership.

• Limit service account privileges.

• Ensure AD admins only use AD admin systems (PAW).

• Breaking bad - disabling old & uncommon features and protocols 
to reduce the Windows attack surface
• LM, NTLM, SMBv1, LLMNR, WPAD, NetBIOS, etc.

• Control Office macros.
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Key Recommendations
• Identify who has AD admin rights (domain/forest) & isolate them to Admin 

systems. Reducing membership in Domain Admins is only the beginning. 
Reducing accounts with domain-level privileges is critical.

• Ensure AD & Cloud Admins use PAWs.

• Scan Active Directory Domains, OUs, AdminSDHolder, & GPOs for inappropriate 
custom permissions.

• Identify and reduce legacy permissions on Active Directory objects.

• Regularly rotate admin credentials (includes KRBTGT, DSRM, etc) 
quarterly/annually & when AD admins leave.

• Ensure service account password changes occur annually.

• Gain visibility by flowing the most useful security & PowerShell events into 
SIEM/Splunk.
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