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The Good

•Better awareness of the importance of AD security.

•AD security more thoroughly tested.

• Less Domain Admins.

• Less credentials in Group Policy Preferences.

•More local Admin passwords are automatically 
rotated (LAPS).

•PowerShell security improvements (v5).
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The BAD

• Too many Domain Admins still administer AD from 
their regular workstation.

•Privilege escalation from regular user is still too easy.

• Lots of legacy cruft reduces security.

•Not enough (PowerShell) logging deployed.

• Too many blind spots (poor visibility).
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The U G L Y

• Email + Doc with Macro = Breach

• Email + OLE = Breach

•Why are macros still enabled?

•2016: cybersecurity spending = ~$80B 
what improved?
• Attack detection hasn’t improved.
• Less breaches or less breach publicity?
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PowerShell
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“PowerWare” MS Office Macro -> PowerShell

https://www.carbonblack.com/2016/03/25/threat-alert-powerware-new-ransomware-written-in-powershell-targets-organizations-via-microsoft-word/
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Microsoft Office Macros (VBA)

•Many organizations are 
compromised by a single 
Word/Excel document.

•Office Macro = Code

https://www.fireeye.com/blog/threat-research/2015/10/macros_galore.html
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Microsoft OLE

• OLE Package (packager.dll) 
Windows 3.1 to Windows 10.

• Office 2003 to 2016 support.

• Disable in Outlook via regkey
(ShowOLEPackageOBJ to “0”).
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PowerShell Module Logging

•PowerShell version 3 and up.

•Enable via Group Policy:
•Computer Configuration\Policies\Administrative 

Template\Windows Components\Windows PowerShell.

•Logging enhanced in PowerShell v4.

•PowerShell v5 has compelling logging features.
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PowerShell v5 Security Enhancements

• Script block logging – Enable today

• System-wide transcripts – Test & Configure

•Constrained PowerShell enforced when application 
whitelisting enabled (AppLocker/Device Guard) 

•Antimalware Integration (AMSI in Win 10)
http://blogs.msdn.com/b/powershell/archive/2015/06/09/powershell-the-blue-team.aspx

Windows Management Framework (WMF) version 5 available for download:
https://www.microsoft.com/en-us/download/details.aspx?id=50395
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Security Vendors Supporting Win10 AMSI

1. Microsoft Defender

2. AVG Protection 
2016.7496

3. ESET Version 10

4. Avast: ??
5. Trend Micro: ??
6. Symantec: ???
7. McAfee: ???
8. Sophos: ??
9. Kaspersky: ??
10. BitDefender: ??
11. F-Secure : ??
12. Avira : ??
13. Panda : ??© 2017 Trimarc Security, LLC. (www.TrimarcSecurity.com)

Last Updated: March 2017



PowerShell without PowerShell.exe
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Run PowerShell from .Net

•PowerShell = 
System.Management.Automation.dll

•Applications can run PowerShell code

• “PowerShell ps = PowerShell.Create()”

•Ben Ten’s “Not PowerShell”
https://github.com/Ben0xA/nps
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PS Constrained Language Mode? 

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



PowerShell v5 Security Log Data?
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Detecting/Mitigating PS w/o PowerShell.exe

•Discover PowerShell in non-standard processes.

•Get-Process modules like “*Management.Automation*”
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Detecting/Mitigating PS w/o PowerShell.exe
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Detecting Custom EXEs Hosting PowerShell

• Send PowerShell & PowerShell Operational logs to SIEM.

• Event 800: HostApplication not standard Microsoft tool 
(PowerShell, PowerShell ISE, etc).

• Event 800: EngineVersion < PowerShell version.

• System.Management.Automation.(ni.)dll hosted in non-
standard processes.

• Remember that custom EXEs can natively call .Net & Windows 
APIs directly without PowerShell.

• Remove PowerShell 2.0 engine from Windows 8/2012+ (still 
requires Microsoft .NET Framework 3.5 for use).
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Obfuscation Bypasses AV
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Finding Obfuscated Evil
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Finding Obfuscated Evil
• Deploy PowerShell v5.

• Enable PowerShell script block logging.

• Look at length of PowerShell command

• Look for lots of brackets  { } 

•

• Look for lots of quotes (single & double)  “ “  & ‘ ’

• Look for random function names & many unusual characters not 
normally in PowerShell scripts.
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Offensive PowerShell Detection Cheatsheet
• AdjustTokenPrivileges

• IMAGE_NT_OPTIONAL_HDR64_MAGIC

• Management.Automation.RuntimeException

• Microsoft.Win32.UnsafeNativeMethods

• ReadProcessMemory.Invoke

• Runtime.InteropServices

• SE_PRIVILEGE_ENABLED

• System.Security.Cryptography

• System.Reflection.AssemblyName

• System.Runtime.InteropServices

• LSA_UNICODE_STRING

• MiniDumpWriteDump

• PAGE_EXECUTE_READ

• Net.Sockets.SocketFlags

• Reflection.Assembly

• SECURITY_DELEGATION

• CreateDelegate

• TOKEN_ADJUST_PRIVILEGES

• TOKEN_ALL_ACCESS

• TOKEN_ASSIGN_PRIMARY

• TOKEN_DUPLICATE

• TOKEN_ELEVATION

• TOKEN_IMPERSONATE

• TOKEN_INFORMATION_CLASS

• TOKEN_PRIVILEGES

• TOKEN_QUERY

• Metasploit

• Advapi32.dll

• kernel32.dll

• AmsiUtils

• KerberosRequestorSecurityToken

• Security.Cryptography.CryptoStream

• ScriptBlockLogging

• LogPipelineExecutionDetails

• ProtectedEventLoggingSean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



AD Security Issues & Exploitation
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Active Directory’s Security Boundary?

• Forest, not Domain.

•Older AD forests have multiple domains for “security”.

• Trusts extend boundary & may introduce exploit paths 
(http://www.harmj0y.net/blog/redteaming/domain-
trusts-why-you-should-care/)

•Have a trust with a DMZ forest?

•Attackers can enumerate AD data from a trusted 
domain/forest.
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Simple DSRM Password with no Management

•Directory Services Restore Mode (DSRM) 

• “Break glass” access to DC (RID 500)

•Console logon w/ DSRM account (Administrator)

•DSRM pw set when DC is promoted

•Rarely changed - Password Change Process?

•Best to synchronize from AD account (2008R2+).
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DCSync Password Data with DSRM Account!
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Over-Permissioned Accounts
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Groups with AD admin rights
•Domain Admins
•Enterprise Admins
•Domain “Administrators”
•Custom Delegation at domain/OU level
•Groups with DC logon rights (default)
• Account Operators
• Backup Operators
• Print Operators
• Remote Desktop Users (RDP)
• Server Operators
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Discover Admin Accounts – RODC Groups
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Discover AD Groups with Local Admin Rights



Attack of the Machines: Computers with Admin Rights
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Improper Group Policy Delegation
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Improper OU Delegation
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Improper OU Delegation
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Full Control Rights on the 
Accounts OU
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Service Account with 
DCSync Rights



Kerberos Delegation
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Kerberos Delegation
Impersonate Anyone
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Kerberos “Double Hop” Issue
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Discover Servers Configured with Unconstrained Delegation
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Kerberos Unconstrained Delegation
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Kerberos Unconstrained Delegation
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Exploiting Kerberos Delegation
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Constrained Delegation

• Impersonate authenticated 
user to allowed services.

• If Attacker owns Service 
Account = impersonate user 
to specific service on server.
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KCD Protocol Transition

• Less secure than “Use 
Kerberos only”.

• Enables impersonation 
without prior AD 
authentication 
(NTLM/Kerberos).
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Control Delegation… Control AD
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Domain Controllers Policy Full Control on Servers OU



DC Silver Ticket for ‘LDAP’ Service - > DCSync
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KCD Protocol Transition To DCSYNC
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Discovering All Kerberos Delegation
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https://support.microsoft.com/en-us/help/305144/how-to-use-the-useraccountcontrol-flags-to-manipulate-user-account-
properties

Unconstrained
Constrained

KCD – Protocol Transition

ConstrainedUnconstrained Constrained – Protocol Transition

UserAccountControl 0x0080000 = Any Service (Kerberos Only), ELSE Specific Services
UserAccountControl 0x1000000 = Any Auth Protocol (Protocol Transition), ELSE Kerberos Only
msds-AllowedToDelegateTo = List of SPNs for Constrained Delegation

https://support.microsoft.com/en-us/help/305144/how-to-use-the-useraccountcontrol-flags-to-manipulate-user-account-properties


Kerberos Delegation Mitigations
GOOD: 

• Set all AD Admin accounts to: 
“Account is sensitive and cannot be delegated”

BEST:

• Add all AD Admin accounts to the “Protected Users” group (Windows 
2012 R2 DFL).

• Use delegation service accounts with long, complex passwords 
(preferably group Managed Service Accounts).

• Don’t use Domain Controller SPNs when delegating.

Limitation: Service Accounts can’t be added to Protected Users and are 
not/cannot be set with “Account is sensitive and cannot be delegated”
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SPNs, Service Accounts & 
Kerberoasting
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“SPN Scanning” Service Discovery
SQL servers, instances, ports, etc. 

MSSQLSvc/adsmsSQL01.adsecurity.org:1433

RDP

TERMSERV/adsmsEXCAS01.adsecurity.org

WSMan/WinRM/PS Remoting

WSMAN/adsmsEXCAS01.adsecurity.org

Forefront Identity Manager

FIMService/adsmsFIM01.adsecurity.org

Exchange Client Access Servers

exchangeMDB/adsmsEXCAS01.adsecurity.org

Microsoft SCCM

CmRcService/adsmsSCCM01.adsecurity.org

Microsoft SCOM

MSOMHSvc/adsmsSCOM01.adsecurity.org
Sean Metcalf [@Pyrotek3 | 
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SPN Scanning for Services & Accounts
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Cracking Service Account Passwords (Kerberoast)

Request/Save TGS service tickets & crack offline.
• “Kerberoast” python-based TGS password 

cracker.
• No elevated rights required.
• No traffic sent to target.



Kerberoast: Request TGS Service Ticket
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Kerberoast: Save & Crack TGS Service Ticket
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Kerberoast Detection
Detection is a lot tougher since requesting service tickets (Kerberos 
TGS tickets) happens all the time when users need to access 
resources.
Looking for TGS-REQ packets with RC4 encryption is probably the 
best method, though false positives are likely.

Monitoring for numerous Kerberos service ticket requests in Active 
Directory is possible by enabling Kerberos service ticket request 
monitoring (“Audit Kerberos Service Ticket Operations”) and 
searching for users with excessive 4769 events (Event Id 4769 “A 
Kerberos service ticket was requested”).

Cracking Kerberos TGS Tickets Using Kerberoast – Exploiting Kerberos to Compromise the Active Directory Domain
https://adsecurity.org/?p=2293
12/2015 Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]
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Kerberoast Detection

• Event ID 4769
• Ticket Options: 0x40810000
• Ticket Encryption: 0x17

• Need to filter out service 
accounts (Account Name) & 
computers (Service Name).

• Inter-forest tickets use RC4 
unless configured to use AES.

• ADFS also uses RC4.
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Kerberoasting All User SPNs
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Detection
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Kerberoast Honeypot
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Kerberoast Detection (Honeypot)
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AD Administration Paradigm Shift
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Traditional AD Administration
• All admins are Domain Admins.

• Administration from anywhere – servers, workstations, 
Starbucks.

• Need a service account with AD rights – Domain Admin!

• Need to manage user accounts – Account Operators!

• Need to run backups (anywhere) – Backup Operators!

• Management system deploys software & patches all 
workstations, servers, & Domain Controllers.

• Agents, everywhere!

• Full Compromise… Likely
Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



Secure AD Administration

• Few AD Admins (not always DA).

• Admin accounts only ever logon to admin workstations/servers.

• Block Kerberos delegation on Admin accounts (add to Protected 
Users, Windows 2012 R2)

• Review requirements for AD privileges & delegate as appropriate.

• Tiered Administration model:
• Tier 0: Domain Controllers and Domain Admins (& equivalent).

• Tier 1: Servers and server admins

• Tier 2: Workstations and workstation admins

• Most important: Protect Active Directory Admin accounts!
Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



AD Admin Tiers
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AD Admin Tiers

https://technet.microsoft.com/en-us/library/mt631193.aspx
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Privileged Admin Workstation (PAW)

• Active Directory Admins only ever logon to ADA PAWs.

• Should have limited/secured communication.

• Should be in their own OU.

• May be in another forest (Red/Admin Forest).

• Known good install media.

• Separate management/patching system from other computers.
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Red Team Perspective
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Securing AD Counterpoint

•AD is only as secure as the AD admin accounts.

•Domain Admin accounts are everywhere!
• DAs logon to Exchange, SCCM, servers, and workstations.
• Service Accounts in DA are often used on domain 

computers.

•Account right is combination of:
• Group Membership (AD & local computer)
• Delegated OU & GPO permissions

•Compromise the right account or computer to 0wn AD
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Jump (Admin) Servers

• If Admins are not using Admin workstations, keylog
for creds on admin’s workstation.

•Discover all potential remoting services.
• RDP (2FA?)
• WMI
• WinRM/PowerShell Remoting
• PSExec
• NamedPipe

•Compromise a Jump Server, 0wn the domain!
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Universal Bypass for Most Defenses

Service Accounts
•Over-permissioned
•Not protected like Admins
•Weak passwords
•No 2FA/MFA
• Limited visibility/understanding
• Too much FUD RE: changing
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Next-Level Recon: Bloodhound

“BloodHound is a single page Javascript web application, 
built on top of Linkurious, compiled with Electron, with a 
Neo4j database fed by a PowerShell ingestor.”

• PowerShell ingestor enumerates users, computers, & 
groups + NetSession info on logons.

• Provides a visual representation of attack paths from a 
computer to Domain Admin.

• Developed by Andy Robbins, Rohan Vazarkar, & Will 
Schroeder.

https://github.com/BloodHoundAD/BloodHound/wiki
Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]
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A Security Pro’s AD Checklist & Defenses
• Identify who has AD admin rights (domain/forest) & isolate them 

to Admin systems.
• Logon to Domain Controllers 
• Admin rights to virtual environment hosting virtual DCs
• Service Accounts
• Management services & agents

• Scan Active Directory Domains, OUs, AdminSDHolder, & GPOs for 
inappropriate custom permissions.

• Clean up old/unnecessary credentials & permissions.

• Regularly rotate admin credentials (includes KRBTGT, DSRM, etc) 
quarterly/annually & when AD admins leave.

• Ensure service account password changes occur annually.

• Gain visibility by flowing the most useful security & PowerShell events 
into SIEM/Splunk.
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Summary

•What is old is new again.

•We can do better.

•AD can be properly secured; it takes work.
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