
Active Directory Security:
The Good, the Bad, & the UGLY

Sean Metcalf (@Pyrotek3)
s e a n [@] TrimarcSecurity.com

www.ADSecurity.org
TrimarcSecurity.com

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]

http://www.adsecurity.org/
http://www.trimarcsecurity.com/


ABOUT

×Founder Trimarc, a security company. 

×Microsoft Certified Master (MCM) Directory Services

×Microsoft MVP

×Speaker: BSides, Shakacon, Black Hat, DEF CON, DerbyCon

×Security Consultant / Security Researcher 

×Own & Operate ADSecurity.org
(Microsoft platform security info)

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]

http://www.trimarcsecurity.com/
https://adsecurity.org/


ABOUT
×Founder Trimarc, a security company. 

×Microsoft Certified Master (MCM) Directory Services

×Microsoft MVP

×Speaker: BSides, Shakacon, Black Hat, DEF CON, DerbyCon, 
Sp4rkCon*

×Security Consultant / Security Researcher 

×Own & Operate ADSecurity.org
(Microsoft platform security info)

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]
+

http://www.trimarcsecurity.com/
https://adsecurity.org/


AGENDA
×The Good, the Bad, and the UGLY

×Macros, OLE, and PowerShell Oh My!

×PS without PowerShell.exe & 06fu$c@t10n

×AD Security Issues & Attack Impact

×Kerberos Delegation Security

×SPN Scanning & Kerberoasting

×Best AD Defenses

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]Slides: Presentations.ADSecurity.org 

http://presentations.adsecurity.org/


The Current State of Active Directory

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



The Current State of Active Directory:
The Good, the Bad, & the UGLY

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



The Good

ÅBetter awareness of the importance of AD security.

ÅAD security more thoroughly tested.

ÅLess Domain Admins.

ÅLess credentials in Group Policy Preferences.

ÅMore local Admin passwords are automatically 
rotated (LAPS).

ÅPowerShell security improvements (v5).
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The BAD

ÅToo many Domain Admins still administer AD from 
their regular workstation.

ÅPrivilege escalation from regular user is still too easy.

ÅLots of legacy cruft reduces security.

ÅNot enough (PowerShell) logging deployed.

ÅToo many blind spots (poor visibility).
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The U G L Y

ÅEmail + Doc with Macro = Breach

ÅEmail + OLE = Breach

ÅWhy are macros still enabled?

Å2016: cybersecurity spending = ~$80B 
what improved?
Å!ǘǘŀŎƪ ŘŜǘŜŎǘƛƻƴ ƘŀǎƴΩǘ ƛƳǇǊƻǾŜŘΦ
ÅLess breaches or less breach publicity?
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PowerShell
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άPowerWareέ a{ hŦŦƛŎŜ aŀŎǊƻ -> PowerShell

https://www.carbonblack.com/2016/03/25/threat-alert-powerware-new-ransomware-written-in-powershell-targets-organizations-via-microsoft-word/
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Microsoft Office Macros (VBA)

ÅMany organizations are 
compromised by a single 
Word/Excel document.

ÅOffice Macro = Code

https://www.fireeye.com/blog/threat-research/2015/10/macros_galore.html
Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]
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Microsoft OLE

ÅOLE Package (packager.dll) 
Windows 3.1 to Windows 10.

ÅOffice 2003 to 2016 support.

ÅDisable in Outlook via regkey
(ShowOLEPackageOBJǘƻ άлέύΦ
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PowerShell Module Logging

ÅPowerShell version 3 and up.

ÅEnable via Group Policy:
ÅComputer Configuration\Policies\Administrative 
Template\Windows Components\Windows PowerShell.

ÅLogging enhanced in PowerShell v4.

ÅPowerShell v5 has compelling logging features.
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PowerShell v5 Security Enhancements

ÅScript block logging ςEnable today

ÅSystem-wide transcripts ςTest & Configure

ÅConstrained PowerShell enforced when application 
whitelisting enabled (AppLocker/Device Guard) 

ÅAntimalware Integration (AMSI in Win 10)
http://blogs.msdn.com/b/powershell/archive/2015/06/09/powershell-the-blue-team.aspx

Windows Management Framework (WMF) version 5 available for download:
https://www.microsoft.com/en-us/download/details.aspx?id=50395
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Security Vendors Supporting Win10 AMSI

1. Microsoft Defender

2. AVG Protection 
2016.7496

3. ESET Version 10

4. Avast: ??
5. Trend Micro: ??
6. Symantec: ???
7. McAfee: ???
8. Sophos: ??
9. Kaspersky: ??
10. BitDefender: ??
11. F-Secure : ??
12. Avira : ??
13. Panda : ??© 2017 Trimarc Security, LLC. (www.TrimarcSecurity.com)

Last Updated: March 2017



PowerShell without PowerShell.exe
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Run PowerShell from .Net

ÅPowerShell = 
System.Management.Automation.dll

ÅApplications can run PowerShell code

ÅάtƻǿŜǊ{ƘŜƭƭ ps= PowerShell.Createόύέ

Å.Ŝƴ ¢ŜƴΩǎ άbƻǘ tƻǿŜǊ{ƘŜƭƭέ
https://github.com/Ben0xA/nps
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PS Constrained Language Mode? 
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PowerShell v5 Security Log Data?

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



Detecting/Mitigating PS w/o PowerShell.exe

ÅDiscover PowerShell in non-standard processes.

ÅGet-tǊƻŎŜǎǎ ƳƻŘǳƭŜǎ ƭƛƪŜ άϝManagement.Automationϝέ
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Detecting/Mitigating PS w/o PowerShell.exe
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Detecting Custom EXEs Hosting PowerShell

ÅSend PowerShell & PowerShell Operational logs to SIEM.

ÅEvent 800: HostApplicationnot standard Microsoft tool 
(PowerShell, PowerShell ISE, etc).

ÅEvent 800: EngineVersion< PowerShell version.

ÅSystem.Management.Automation.(ni.)dll hosted in non-
standard processes.

ÅRemember that custom EXEs can natively call .Net& Windows 
APIs directly without PowerShell.

ÅRemove PowerShell 2.0 engine from Windows 8/2012+ (still 
requires Microsoft .NET Framework 3.5 for use).
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Obfuscation Bypasses AV
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Finding Obfuscated Evil
Regular Obfuscated
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Finding Obfuscated Evil
ÅDeploy PowerShell v5.

ÅEnable PowerShell script block logging.

ÅLook at length of PowerShell command

ÅLook for lots of brackets  { } 

Å

Å[ƻƻƪ ŦƻǊ ƭƻǘǎ ƻŦ ǉǳƻǘŜǎ όǎƛƴƎƭŜ ϧ ŘƻǳōƭŜύ  ά ά  ϧ Ψ Ω

ÅLook for random function names & many unusual characters not 
normally in PowerShell scripts.
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Offensive PowerShell Detection Cheatsheet
ÅAdjustTokenPrivileges

ÅIMAGE_NT_OPTIONAL_HDR64_MAGIC

ÅManagement.Automation.RuntimeException

ÅMicrosoft.Win32.UnsafeNativeMethods

ÅReadProcessMemory.Invoke

ÅRuntime.InteropServices

ÅSE_PRIVILEGE_ENABLED

ÅSystem.Security.Cryptography

ÅSystem.Reflection.AssemblyName

ÅSystem.Runtime.InteropServices

ÅLSA_UNICODE_STRING

ÅMiniDumpWriteDump

ÅPAGE_EXECUTE_READ

ÅNet.Sockets.SocketFlags

ÅReflection.Assembly

ÅSECURITY_DELEGATION

ÅCreateDelegate

ÅTOKEN_ADJUST_PRIVILEGES

ÅTOKEN_ALL_ACCESS

ÅTOKEN_ASSIGN_PRIMARY

ÅTOKEN_DUPLICATE

ÅTOKEN_ELEVATION

ÅTOKEN_IMPERSONATE

ÅTOKEN_INFORMATION_CLASS

ÅTOKEN_PRIVILEGES

ÅTOKEN_QUERY

ÅMetasploit

ÅAdvapi32.dll

Åkernel32.dll

ÅAmsiUtils

ÅKerberosRequestorSecurityToken

ÅSecurity.Cryptography.CryptoStream

ÅScriptBlockLogging

ÅLogPipelineExecutionDetails

ÅProtectedEventLoggingSean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



AD Security Issues & Exploitation
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!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅΩǎ {ŜŎǳǊƛǘȅ .ƻǳƴŘŀǊȅΚ

ÅForest, not Domain.

ÅhƭŘŜǊ !5 ŦƻǊŜǎǘǎ ƘŀǾŜ ƳǳƭǘƛǇƭŜ ŘƻƳŀƛƴǎ ŦƻǊ άǎŜŎǳǊƛǘȅέΦ

ÅTrusts extend boundary & may introduce exploit paths 
(http://www.harmj0y.net/blog/redteaming/domain-
trusts-why-you-should-care/)

ÅHave a trust with a DMZ forest?

ÅAttackers can enumerate AD data from a trusted 
domain/forest.

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]
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Simple DSRM Password with no Management

ÅDirectory Services Restore Mode (DSRM) 

Åά.ǊŜŀƪ Ǝƭŀǎǎέ ŀŎŎŜǎǎ ǘƻ 5/ όwL5 рллύ

ÅConsole logon w/ DSRM account (Administrator)

ÅDSRM pw set when DC is promoted

ÅRarely changed - Password Change Process?

ÅBest to synchronize from AD account (2008R2+).
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DCSyncPassword Data with DSRM Account!
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Over-Permissioned Accounts
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Groups with AD admin rights
ÅDomain Admins
ÅEnterprise Admins
Å5ƻƳŀƛƴ ά!ŘƳƛƴƛǎǘǊŀǘƻǊǎέ
ÅCustom Delegation at domain/OU level
ÅGroups with DC logon rights (default)
ÅAccount Operators
ÅBackup Operators
ÅPrint Operators
ÅRemote Desktop Users (RDP)
ÅServer Operators
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Discover Admin Accounts ςRODC Groups
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Discover AD Groups with Local Admin Rights



Attack of the Machines: Computers with Admin Rights
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Improper Group Policy Delegation
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Improper OU Delegation
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Improper OU Delegation
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Full Control Rights on the 
Accounts OU
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Service Account with 
DCSyncRights



Kerberos Delegation
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Kerberos Delegation
Impersonate Anyone
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YŜǊōŜǊƻǎ ά5ƻǳōƭŜ IƻǇέ LǎǎǳŜ

Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]



Discover Servers Configured with Unconstrained Delegation
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Kerberos Unconstrained Delegation
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Kerberos Unconstrained Delegation
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Kerberos Unconstrained Delegation
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Exploiting Kerberos Delegation
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Constrained Delegation

ÅImpersonate authenticated 
user to allowed services.

ÅIf Attacker owns Service 
Account = impersonate user 
to specific service on server.
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KCD Protocol Transition

Å[Ŝǎǎ ǎŜŎǳǊŜ ǘƘŀƴ ά¦ǎŜ 
YŜǊōŜǊƻǎ ƻƴƭȅέΦ

ÅEnables impersonation 
without prior AD 
authentication 
(NTLM/Kerberos).
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/ƻƴǘǊƻƭ 5ŜƭŜƎŀǘƛƻƴΧ /ƻƴǘǊƻƭ !5
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Domain Controllers Policy Full Control on Servers OU



5/ {ƛƭǾŜǊ ¢ƛŎƪŜǘ ŦƻǊ Ψ[5!tΩ {ŜǊǾƛŎŜ - > DCSync
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DerbyCon2015: Redvs. Blue:  Modern Active Directory Attacks & Defense



KCD Protocol Transition To DCSYNC
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Discovering All Kerberos Delegation
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https://support.microsoft.com/en-us/help/305144/how-to-use-the-useraccountcontrol-flags-to-manipulate-user-account-
properties

Unconstrained
Constrained

KCD ςProtocol Transition

ConstrainedUnconstrained Constrained ςProtocol Transition

UserAccountControl0x0080000 = Any Service (Kerberos Only), ELSE Specific Services
UserAccountControl0x1000000 = Any AuthProtocol (Protocol Transition), ELSE Kerberos Only
msds-AllowedToDelegateTo= List of SPNs for Constrained Delegation

https://support.microsoft.com/en-us/help/305144/how-to-use-the-useraccountcontrol-flags-to-manipulate-user-account-properties


Kerberos Delegation Mitigations
GOOD: 

ÅSet all AD Admin accounts to: 
ά!ŎŎƻǳƴǘ ƛǎ ǎŜƴǎƛǘƛǾŜ ŀƴŘ Ŏŀƴƴƻǘ ōŜ ŘŜƭŜƎŀǘŜŘέ

BEST:

Å!ŘŘ ŀƭƭ !5 !ŘƳƛƴ ŀŎŎƻǳƴǘǎ ǘƻ ǘƘŜ άtǊƻǘŜŎǘŜŘ ¦ǎŜǊǎέ ƎǊƻǳǇ ό²ƛƴŘƻǿǎ 
2012 R2 DFL).

ÅUse delegation service accounts with long, complex passwords 
(preferably group Managed Service Accounts).

Å5ƻƴΩǘ ǳǎŜ 5ƻƳŀƛƴ /ƻƴǘǊƻƭƭŜǊ {tbǎ ǿƘŜƴ ŘŜƭŜƎŀǘƛƴƎΦ

Limitation: {ŜǊǾƛŎŜ !ŎŎƻǳƴǘǎ ŎŀƴΩǘ ōŜ ŀŘŘŜŘ ǘƻ tǊƻǘŜŎǘŜŘ ¦ǎŜǊǎ ŀƴŘ ŀǊŜ 
ƴƻǘκŎŀƴƴƻǘ ōŜ ǎŜǘ ǿƛǘƘ ά!ŎŎƻǳƴǘ ƛǎ ǎŜƴǎƛǘƛǾŜ ŀƴŘ Ŏŀƴƴƻǘ ōŜ ŘŜƭŜƎŀǘŜŘέ
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SPNs, Service Accounts & 
Kerberoasting
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ά{tb {ŎŀƴƴƛƴƎέ {ŜǊǾƛŎŜ 5ƛǎŎƻǾŜǊȅ
ÍSQL servers, instances, ports, etc. 

ÍMSSQLSvc/adsmsSQL01.adsecurity.org:1433

ÍRDP

ÍTERMSERV/adsmsEXCAS01.adsecurity.org

ÍWSMan/WinRM/PS Remoting

ÍWSMAN/adsmsEXCAS01.adsecurity.org

ÍForefront Identity Manager

ÍFIMService/adsmsFIM01.adsecurity.org

ÍExchange Client Access Servers

ÍexchangeMDB/adsmsEXCAS01.adsecurity.org

ÍMicrosoft SCCM

ÍCmRcService/adsmsSCCM01.adsecurity.org

ÍMicrosoft SCOM

ÍMSOMHSvc/adsmsSCOM01.adsecurity.org
Sean Metcalf [@Pyrotek3 | 
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SPN Scanning for Services & Accounts
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Cracking Service Account Passwords (Kerberoast)

Request/Save TGS service tickets & crack offline.
ÅάKerberoastέ ǇȅǘƘƻƴ-based TGS password 

cracker.
ÅNo elevated rights required.
ÅNo traffic sent to target.



Kerberoast: Request TGS Service Ticket
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Kerberoast: Save & Crack TGS Service Ticket
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KerberoastDetection
Detection is a lot tougher since requesting service tickets (Kerberos 
TGS tickets) happens all the time when users need to access 
resources.
Looking for TGS-REQ packets with RC4 encryption is probably the 
best method, though false positives are likely.

Monitoring for numerous Kerberos service ticket requests in Active 
Directory is possible by enabling Kerberos service ticket request 
ƳƻƴƛǘƻǊƛƴƎ όά!ǳŘƛǘ YŜǊōŜǊƻǎ {ŜǊǾƛŎŜ ¢ƛŎƪŜǘ hǇŜǊŀǘƛƻƴǎέύ ŀƴŘ 
searching for users with excessive 4769 events (Event Id 4769ά! 
YŜǊōŜǊƻǎ ǎŜǊǾƛŎŜ ǘƛŎƪŜǘ ǿŀǎ ǊŜǉǳŜǎǘŜŘέύΦ

Cracking Kerberos TGS Tickets Using KerberoastςExploiting Kerberos to Compromise the Active Directory Domain
https://adsecurity.org/?p=2293
12/2015 Sean Metcalf [@Pyrotek3 | sean@TrimarcSecurity.com]

https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/event.aspx?eventid=4769


KerberoastDetection

ÅEvent ID 4769
ÅTicket Options: 0x40810000
ÅTicket Encryption: 0x17

ÅNeed to filter out service 
accounts (Account Name) & 
computers (Service Name).

ÅInter-forest tickets use RC4 
unless configured to use AES.

ÅADFS also uses RC4.
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