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The Setup



Set the Stage…
•Not your standard con presentation.

• Sean: 
• CIO of E Corp presents on their perfect security.

•Will:
• Explains the problems with Evil Corp’s security posture.
• Shows how in 20 minutes, he can compromise them.

After this “skit”, we switch back to more traditional 
presentation to cover real-world mitigations.





The Most Secure Network Ever



E Corp's Active Directory
• Multi-domain Active Directory forest

• ADRoot: Parent domain

• RnD: Research & Development

• Corp: Primary domain (enterprise apps)

• NA: North America

• Europe: European resources

• Asia: Asian resources

• Hundreds of Domain Controllers

• ~200k endpoints
• Workstations, including laptops, tablets, & phones

• Thousands of Servers including Exchange, SharePoint, SQL, etc







Key Defensive Technology

•Next Gen internet firewalls

•Web content filters

• Email security appliances

•VPN security (2FA)

• Endpoint security: AntiVirus/HIDS/HIPS



Security is the Best!



Security is the Best!

We are Un-Hackable!  …….









The Categorization Problem…







OWA Clone



Cred Theft



OLE + LNK



OLE + LNK



OLE + LNK



OLE + LNK



BloodHound

•Applies Graph Theory to Active Directory Attack Paths
• Presented at DEF CON 24 w/ @_wald0 and @cptjesus

• The only information needed:
• Who is logged on where?
• Who has admin rights where?
• What users and groups belong to what groups?

•PowerView can collect all of this information from an 
unprivileged user context!





Effective Mitigation & Detection
Layers Matter



Effective Mitigation: Initial Foothold

•Deploy EMET to workstations.

•Use AppLocker to block exec content from running in 
user locations (home dir, profile path, temp, etc).

•Manage PowerShell execution via Applocker or 
constrained language mode.

•Enable PowerShell logging (v3+) & cmd process logging.

•Block Office macros (Windows & Mac) where possible.

•Deploy security tooling that monitors for suspicious 
behavior.



Effective Mitigation: Initial Foothold
• Limit capability by blocking/restricting attachments 

via email/download:
• Executables (ade, adp, ani, bas, bat, chm, cmd, com, cpl, 

crt, hlp, ht, hta, inf, ins, isp, job, js, jse, lnk, mda, mdb, 
mde, mdz, msc, msi, msp, mst, pcd, pif, reg, scr, sct, shs, 
url, vb, vbe, vbs, wsc, wsf, wsh, exe, pif, etc.) 
• Office files that support macros (docm, xlsm, pptm, etc.) 

•Change default program for anything that opens 
with Windows scripting to notepad (test first!)
• bat, js, jse, vbe, vbs, wsf, wsh, etc.



Effective Mitigation: Recon

•Deploy Windows 10 and limit local group 
enumeration.

•Limit workstation to workstation 
communication.

• Increase security on sensitive GPOs.

•Evaluate deployment of behavior analytics 
(Microsoft ATA).



Effective Mitigation: Lateral Movement

•Configure GPO to prevent local accounts from 
network authentication (kb2871997).

•Ensure local administrator account passwords 
are automatically changed (Microsoft LAPS) & 
remove extra local admin accounts.

•Limit workstation to workstation communication 
(Windows Firewall).



Effective Mitigation: Privilege Escalation

•Remove files with passwords in SYSVOL 
(including GPP).

•Ensure admins don’t log onto untrusted systems 
(regular workstations). 

•Use Managed Service Accounts for SAs or ensure 
SA passwords are >25 characters (FGPP)

•Ensure all computers are talking NTLMv2 & 
Kerberos, deny LM/NTLMv1.



Effective Mitigation: Protect Admin Creds

•Ensure all admins only log onto approved admin 
workstations & servers.
•Add all admin accounts to Protected Users group 
(requires Windows 2012 R2 DCs).
•Admin workstations & servers:
•Control & limit access to admin workstations & 

servers.
•Remove NetBIOS over TCP/IP 
•Disable LLMNR.
•Disable WPAD.



Effective Mitigation: Strengthen/Remove Legacy

•Audit/Restrict NTLM.

•Enforce LDAP signing.

•Enable SMB signing (& encryption where poss.).

•Disable WPAD & LLMNR & work to disable 
NetBIOS.

•Windows 10, remove:
• SMB 1.0/CIFS
•Windows PowerShell 2.0



Summary

•Once an attacker gets a foothold in your 
network, admin access is often quickly obtained.
•Model defenses based on typical attacker 
activity.
•Question how effective your current defenses 
are against modern attacks.
•Measure the environment to best effect change.
•Effective defense limits attacker capability & 
options.
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