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EXPECTATIONS

ÅThis is not Active Directory PowerShell 

Training (that would take hours/days).

ÅMeant to spark ideas on how to work with AD 

better.

ÅLots of PowerShell example code ςƘƻǿ ƛǘΩǎ 

used is up to you! J

ÅThis session is interactive - Please ask 

questions! 



AGENDA

ÅInterfacing with Active Directory through PowerShell.

ÅPowerShell Active Directory Module Cmdlets

ÅForest & Domain Discovery 

ÅUseful AD Cmdlets

ÅComputers, Users, & Groups, Oh My!

ÅInteresting AD ConfigData

ÅService Accounts

ÅDCs & GCs

ÅAD Replication Power

ÅTips & Tricks

ÅReferences



POWERSHELL & ACTIVE DIRECTORY

ÅPowerShell v1: NET & ADSI

ÅPowerShell v2 & newer: PowerShell Active Directory Module

ÅImport-module servermanager;

add-windowsfeaturersat-ad-tools

ÅImport-module servermanager;

add-windowsfeaturersat-ad-PowerShell 



.NET

ò.NET Framework is a software framework developed by 

Microsoft that runs primarily on Microsoft Windows. It 

includes a large class libraryknown as Framework Class 

Library (FCL) and provides language interoperability 

(each language can use code written in other languages) 

across several programming languages. Programs 

written for .NET Framework execute in a software 

environment(as contrasted to hardware environment), 

known as Common Language Runtime (CLR), an 

application virtual machine that provides services such as 

security, memory management, and exception handling. 

FCL and CLR together constitute .NET Framework.ó

-Wikipedia



ACTIVE DIRECTORY .NET
ÅGet the Current Domain:

Å[System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain().Name

Å[System.DirectoryServices.ActiveDirectory.Domain]::GetComputerDomain().Name

ÅGet the /ƻƳǇǳǘŜǊΩǎ {ƛǘŜΥ

Å[System.DirectoryServices.ActiveDirectory.ActiveDirectorySite]::GetComputerSite()

ÅList All Domain Controllers in a Domain:

Å[System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain().DomainControllers

ÅGet Active Directory Domain Mode:

Å[System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain().DomainMode

ÅList Active Directory FSMOs:

Å([System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest()).SchemaRoleOwner

Å([System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest()).NamingRoleOwner

Å([System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain()).InfrastructureRoleOwner

Å([System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain()).PdcRoleOwner

Å([System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain()).RidRoleOwner



ACTIVE DIRECTORY .NET
ÅGet Active Directory Forest Name:

Å[System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest().Name

ÅGet a List of Sites in the Active Directory Forest:

Å[array] $ADSites= [System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest().Sites

ÅGet Active Directory Forest Domains:

Å[System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest().Domains

ÅGet Active Directory Forest Global Catalogs:

Å[System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest().GlobalCatalogs

ÅGet Active Directory Forest Mode:

Å[System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest().ForestMode

ÅGet Active Directory Forest Root Domain:

Å[System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest().RootDomain



OLD SCHOOL - ADSI

ÅActive Directory Service Interface (ADSI)

Åά!ŎǘƛǾŜ Directory Service Interfaces (ADSI) is a set of COM interfaces used to access the features of 

directory services from different network providers. ADSI is used in a distributed computing 

environment to present a single set of directory service interfaces for managing network resources. 

Administrators and developers can use ADSI services to enumerate and manage the resources in a 

directory service, no matter which network environment contains the resourceΦέ

ÅADSI Example:

Å$UserIDҐ άJoeUserέ

Å$root = [ADSI]''

Å$searcher = new-object System.DirectoryServices.DirectorySearcher($root)

Å$searcher.filter= "(&(objectClass=user)(sAMAccountName= $UserID))"

Å$user = $searcher.findall()

Å$user




